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Chapter 1

Quantum cryptography

Cryptography is the art of secrecy. Nearly as old as the art of writing itself, it
concerns itself with one of the most fundamental problems faced by any society
whose success crucially depends on knowledge and information: With whom do
we want to share information, and when, and how much?

1.1 Introduction

Starting with the first known encrypted texts from 1900 BC in Egypt [Wik], cryp-
tography has a fascinating history [Kah96]. Its goal is simple: to protect secrets
as best as is physically possible. Following our increased understanding of physi-
cal processes with the advent of quantum mechanics, Wiesner [Wie83| proposed
using quantum techniques for cryptography in the early 1970’s. Unfortunately,
his groundbreaking work, which contained the seed for quantum key distribu-
tion, oblivious transfer (as described below), and a form of quantum money, was
initially met with rejection [Bra05]. In 1982, Bennett, Brassard, Breitbart and
Wiesner joined forces to publish “Quantum cryptography, or unforgeable subway
tokens” which luckily found acceptance [BBBWS82|, leading to the by now vast
field of research in quantum key distribution (QKD). Quantum key distribution
allows two remote parties who are only connected via a quantum channel to gen-
erate an arbitrarily long secret key that they can then use to perfectly shield their
messages from prying eyes. The idea is beautiful in its simplicity: unlike with
classical data, quantum mechanics prevents us from copying an unknown quan-
tum state. What’s more is that any attempt to extract information from such a
state can be detected! That is, we can now determine whether an eavesdropper
has been trying to intercept our secrets. Possibly the most famous QKD protocol
known to date was proposed in 1983 by Bennett and Brassard [BB83|, and is more
commonly known as BB84 from its 1984 full publication [BB84]. Indeed, many
quantum cryptographic protocols to date are inspired in some fashion by BB84.
It saw its first experimental implementation in 1989, when Bennett, Bessette,
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Brassard, Salvail and Smolin built the first QKD setup covering a staggering
distance of 32.5 cm [BB89, BBB*92]! In 1991, Ekert proposed a beautiful alter-
native view of QKD based on quantum entanglement and the violation of Bell’s
theorem, leading to the protocol now known as E91 [Eke91]. His work paved the
way to establishing the security of QKD protocols, and led to many other inter-
esting tasks such as entanglement distillation. Since then, many other protocols
such as B92 [Ben92] have been suggested. Today, QKD and its related problems
form a well-established part of quantum information, with countless proposals
and experimental implementations. It especially saw increased interest after the
discovery of Shor’s quantum factoring algorithm in 1994 [Sho97] that renders al-
most all known classical encryption systems insecure, once a quantum computer is
built. Some of the first security proofs were provided by Mayers [May96a], Lo and
Chau [LC99], and Shor and Preskill [SP00], finally culminating in the wonderful
work of Renner [Ren05] who supplied the most general framework for proving
the security of any known QKD protocol. QKD systems are already available
commercially today Tec]. The best known experimental implementations
now cover distances of up to 148.7 km in optical fiber [HRP*06], and 144 km in
free space in an experiment conducted between two Canary islands.

Figure 1.2: QKD today
Figure 1.1: Encrypted pottery glaze

formula, Mesopotamia 1500 BC

Traditional cryptography is concerned with the secure and reliable transmis-
sion of messages. With the advent of widespread electronic communication, how-
ever, new cryptographic tasks have become increasingly important. We would
like to construct secure protocols for electronic voting, online auctions, contract
signing and many other applications where the protocol participants themselves
do not trust each other. Two primitives that can be used to construct all such
protocols are bit commitment and oblivious transfer. We will introduce both
primitives in detail below. Interestingly, it turns out that despite many initially
suggested protocols [BBBWSZ, [Cré94], both primitives are impossible to achieve
when we ask for unconditional security. Luckily, as we will see in Chapter
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we can still implement both building blocks if we assume that our quantum op-
erations are affected by noise. Here, the very problem that prevents us from
implementing a full-scale quantum computer can be turned to our advantage.

In this chapter, we give an informal introduction to cryptography in the quan-
tum setting. We first introduce necessary terminology, before giving an overview
over the most well-known cryptographic primitives. Since our goal is to give
an overview, we will restrict ourselves to informal definitions. Surprisingly, even
definitions themselves turn out to be a tricky undertaking, especially when en-
tering the quantum realm. Finally, we discuss what makes the quantum setting
so different from the classical one, and identify a range of open problems.

1.2 Setting the state

1.2.1 Terminology

In this text, we consider protocols among multiple participants P, ..., P,, also
called players. When considering only two players, we generally identify them
with the protagonists Alice and Bob. Each player may hold a private input, that is
classical and quantum data unknown to the other players. In addition, the players
may have access to a shared resource such as classical shared randomness or
quantum entanglement that has been distributed before the start of the protocol.
We will refer to any information that is available to all players as public. A subset
of players may also have access to shared information that is known only to them,
but not to the remaining players. Such an input is called private shared input. In
the case of shared randomness, this is also known as private shared randomness.
The players can be connected by classical as well as quantum channels, and use
them to exchange messages during the course of the protocol. A given protocol
consists of a set of messages as well as a specification of actions to be undertaken
by the players. At the end of the protocol, each player may have a classical as
well as a quantum output.

A player is called honest, if he follows the protocol exactly as dictated. He is
called honest-but-curious, if he follows the protocol, but nevertheless tries to gain
additional information by processing the information supplied by the protocol in
a way which is not intended by the protocol. An honest player, for example, will
simply ignore parts of the information he is given, as he will do exactly as he
is told. However, a player that is honest-but-curious will take advantage of all
information he is given, i.e., he may read and copy all messages as desired, and
never forgets any information he is given[T| Yet, the execution of the protocol itself
is unaffected as the player does not change any information used in the protocol,

!'Note that since an honest-but-curious player never forgets any information, he effectively
makes a copy of all messages. He will erase his memory needed for the execution of the protocol
if dictated by the protocol: his copy lies outside this memory.
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he merely reads it. But what does this mean in a quantum setting? Indeed,
this question appears to be a frequent point of debate. We will see in Chapter
that he cannot copy arbitrary quantum information, and extracting non-classical
information from a quantum state will necessarily lead to disturbance. Evidently,
disturbance alters the quantum states during the protocol. Hence, the player
actually took actions to alter the execution of the protocol, and we can no longer
regard him as honest. After examining quantum operations in Chapter [2| we will
return to the definition of an honest-but-curious player in the quantum setting.
Finally, a player can also be dishonest: he will do anything in his power to break
the protocol. Evidently, this is the most realistic setting, and we will always
consider it here.

An adversary is someone who is trying to break the protocol. An adversary
is generally modeled as an entity outside of the protocol that can either be an
eavesdropper, or take part in the protocol by taking control of specific players.
This makes it easier to model protocols among multiple players, where we assume
that all dishonest players collaborate to form a single adversary.

1.2.2 Assumptions

In an ideal world, we could implement any cryptographic protocol described be-
low. Interestingly though, even in the quantum world we encounter physical
limits which prevent us from doing so with unconditional security. Unconditional
security most closely corresponds to the intuitive notion of “secure”. A protocol
that is unconditionally secure fulfills its purpose and is secure even if an attacker
is granted unlimited resources. We happily provide him with the most powerful
computer we could imagine and as much memory space as he wants. The main
question of unconditional security is thus whether the attacker obtains enough
information to defeat the security of the system. Unconditional security is also
called perfect secrecy in the context of encryption systems, and forms part of
information-theoretic security.

Most often, however, unconditional security can never be achieved. We must
therefore resign ourselves to introducing additional limitations on the adversary:
the protocol will only be secure if certain assumptions hold. In practise, these as-
sumptions can be divided into two big categories: In the first, we assume that the
players have access to a common resource with special properties. This includes
models such as a trusted initializer [Riv99], or another source that provides the
players with shared randomness drawn from a fixed distribution. An example of
this is also a noisy channel [CKS8§]: Curiously, a noisy channel that neither player
can influence too much turns out to be an incredibly powerful resource. The sec-
ond category consists of clear limitations on the ability of the adversary. For ex-
ample, the adversary may have limited storage space available [Mau92l, [DFSS05],
or experience noise when trying to store qubits as we will see in Chapter [I1} In
multi-player protocols we can also demand that dishonest players cannot commu-
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nicate during the course of the protocol, that messages between different players
take a certain time to be transmitted, or that only a minority of the players is
dishonest. In the quantum case, other known assumptions include limiting the
adversary to measure not more than a certain number of qubits at a time [Sal98],
or introducing superselection rules [KMP04], where the adversary can only make
a limited set of quantum measurements. When introducing such assumptions,
we still speak of information-theoretic security: Except for these limitations, the
adversary remains all-powerful. In particular, he has unlimited computational
resources.

Classically, most forms of practical cryptography are shown to be computa-
tionally secure. In this security model, we do not grant an adversary unlimited
computational resources. Instead, we are concerned with the amount of com-
putation required to break the security of a system. We say that a system is
computationally secure, if the believed level of computation necessary to defeat it
exceeds the computational resources of any hypothetical adversary by a comfort-
able margin. The adversary is thereby allowed to use the best possible attacks
against the system. Generally, the adversary is modeled as having only polyno-
mial computational power. This means that any attacks are restricted to time
and space polynomial in the size of the underlying security parameters of the
system. In this setting the difficulty of defeating the system’s security is often
proven to be as difficult as solving a well-known problem which is believed to be
hard. The most popular problems are often number-theoretic problems such as
factoring. Note that for example in the case of factoring, it is not known whether
these problems are truly difficult to solve classically. Many such problems, such
as factoring, fold with the advent of a quantum computer [Sho97]. It is an inter-
esting open problem to find classical hardness assumptions, which are still secure
given a quantum computer. Several proposals are known [Reg03|, but so far none
of them have been proven secure.

In the realm of quantum cryptography, we are so far only interested in in-
formation-theoretic security: we may introduce limitations on the adversary, but
we do not resort to computational hardness assumptions.

1.2.3 Quantum properties

Quantum mechanics introduces several exciting aspects to the realm of cryptog-
raphy, which we can exploit to our benefit, but which also introduce additional
complications even in existing classical primitives whose security does not de-
pend on computational hardness assumptions. Here, we give a brief introduction
to some of the most striking aspects, which we will explain in detail later on.

1. Quantum states cannot be copied: In classical protocols, an adversary
can always copy any messages and his classical data at will. Quantum
states, however, differ: We will see in Chapter [2] that we cannot copy an
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arbitrary qubit. This property led to the construction of the unforgeable
subway tokens [BBBW82| mentioned earlier.

. Information gain can be detected: Classically there is no way for an
honest player to determine whether messages have been read maliciously
outside the scope of the protocol. However, in a quantum setting we can
detect whether an adversary tried to extract information from a transmit-
ted message. This property forms the heart of quantum key distribution
described below. It also allows us to construct cheat-sensitive protocols, a
concept which is foreign to classical cryptography: even though we cannot
prevent an adversary from gaining information if he intends to do so, we
will be able to detect such cheating and take appropriate action. We will
return to this aspect in Chapter [2|

. Uncertainty relations exist: Unlike in the classical world, quantum
states allow us to encode multiple bits into a single state in such a way
that we cannot extract all of them simultaneously. This property is closely
related to cheat-sensitivity, and is a consequence of the existence of uncer-
tainty relations we will encounter in Chapter [ It is also closely related to
what is known as quantum random access codes, which will we employ in

Chapter

. Information can be “locked”: Another aspect we need to take into
account when considering quantum protocols is an effect known as lock-
ing classical information in quantum states. Surprisingly, the amount of
correlation between two parties can increase by much more than the data
transmitted. We will examine this effect for a specific measure of correlation
in more detail in Chapter [5]

. Entanglement allows for stronger correlations: Entanglement is an-
other concept absent from the classical realm. Whereas entanglement has
many useful applications such as quantum teleportation and can also be
used to analyze the security of quantum key distribution, it also requires
us to be more cautious: In Chapter [9] we will see that the parameters of
classical protocols can change dramatically if dishonest players share entan-
glement, even if they do not have access to a full quantum computer. In
Chapter [I0] entanglement will enable an adversary to break any quantum
string commitment protocol.

. Measurements can be delayed: Finally, we encounter an additional ob-
stacle, which is also entirely missing from classical protocols: Players may
delay quantum measurements. In any classical protocol, we can be assured
that any input and output is fixed once the protocol ends. In the quan-
tum case, however, players may alter their protocol input retroactively by
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delaying quantum measurements that depend on their respective inputs.
Essentially, in a classical protocol the players will automatically be “com-
mitted” to the run of the protocol, whereas in the quantum setting this
property is entirely missing. This can make an important difference in re-
ductions among several protocols as we will see in Section below.

1.3 Primitives

We now present an overview of the most common multi-party protocol primitives,
and what is known about them in the quantum setting. We already encountered
quantum key distribution (QKD) in the introduction. In this thesis, our focus
lies on cryptographic protocols other than QKD.

1.3.1 Bit commitment

Possibly the most active area of quantum cryptography in the early stages next
to QKD was quantum bit commitment: Imagine two mutually distrustful parties
Alice and Bob at distant locations. They can only communicate over a channel,
but want to play the following game: Alice secretly chooses a bit ¢. Bob wants to
be sure that Alice indeed has made her choice. Yet, Alice wants to keep ¢ hidden
from Bob until she decides to reveal c. To convince Bob that she made up her
mind, Alice sends Bob a commitment. From the commitment alone, Bob cannot
deduce c. At a later time, Alice reveals ¢ and enables Bob to open the commit-
ment. Bob can now check if Alice is telling the truth. This scenario is known as
bit commitment. Commitments play a central role in modern-day cryptography.

BC
Commit

g

Reveal

Figure 1.3: Schematic run of a BC protocol when Alice and Bob are honest.

They form an important building block in the construction of larger protocols
in, for example, gambling and electronic voting, and other instances of secure
two-party computation. In the realm of quantum mechanics, it has been shown
that oblivious transfer [BBCS92b| (defined in Section can be achieved pro-
vided there exists a secure bit commitment scheme [Ya095, [(Cré94]. In turn,
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classical oblivious transfer can be used to perform any secure two-party compu-
tation defined below [CvdGT95]. Commitments are also useful for constructing
zero-knowledge proofs [Gol01] and lead to coin tossing [Blu83]. Informally, bit
commitment can be defined as follows:

1.3.1. DEFINITION. Bit commitment (BC) is a two-party protocol between Al-
ice (the committer) and Bob (the verifier), which consists of three stages, the
committing and the revealing stage, and a final declaration stage in which Bob
declares “accept” or “reject”. The following requirements should hold:

e (Correctness) If both Alice and Bob are honest, then before the committing
stage Alice picks a bit c. Alice’s protocol depends on ¢ and any randomness
used. At the revealing stage, Alice reveals to Bob the committed bit ¢. Bob
accepts.

e (Binding) If Alice wants to reveal a bit ¢/, then

Pr[Bob accepts |¢ = 0] + Pr[Bob accepts |¢' = 1] < 1.

e (Concealing) If Alice is honest, Bob does not learn anything about ¢ before
the revealing stage.

Classically, unconditionally secure bit commitment is known to be impossi-
ble. Indeed, this is very intuitive if we consider the implications of the concealing
condition: This condition implies that exactly the same information exchange
must have occurred if Alice committed herself to ¢ = 0 or ¢ = 1, otherwise
Bob would be able to gain information about ¢. But this means that even if
Alice initially made a commitment to ¢ = 0, she can later reconstruct the run
of the protocol as if she had committed herself to ¢ = 1 and thus send the
right message to Bob to reveal ¢ = 1 instead. Unfortunately, even quantum
communication cannot help us to implement unconditionally secure bit commit-
ment without further assumptions: After several quantum schemes were sug-
gested [BB84l BC90a, BCJLI3], quantum bit commitment was shown to be im-
possible, too [May96b, [LCI7, [May97, LCI6, BCMSI7, [CLIS, DKSWO06], even in
the presence of superselection rules [KMPO04], where the adversary can only per-
form a certain restricted set of measurements. In the face of the negative results,
what can we still hope to achieve?

Evidently, we need to assume that the adversary is limited in certain ways. In
the classical case, bit commitment is possible if the adversary is computationally
bounded [Gol01], if one-way functions exist [Nao91l, HRQOT], if Alice and Bob are
connected via a noisy channel that neither player can influence too much [CK88|
DKS99, DFMS04], or if the adversary is bounded in space instead of time, i.e., he
is only allowed to use a certain amount of storage space [Mau92]. Unfortunately,
the security of the bounded classical storage model [Mau92, [CCM98] is somewhat
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unsatisfactory: First, a dishonest player needs only quadratically more memory
than the honest one to break the security. Second, as classical memory is very
cheap, most of these protocols require huge amounts of communication in order
to achieve reasonable bounds on the adversaries memory.

Do we gain anything by using quantum communication? Interestingly, even
without any further assumptions, quantum cryptography at least allows us to
implement imperfect forms of bit commitment, where Alice and Bob both have
a limited ability to cheat. That is, we allow Alice to change her mind, and
Bob to learn the committed bit with a small probability. These protocols are
based on the fact that quantum protocols can exhibit a form of cheat sensitiv-
ity unavailable to classical communication [HK04, [ATSVY00]. Exact tradeoffs
on how well we can implement bit commitment in the quantum world can be
found in [SR02a]. Protocols that make use of this tradeoff are cheat-sensitive,
as described in Section [1.2.2] Examples of such protocols have been used to im-
plement coin tossing [Amb01] as described in Section In Chapter we
will consider commitments to an entire string of bits at once. Whereas this task
turns out to be impossible as well for a strong security definition, we will see that
non-trivial quantum protocols do exist for a very weak security definition. Bit
commitment can also be implemented under the assumption that faster than light
communication is impossible, provided that Alice and Bob are located very far
apart [Ken99|, or if Alice and Bob are given access to non-local boxes [BCUT06]
which provide superstrong non-local correlations.

But even a perfect commitment can be implemented, if we make quantum
specific assumptions. For example, it is possible to securely implement BC pro-
vided that an adversary cannot measure more than a fixed number of qubits
simultaneously [Sal98]. With current-day technology, it is very difficult to store
states even for a very short period of time. This leads to the protocol presented in
[BBCS92al, [Cré94], which shows how to implement BC and OT (defined below) if
the adversary is not able to store any qubits at all. In [DESS05, IDFR07], these
ideas have been generalized in a very nice way to the bounded-quantum-storage
model, where the adversary is computationally unbounded and is allowed to have
an unlimited amount of classical memory. However, he is only allowed a limited
amount of quantum memory. The advantages over the classical bounded-storage
model are two-fold: First, given current day technology it is indeed very hard to
store quantum states. Secondly, the honest players do not require any quantum
storage at all, making the protocol much more efficient. It has been shown that
such protocols remain secure when executed many times in a row [WWO07].

1.3.2 Secure function evaluation

An important aspect of modern day cryptography is the primitive known as secure
function evaluation, and its multi-player analogue, secure multi-party computa-
tion, first suggested by Yao [Yao82]. Imagine that Alice and Bob are trying to
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decide whether to attend an unpopular administrative event. If Alice attends,
Bob feels forced to attend as well and vice versa. However, neither of them
wants to announce publicly whether they are planning to attend or whether they
would rather make up an excuse to remain at home, as this may have dire conse-
quences. How can Alice and Bob solve their dilemma? Note that their problem
can be phrased in the following form: Let x be Alice’s private input bit, where
x = 1 if Alice is planning to attend and x = 0 if Alice skips the event. Similarly,
let y be Bob’s private input bit. Alice and Bob now want to compute OR(z,y) in
such a way that both of them learn the result, but neither of them learns anything
more about the input of the other player than can be inferred from the result.
In our example, if OR(z,y) = 1, at least one of the players is planning to attend
the event. Both Alice and Bob now attend the event, and both of them can
safely claim that they really did plan to do so in the first place. If OR(z,y) =0,
Alice and Bob learn that they both agree, and do not need to fear any political
consequences.

Secure function evaluation enables Alice and Bob to solve any such task. Pro-
tocols for secure function evaluation enable us to construct protocols for electronic
voting and secure auctions. Informally, we define:

1.3.2. DEFINITION. Secure function evaluation (SFE) is a two-party protocol
between Alice and Bob, where Alice holds a private input x and Bob holds a
private input y such that

e (Correctness) If both Alice and Bob are honest, then they both output the
same value v = f(z,y).

e (Security) If Alice (Bob) is dishonest, then Alice (Bob) does not learn more
about = (y) then can be inferred from f(z,y).

A common variant of SFE is so-called one-sided SFE: Here, only one of the two
players receives the result of the computation, f(x,y). Sadly, we cannot imple-
ment SFE for an arbitrary function f classically without additional assumptions,
akin to bit commitment. Even in the quantum world, the situation is equally
bleak: SFE remains impossible in the quantum setting [Lo97|! Fortunately, the
situations improves when we consider multi-party protocols as mentioned below.

Oblivious transfer

A special case of secure function evaluation is the problem of oblivious transfer,
which was first introduced by Rabin [Rab81]. The variant of 1-2 OT appeared in a
paper by Even, Goldreich and Lempel [EGL85] and also, under a different name,
in the well-known paper by Wiesner [Wie83]. 1-2 OT allows Alice and Bob to solve
a seemingly uninteresting problem: The sender (Alice) secretly chooses two bits
sp and sq, the receiver (Bob) secretly chooses a bit ¢. The primitive of oblivious
transfer allows Bob to retrieve s. in such a way, that Alice cannot gain any
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information about ¢. At the same time, Alice is ensured that Bob only retrieves
s. and gets no information about the other input bit sz;. Oblivious transfer can
be used to perform any secure two-party computation [Kil88, [CvdGT95], and is
therefore a very important primitive.

1-20T

Figure 1.4: Schematic run of a 1-2 OT protocol.

Unlike in the classical setting, oblivious transfer in the quantum world requires
additional caution: We want that after the protocol ends, both of Alice’s inputs
bits sg,s1 and Bob’s choice bit ¢ have been determined. That is, they are fixed
and the players can no longer change their mind. In particular, we do not want
Bob to delay his choice of ¢ indefinitely, possibly by delaying a quantum measure-
ment. Similarly, Alice should not be able to change her mind about, for example,
the parity of sq @ s after the end of the protocol by delaying a measurement.
Informally, we define

1.3.3. DEFINITION. (%)-oblivious transfer (1-2 OT(sg, s1)(c)) is a two-party pro-
tocol between Alice (the sender) and Bob (the receiver), such that

e (Correctness) If both Alice and Bob are honest, the protocol depends on
Alice’s two input bits sg,s1 € {0, 1} and Bob’s input bit ¢ € {0,1}. At the
end of the protocol Bob knows s..

e (Security against Alice) If Bob is honest, Alice does not learn c.

e (Security against Bob) If Alice is honest, Bob does not learn anything about
Sz

After the protocol ends, sg, s and ¢ have been chosen.

Classically, 1-2 OT can be obtained from the following simpler primitive, also
known as Rabin-OT [Rab81] or erasure channel. Conversely, OT can be obtained
from 1-2 OT.

1.3.4. DEFINITION. Rabin Oblivious transfer (Rabin-OT) is a two-party proto-
col between Alice (the sender) and Bob (the receiver), such that
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e (Correctness) If both Alice and Bob are honest, the protocol depends on
Alice’s input bit b € {0,1}. At the end of the protocol, Bob obtains b with
probability 1/2 and knows whether he obtained b or not.

e (Security against Alice) If Bob is honest, Alice does not learn whether Bob
obtained b.

e (Security against Bob) If Alice is honest, Bob’s probability of learning bit
b does not exceed 1/2.

After the protocol ends, b has been chosen.

The fact that Alice and Bob may delay their measurements makes an impor-
tant difference, as the following simple example shows: Consider the standard
reduction of Rabin-OT to 1-2 OT: Alice uses inputs s, = b and s; = 0 with
k €r {0,1}. Bob uses input ¢ €g {0,1}, for a randomly chosen c. The players
now perform 1-2 OT(so, s1)(c) after which the receiver holds s.. Subsequently,
Alice announces k. If k& = ¢, Bob succeeded in retrieving b and otherwise he
learns nothing. This happens with probability p = 1/2 and thus we have con-
structed Rabin-OT from one instance of 1-2 OT. Clearly, this reduction fails if
we use an 1-2 OT protocol in which Bob can defer his choice of ¢, possibly by
delaying a quantum measurement that depends on c¢. He simply waits until Alice
announces k, to retrieve s with certainty. This simple example makes it clear
that implementing 1-2 OT is far from a trivial task in the quantum setting. Even
the classical definitions need to be revised carefully. In this brief overview, we
restricted ourselves to the informal definition given above, and refer to [Wul(7]
for an extensive treatment of the definition of oblivious transfer.

Note that oblivious transfer forms an instance of secure function evaluation
with f: {0,1}?x{0,1} — {0, 1} satisfying f(s¢, s1,¢) = S., where only one player
(Bob) learns the output. Hence by Lo’s impossibility result for SFE discussed
earlier, oblivious transfer is not possible in the quantum setting either without
introducing additional assumptions. Indeed, note that there exists a classical
reduction of bit commitment to oblivious transfer (up to a vanishing probability),
where we reverse the roles of Alice and Bob for bit commitment: Alice simply
chooses two n-bit strings zo €g {0,1}", and z; € {0,1}". Alice and Bob now
use n rounds of 1-2 OT, where Bob retrieves z. when he wants to commit to
a bit c¢. To reveal, he then sends ¢ and x. to Alice. Intuitively, one can thus
hope to use the impossibility proof of bit commitment to show that oblivious
transfer is impossible as well, without resorting to [Lo97]. However, note that we
would first have to show the security of this reduction with respect to a quantum
adversary. Fortunately, oblivious transfer becomes possible if we make the same
assumptions as for bit commitment described in Section [I.3.1] We will consider
how to implement oblivious transfer if the adversary’s quantum storage is subject
to noise in Chapter
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Coin tossing

Another example of SFE is the well-known primitive of coin tossing [Blu83],
which can be viewed as an instance of randomized secure function evaluation
defined in [Gol01]. Imagine that Alice and Bob want to toss a coin, solely by
communicating over a classical and a quantum channel. We thereby want to
ensure that neither party can influence the outcome of the coin toss by too much.
Unfortunately, we cannot implement this primitive classically without relying on
additional assumptions.

What assumptions do we need to implement coin tossing? It is easy to see that
we can implement one form of coin tossing, if we could perform bit commitment:
Alice chooses a random bit b € {0,1} and commits herself to b. Subsequently,
Bob chooses a random bit ' € {0,1} and sends it to Alice. After receiving
b, Alice opens her commitment and reveals b. Both parties now output ¢ =
b @b as their outcome. Thus, any assumptions that enable us to implement
bit commitment also lead to coin tossing. Some assumptions even allow for very
simple protocols: If we assume that Alice and Bob are located far apart and
faster-than-light communication is impossible, they can simply both flip a coin
themselves and send it over the channel. They then take the xor of the two bits
as the outcome of the coin flip. If Alice and Bob do not receive the other’s bit
within a certain time frame they reject this execution of the protocol and restart.
Since it takes the bit a specific time to travel over the channel, both parties can
be sure that it must have been sent before a certain time, i.e., before receiving
the other’s bit.

Many definitions of coin tossing are known in the literature, which exhibit sub-
tle differences especially whether aborts are allowed during the protocol. In the
quantum literature, strong coin tossing?] has been informally defined as follows:

1.3.5. DEFINITION. A quantum strong coin tossing protocol with bias ¢ is a two-
party protocol, where Alice and Bob communicate and finally decide on a value
c € {0,1, L} such that

e If both parties are honest, then Pr[c = 0] = Pr[c = 1] = 1/2.

e If one party is honest, then for any strategy of the dishonest player Pr[c =
0] <1/24cand Prlce=1] <1/2+e¢.

Sadly, strong coin tossing cannot be implemented perfectly with bias ¢ =
0 [LCYY|. However, one might hope that one could still achieve an arbitrarily
small bias € > 0. Many protocols have been proposed for quantum strong coin
tossing and subsequently been broken [MSC99, [ZL.GO00]. Sadly, it was shown that
strong coin tossing cannot be implemented with an arbitrarily small bias, and
e = 1/v/2—1/2 ~ 0.207 is the best we could hope to achieve [Kit02]. So far,

2Unfortunately, these names carry a slightly different meaning in the classical literature.
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quantum protocols for strong coin tossing with a bias of € ~ 0.42 [ATSVY00] and
finally ¢ = 1/4 [Amb01l, SR02al, KN04, [Col07] are known. No formal definition of
strong coin tossing in the quantum setting is known to date, that specifies how
to deal with an abort in the case when the protocol is executed multiple times.

To circumvent this problem, a slightly weaker primitive has been proposed,
which carries the name weak coin tossing in the quantum literature. Here, we
explicitly allow the dishonest party to bias the coin entirely in one direction, but
limit his ability to bias the coin the other way. This scenario corresponds to a
setting where, for example, Alice wins if the outcome is ¢ = 0 and Bob if ¢ = 1.
However, we do allow each player to give in and loose at will. Intuitively, this
setting makes more sense in all common practical examples when considering a
standalone run of such a protocol, where each player has a preferred outcome.
Informally, we define

1.3.6. DEFINITION. A quantum weak coin tossing protocol with bias € is a two-
party protocol, where Alice and Bob communicate and finally decide on a value
c €{0,1, L} such that

e If both parties are honest, then Pr[c = 0] = Pr[c = 1] = 1/2.
e [f Alice is honest, then for any strategy of Bob

Prlc=1]<1/2+e.

e If Bob is honest, then for any strategy of Alice

Prjc=0] <1/2+e¢.

Weakening the definition in this way indeed helps us! It has been shown
that we can construct a quantum protocol for weak coin tossing that achieves
a bias of ¢ ~ 0.239 [KN04], ¢ ~ 0.207 [SRO2b], ¢ ~ 0.192 [Moc04], and ¢ =~
0.167 [Moc05]. Very recently, however, a protocol with an arbitrarily small bias
has been suggested [MocO7b]! To date, there is also no formal definition of weak
coin tossing in the quantum setting.

Multiple players

Secure multi-party computation (SMP) concerns an analogous task to SFE, in-
volving n players P,..., P,, where P; has a private input z;. Their goal is to
compute f(x1,...,x,), such that none of them can learn more about the input of
any other player than they can infer from f(xi,...,x,). Fortunately, the situa-
tion changes dramatically when extending the protocol to multiple players. SMP
can be implemented with unconditional security even classically, provided that
t < n/3 of the players are dishonest [Gol01]. If the adversary is not dishonest,
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but merely honest-but-curious, it is possible to increase ¢ up to t < n/2 |Gol01].
We refer to [Cra99] for an overview of classical secure multi-party computation.

Quantumly, one can generalize secure multi-party computation to the follow-
ing setting. Each player P; holds an input state p; € H (see Chapterfor details).
Let p € H; ® ... ® H,, denote the joint state of players Py, ..., P,. Then quan-
tum secure multi-party computation (QSMP) allows the players to compute any
quantum transformation U to obtain UpU*, where player P;j receives the quantum
state on H; as his output. QSMP can be implemented securely if ¢ < n/2 of the
players are dishonest [CGS02, [CGS05].

Coin tossing has also been studied in the multi-party setting. Classically,
multi-party coin tossing forms part of secure multi-party computation [Gol01],
and can thus be implemented under the same assumptions. Quantumly, multi-
party coin tossing has been studied in [ABRDO04].

1.3.3 Secret sharing

Another interesting problem concerns the sharing of a classical or quantum secret.
Imagine Alice holding an important piece of information, for example the launch
code to her personal missile silo. Alice would like to enable members of her
community to gain access, but wants to prevent a single individual from launching
a missile on his own. Secret sharing enables Alice to distribute some secret data
d among a set of n players, such that at least t > 1 players need to combine their
individual shares to reconstruct the original secret d. A trivial secret sharing
scheme for a bit d € {0,1} involving just two players is as follows: Alice picks
r €r {0,1} and hands s; = d @ r to the first player, and s, = r to the second
player. Clearly, if r is chosen uniformly at random from {0,1}, none of the
individual players can gain any information about d. Yet, when combining their
individual shares they can compute s; @b s = d.

General secret-sharing schemes were introduced by Shamir [Sha79] and Blakey
[Bla79]. They have found a wide range of applications, most notably to construct
protocols for secure multi-party computation as described in Section[1.3.2] Many
classical secret sharing schemes are known today [MvOV97]. Quantum secret
sharing was first introduced in [HBB99] and shortly after in [CGL99], which
also formed a link between quantum secret sharing schemes and error correcting
codes. Quantumly, we can distinguish two types of secret sharing schemes: The
first allows to share a quantum secret, i.e., Alice holds a quantum state p and
wants to construct n quantum shares oy, ..., o, such that when ¢ such shares are
combined p can be reconstructed [HBB99, [CGL99, [Got00]. The second allows us
to share classical secrets using quantum states that have very nice data-hiding
properties [DLT02, [DHTO03, [EW02, [HLS05]: it is not sufficient for n parties to
perform local measurements and communicate classically in order to reconstruct
the secret. To reconstruct the secret data they must communicate quantumly to
perform a coherent measurement on their states. It is an exciting open question
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whether such schemes can be used to implement quantum protocols for secure
multi-party computations with classical inputs that remain secure as long as the
dishonest players can only communicate classically, but not quantumly.

1.3.4 Anonymous transmissions

In all applications we considered so far, we were concerned with two aspects: ei-
ther, we wanted to protect protocol participants from being cheated by the other
players, or, we wanted to protect the secrecy of data from a third party as in
the setting of key distribution described in Section In the problem of key
distribution, sender and receiver know each other, but are trying to protect their
data exchange from prying eyes. Anonymity, however, is the secrecy of identity.
Primitives to hide the sender and receiver of a transmission have received consid-
erable attention in classical computing. Such primitives allow any member of a
group to send and receive data anonymously, even if all transmissions can be mon-
itored. They play an important role in protocols for electronic auctions [SA99],
voting protocols and sending anonymous email [Cha81]. An anonymous channel
which is completely immune to any active attacks, would be a powerful prim-
itive. It has been shown how two parties can use such a channel to perform
key-exchange [AS83].

A considerable number of classical schemes have been suggested for anony-
mous transmissions. An unconditionally secure classical protocol was introduced
by Chaum [Cha88] in the context of the Dining Cryptographers Problem. Such
a protocol can also be considered an instance of secure multi-party computation
considered above.

Boykin [Boy02] considered a quantum protocol to send classical information
anonymously where the players distribute and test pairwise shared EPR pairs,
which they then use to obtain key bits. His protocol is secure in the presence
of noise or attacks on the quantum channel. In [CW05a], we presented a proto-
col for anonymous transmissions of classical data that achieves a novel property
that cannot be achieved classically: it is completely traceless. This property is
related, but stronger than the notion of incoercibility in secure multi-party pro-
tocols [CGI6]. Informally, a protocol is traceless, if a player cannot be forced to
reveal his true input at the end of the protocol. Even when forced to hand out his
input, output and randomness used during the course of the protocol, a player is
able to generate fake input that is consistent with all other data gathered from
the run of the protocol. The protocols suggested in [Boy02] are not traceless, but
can be modified to exhibit this property. It would be interesting to see whether it
is possible to make general protocols for secure multi-party computation similarly
traceless.

The first protocol for the anonymous transmission of qubits was constructed
in [CWO05a]. Whereas the anonymous transmissions of classical bits can be im-
plemented via secure multi-party computation, the scenario is different when we
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wish to transmit qubits: as we will see in Chapter [2| qubits cannot be copied.
Thus we cannot expect each player to obtain a copy of the output. New protocols
for creating anonymous entanglement and anonymously transmitting qubits have
since been suggested in [BS05, BBF™].

1.3.5 Other protocols

Besides the protocols above, a variety of other primitives making use of particular
quantum effects have been proposed. One of the oldest suggested applications
is the one of quantum money that is resistant to copying [Wie83|, also proposed
as unforgeable subway tokens [BBBWS&2]. Quantum seals [BP03|, [Cha03] [SS05]
employ the notion of cheat sensitivity in order to provide data with a seal that
is “broken” once the data is extracted. That is, we can detect whether the data
has been read. Perfect quantum seals that allow us to detect tampering with
certainty have been shown to be impossible [BPDMO05]. Nevertheless, non-trivial
constructions are can be implemented.

Furthermore, quantum signature schemes [GCO1] have been proposed which
exhibit unconditional security: here Bob can verify Alice’s signature using a public
key given to him ahead of time. Sadly, such a scheme slowly consumes the
necessary public key. Finally, protocols have been suggested for the encryption
of quantum data which allow n qubits to be encoded using a 2n bit key achieving
perfect secrecy [BR0O3, AMTdWO00]. Much smaller keys are possible, if we allow
for small imperfections [DNOG, [AS04]. Such encryption schemes have also been
used to allow for private circuit evaluation [Chi05]: Here, Alice encrypts her
quantum state before handing it to Bob who is capable of running a certain
quantum operation that Alice would like to apply. This allows Alice to let her
quantum operations be performed by Bob without revealing her quantum input.

1.4 Challenges

As we saw in Section introducing quantum elements into cryptography leads
to interesting new effects. Much progress has been made to exploit these quantum
effects, although many open questions remain. In particular, not much is known
about how well quantum protocols compose. That is, when we use one protocol as
a building block inside a larger application, does the protocol still remain secure as
expected? Recall from Section that especially our ability to delay quantum
measurements has a great influence on composition. Fortunately, quantum key
distribution has been shown composable [BOHLT05, Ren05, RK05]. However,
composability remains a particularly tricky question in protocols where we are
not faced with an external eavesdropper, but where the players themselves are
dishonest. Composability of quantum protocols was first considered in [vdG98],
followed by [CGS02] who addressed the composability of QSMP, and the general
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composability frameworks of [Unr04, BOMO04] applied to QKD [BOHL™05]. Great
care must also be taken when composing quantum protocols in the bounded
quantum storage model [WWQT7]. Even though these composability frameworks
exist, very few protocols have been proven secure when composed.

Secondly, we need to consider what happens if an adversary is allowed to
store even small amounts of quantum information. There are many examples
known where quantum memory can prove much more useful to an adversary than
classical memory [GKK™06], and we will encounter such examples in Chapters
and [

Furthermore, it is often assumed that the downfall of computational assump-
tions such as factoring is the only consequence that quantum computing has on
the security of classical protocols. Sadly, this is by no means the only problem.
Classical protocols where the security depends on the fact that different players
cannot communicate during the course of the protocol may be broken when the
players can share quantum entanglement and perform even a very limited set of
quantum operations, well within the reach of current day technology. We will
encounter such an example in Chapter [9]

Furthermore, we may conceive new primitives, unknown to the classical set-
ting. Omne such primitive is the distribution of shared quantum states in the
presence of dishonest players. Here, our goal is to create a protocol among n
players such that at the end of the protocol m < n players share a specified state
p, where the dishonest players may apply any measurement to their share. It is
conceivable to extend the QSMP protocol of [CGS02] to address this problem,
yet, much more efficient protocols may be possible. Such a primitive would also
enable us to build up the resources needed by other protocols such as [CW05a].

Finally, it is an interesting question by itself, what cryptographic primitives
are possible in a quantum mechanical world. Conversely, it has even been shown
that the axioms governing quantum mechanics can in part be obtained from
the premise that perfect bit commitment is impossible [CBHO3]. Perhaps such
connections may lead to novel insights.

1.5 Conclusion

Quantum cryptography beyond quantum key distribution is an exciting subject.
In this thesis, we will investigate several aspects that play an important role in
nearly all cryptographic applications in the quantum setting.

In part I, we will examine how to extract information from quantum states.
We first consider the problem of state discrimination. Here, our goal is to deter-
mine the identity of a state p within a finite set of possible states {p1,...,pn}
In Chapter 3, we will examine a special case of this problem that is of particular
relevance to quantum cryptography in the bounded quantum storage model: How
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well can we perform state discrimination if we are given additional information
after an initial quantum measurement, i.e., after a quantum memory bound is
applied? In Chapter [, we address uncertainty relations, which play an impor-
tant role in nearly all cryptographic applications. We will prove tight bounds
for uncertainty relations for certain mutually unbiased measurements. We will
also present optimal uncertainty relations for anti-commuting measurements. Fi-
nally, in Chapter [5] we then examine a peculiar quantum effect known as locking
classical information in quantum states. Such effects are important in the secu-
rity of QKD, and also play a role in quantum string commitments which we will
encounter in part III. In particular, we address the following question: Can we
always obtain good locking effects for mutually unbiased measurements?

In part II, we turn to investigate quantum entanglement. In Chapter [7]
we show how to find optimal quantum strategies for two parties who cannot
communicate, but share quantum entanglement. Understanding such strategies
plays an important part in understanding the effect of entanglement in otherwise
classical protocols. In Chapter [§ we then present some initial weak result on
the amount of entanglement such strategies require. Finally, in Chapter [9] we
show how the security of classical protocols can be affected considerably in the
presence of entanglement.

In part III, we investigate two cryptographic problems directly. In Chap-
ter[10], we first consider commitments: Quantumly, one may hope that committing
to an entire string of bits at once, and allowing Alice and Bob a limited ability
to cheat, may still be within the realm of possibilities. This does not contradict
that bit commitment itself is impossible. Unfortunately, we will see that for any
reasonable security measure, string commitments are also impossible. However,
non-trivial protocols do become possible for very weak notions of security.

In Chapter [11], we then introduce the model of noisy-quantum storage that in
spirit is very similar to the setting of bounded-quantum storage: Here we assume
that the adversary’s quantum operations and storage are subject to noise. We
show that oblivious transfer can be implemented securely in this model. We give
an explicit tradeoff between the amount of noise and the security of our protocol.
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Chapter 2

Introduction

To investigate the limitations and possibilities of cryptographic protocols in a
physical world, we must familiarize ourselves with its physical theory: quantum
mechanics. What are quantum states and what sets them apart from the classical
scenario? Here, we briefly recount the most elementary facts that will be necessary
for the remainder of this text. We refer to [Per93| for a more gentle introduction
to quantum mechanics, to Appendix [A] for linear algebra prerequisites, and to the
symbol index on page for unfamiliar notation. In later chapters, we examine
some of the most striking aspects of quantum mechanics, such as uncertainty
relations and entanglement in more detail.

2.1 Quantum mechanics

2.1.1 Quantum states

A d-dimensional quantum state is a positive semidefinite operator p of norm 1 (i.e.,
p has no negative eigenvalues and Tr(p) = 1) living in a d-dimensional Hilbert
space [[| H. We commonly refer to p as a density operator or density matriz.
A special case of a quantum state is a pure state, which has the property that
rank(p) = 1. That is, there exists some vector |¥) € H such that we can write
p = |U)(V|, where |W)(¥| is a projector onto the vector [¥). If {|0),...,|d —1)}
is a basis for H, we can thus write |U) = Z;l;é a;|j) for some coefficients a; € C.
Note that our normalization constraint implies that Tr(p) = >, |oj[> = 1. We
also say that |¥) is in a superposition of vectors |0),...,|d — 1). Clearly, for a
pure state we have that p? = p and thus Tr(p?) = 1.

Let’s first look at an example of pure states. Suppose we consider a d =
2 dimensional quantum system H, also called a qubit. We call {|0),|1)} the

LA complete vector space with an inner product. Here, we always consider a vector space
over the complex numbers.

25
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computational basis, where

= () = (2)

Any pure qubit state can then be written as |¥) = «|0) + 3|1) for some «, 5 € C
with |a|?+ |8]? = 1. We take an encoding of ‘0’ or 1’ in the computational basis
to be |0) or |1) respectively, and use the subscript '+’ to refer to an encoding in
the computational basis. An alternative choice of basis would be the Hadamard
basis, given by vectors {|+),|—)}, where

1

1
= 75(0)+ 1)) and |=) = —=(10) ~ 1))

We use "%’ to refer to an encoding in the Hadamard basis. We will often consider
systems consisting of n qubits. If H is a 2-dimensional Hilbert space correspond-
ing to a single qubit, the system of n qubits is given by the n-fold tensor product
H®™ with dimension d = 2". A basis for this larger Hilbert space can easily be
found by forming the tensor products of the basis vectors of a single qubit. For
example, the computational basis for an n-qubit system is given by the basis vec-
tors {|z1) ®...®|z,) | z; € {0,1}, j € [n]} where [n] = {1,...,n}. We will often
omit the tensor product and use the shorthand |z;...2,) = |21) ® ... ® |x,).

If p is not pure, then p is a mized state and can be written as a mixture of pure
states. That is, for any state p there exist \; > 0 with ) ;A = 1 and vectors
|W,) such that

+)

p= Z)\J‘"I’j><‘1’j!~

Since p is Hermitian, we can take A; and |U;) to be the eigenvalues and eigenvec-
tors of p respectively. We thus have for any quantum state that Tr(p?) < 1, where
equality holds if and only if p is a pure state. We can also consider a mixture of
quantum states, pure or mixed. Suppose we have a physical system whose state
p- depends on some value x € X of a classical random variable X drawn from X
according to a probability distribution Px. For anyone who does not know the
value of X (but does know the distribution Py ), the state of the system is given

as
p=>_ Px(x)p.

We also call the set € = {(Px(z),p:) | ¢ € X} an ensemble, that gives rise to
the density matrix p. We generally use the common shorthand & = {Px(z), p. }.
Clearly, for any state p we can take its eigendecomposition as above to find one
possible ensemble that gives rise to p. With this interpretation in mind, it is now
intuitive why we wanted p > 0 and Tr(p) = 1: the first condition ensures that p
has no negative eigenvalues and hence all probabilities A\; are non-negative. The
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second condition ensures that the resulting distribution in indeed normalized. We
will use S(H) and B(H) to denote the set of all density matrices and the set of
all bounded operators on a system H respectively.

Let’s look at a small example illustrating the concept of mixed quantum states.
The density matrices corresponding to |0) and |1) are por = |0)(0| and p;4 =
|1)(1|, and the density matrices corresponding to |+) and |—) are given by pox =
|+)(+] and p1x = |—)(—|. Let’s suppose we are now told that we are given a ’0’
but encoded in either the computational or Hadamard basis, each with probability
1/2. Our quantum state corresponding to this encoding of '0’ is now

1

pPo = §(P0+ + Pox)-

The state corresponding to an encoding of '1’ is similarly given by

1
p1 = §(Pl+ + p1x)-

It is important to note that the same density matrix can be generated by two
different ensembles. As a simple example, consider the matrix p = (2/3)|0)(0] +
(1/3)|1)(1|. Clearly, p > 0 and Tr(p) = 1 and thus p forms a valid one qubit quan-
tum state. However, & = {(2/3,]0)), (1/3,]1))} and & = {(1/2, |¢o)), (1/2, |¢1))}
with |go) = 1/2/3]0) + \/1/3[1) and |¢1) = /2/3]0) — /1/3|1) both give rise to

p:
2 1 1 1
p= §!0><U| + §\1><1’ = §|¢0><¢0\ + §|¢1><¢1\-

Classical vs. Quantum
Quantum states exhibit an important property known as “no-cloning”: very much
unlike classical states, we cannot create a copy of an arbitrary quantum state!
This is only possible with a small probability. We refer to [SIGA05] for an excel-
lent overview of known results.

In the following, we call an ensemble classical if all states p, commute. This
is an interesting special case, we discuss in more detail below.

2.1.2 Multipartite systems

We frequently need to talk about a quantum state shared by multiple players
in a protocol. Let Hi,...,H, denote the Hilbert spaces corresponding to the
quantum systems of players 1 up to n. As outlined in the case of multiple qubits
above, the joint system H; ®...®H, of all players is formed by taking the tensor
product. For example, suppose that we have only two players, Alice and Bob. Let
HA and H® be the Hilbert spaces corresponding to Alice’s and Bob’s quantum
systems respectively. Any bipartite state pAP shared by Alice and Bob is a state
living in the joint system H4 ® HP. Bipartite states can exhibit an interesting
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property called entanglement, which we investigate in Chapter [6, In short, if
|U) € HA ® HP is a pure state, we say that |U) is separable if and only if there
exist states |[U4) € HA and |[WP) € HP such that |¥) = |¥4) @ |UPB). A separable
pure state is also called a product state. A state that is not separable is called
entangled. An example of an entangled pure state is the so-called EPR-pair

5100) +[11)).

For mixed states the definition is slightly more subtle. Let p € S(H” ® H?) be a
mixed state. Then p is called a product state if there exist pA € HA and p? € H”
such that p = p? @ p?. The state p is called separable, if there exists an ensemble
€ ={p;,|¥;)} such that |¥;) = U @ [U7) with [U#) € H* and [¥F) € H” for
all j, such that

p= ij|‘1’j><‘1’j| = ij\‘lfﬁ(‘l’f’ ® [U7)(U7.

J J

Intuitively, if p is separable then p corresponds to a mixture of separable pure
states according to a classical joint probability distribution {p;}. We return to
such differences in Chapter [6l From a cryptographic perspective, it is for now
merely important to note that if the state p*” shared between Alice and Bob is a
pure state, then p4? is not entangled with any third system H¢ held by Charlie.
That is, p*? does not depend on any classical random variable X held by Charlie
whose value is unknown to Alice and Bob. An important consequence is that the
outcomes of any measurement (see below) that Alice and Bob may perform on

pE are therefore independent of X, and hence secret with respect to Charlie.

Given a quantum state in a combined, larger, system, what can we say
about the state of the individual systems? For example, given a state p4P
shared between Alice and Bob, the reduced state of Alice’s system alone is given
by p4 = Trp(p?B), where Trp is the partial trace over Bob’s system. The
partial trace operation Trp : B(HA ® HP) — B(H") is thereby defined as
the unique linear operator that for all A € B(H") and all B € B(H?) maps
Trp(A® B) = ATr(B). We also say that we trace out Bob’s system from pAZ to
obtain p#. Furthermore, given any state p? € H*, we can always find a second
system HZ and a pure state |¥) € HA ® HP such that p? = Trp(|¥)(¥]). We
call | W) a purification of p*.

Classical vs. Quantum

In the quantum world, we encounter a particular effect known as entanglement.
Intuitively, entanglement leads to very strong correlations among Alice and Bob’s
system, which we will examine in detail in Chapter [6]
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2.1.3 Quantum operations
Unitary evolution

The evolution of any closed quantum system is described by a unitary evolution
U that maps
p— UpUT.

It is important to note that unitary operations are reversible: We can always apply
an additional unitary V = UT to retrieve the original state since V(UpU")VT =
UtUpUTU = p. In particular, we often make use of the following single qubit
unitaries known as the Pauli matrices

(01 (0 =i /1 0
%“=\10) %" \i o) " \o —-1)"

Note that o, = t0,0,. Furthermore, we also use the Hadamard, and the K-
transform given by

1 1 1 1 1 1
p= (1 ) w5 (0)
Note that K = (I 4 i0,)/v/2.

Measurements

Besides unitary operations, we can also perform measurements on the quantum
state. A quantum measurement of a state p € S(H) is a set of operators {M,,}
acting on S(H), satisfying Y. M} M,, = I. We will call operators M,, measure-
ment operators. The probability of obtaining outcome m when measuring the
state p is given by

Pr[m] = Tr(M} M,.p).

Conditioned on the event that we obtained outcome m, the post-measurement
state of the system is now

M, p M,

o T (M M,p)

Most measurements disturb the quantum state and hence p,, generally differs
from p. We will discuss this effect in more detail below. Note that we have
> Prim] = Tr ((32,, M), M,,,) p) = 1, and hence the distribution over outcomes
{m} is appropriately normalized.

A special case of a quantum measurement is a projective measurement, where
all measurement operators M, are orthogonal projectors which we write as P,, =
M, = M;fn]\/[m Projective measurements are also described via an observable
A=>"_mP,, where m € R. Note that A is a Hermitian matrix with eigenvalues
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{m}. For any given basis B = {|z1),...,|zq)} we speak of measuring in the
basis B to indicate that we perform a projective measurement given by operators

If we are only interested in the measurement outcome, but do not care about
the post-measurement state, it is often simpler to make use of the POVM (positive
operator valued measure) formalism. A POVM is a set of Hermitian operators
{E,.} such that > F,, =1 and for all m we have E,, > 0. Evidently, from a
general measurement we can obtain a POVM by letting E,,, = M M,,. We now
have

Pr[m| = Tv(E,.p).

The advantage of this approach is that we can easily solve optimization prob-
lems involving probabilities Pr[m] over the operators E,,, instead of considering
the individual operators M,,. Since F,, > 0 such problems can be solved using
semidefinite programming, which we describe in Appendix [A] Finally, it is im-
portant to note that quantum measurements do not always commute: it matters
crucially in which order we execute them. Indeed, as we will see later it is this
property that leads to all the interesting quantum effects we will consider.

Let’s consider a small example. Suppose we are given a pure quantum state
|0) = 1/2/3|0) + 1/1/3|1). When measuring |¥) in the computational basis, we
perform a measurement determined by operators Py = |0)(0| and P, = [1)(1].
Evidently, we have

Pr{0] = Tr(PW)(¥]) = (U] Pw) = .

and
Pr{1] = Te(P[0)(¥]) = (¥]4]¥) = £

If we obtained outcome '0’, the post-measurement state is given by

_ R|U)(¥|Ry

=g = 1000

Similarly, if we obtained outcome '1’, the post-measurement state is

_ hw)(vA

B = 10l

P1

Quantum channel

The most general way to describe an operation is by means of a CP (completely
positive) map A : H4 — HE, where H# and H? denote the in and output systems
respectively. We also call A a channel. Any channel A can be written as A(p) =
> VipV,l where V,,, is a linear operator from H* to H®, and >~ VIV, <LV,
is also referred to as a Kraus operator. A is trace preserving if Y., VIV, =1. Any
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quantum operation can be expressed by means of a CPTP (completely positive
trace preserving) map . We sometimes also refer to such a map as a superoperator,
a quantum channel, or a (measurement) instrument, if we think of a POVM with
elements {V;,}. A channel is called unital, if in addition > V,, Vil =I: we then
have A(I) =L

We give two simple examples. Consider the unitary evolution U of a state p:
here we have A(p) = UpU'. When we perform our single qubit measurement in
the computational basis described above, and ignore the measurement outcome,
we implement the channel A(p) = PypFPy + PipP,. Since Py and P; form a
measurement and are projectors we also have that POPOT + PlPlT = I and hence
the channel is unital.

Any quantum channel can be described by a unitary transformation on the
original and an ancilla system, where the ancilla system is traced out to recover
the original operation. More precisely, given a channel A : H4 — H? we can
choose a Hilbert space H® identical to HZ, a pure state p € S(H? ® HY) and
a unitary matrix Uy acting on HA @ HZ @ HC such that for any p € S(H?)
A(p) = TracUx(p® p)UL. This is all that we need here, and we refer to [Hay00)
for detailed information.

Of particular interest, especially with regard to constructing cheat-sensitive
protocols, is the following statement which specifies which operations leave a
given set of states invariant. Clearly, any cheating party may always perform
such operations without being detected. It has been shown that

2.1.1. LEMMA. (HKL) |[HKL03] Let A : H — H be a unital quantum channel
with A(p) =, VimpVil, and let S be a set of quantum states. Then

Vp € S,A(p) = p if and only if Ym¥p € S, [V,,, p] = 0.

Indeed, the converse direction is easy to see. If we have that for all m and
for all p € S [Vin,p] = 0, then A(p) = Y., VipVih = > Vi, Vilp = p, since
A is unital. If a quantum channel is not of this form, i.e. it does not leave
the state invariant, we also say that it disturbs the state. The statement above
has interesting consequences: consider an ensemble of states £ = {p,, p.} with
pz € H, and suppose that there exists a decomposition ‘H = @j H; such that
for all  we have p, = Zj IL;p,I1; where II; is a projector onto H;. If we
perform the measurement given by operators {II;} then (ignoring the outcome)
the states p, are invariant under such a measurement, since clearly [I1;, p,] = 0
for all j and z. The outcome of the measurement tells us which H; we reside
in. However, Lemma tells us a lot more: We will see in Chapter
that if the measurement operators from a projective measurement commute with
all the states p,, they are in fact of this very form (see also Appendix . In
the following, we call the information about which H; we reside in the classical
information of the ensemble £. Any attempt to gain more information, i.e. by
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performing measurements which do not satisfy these commutation properties,
necessarily leads to disturbance and can be detected.

An adversary can thus always extract this classical information without affect-
ing the quantum state. Looking back at Chapter I, we can now see that for unital
adversary channels we can define an honest-but-curious player to be honest-but-
curious with regard to the classical information, and honest with regard to the
quantum information: he may extract, copy and memorize the classical infor-
mation as desired. However, if he wants to leave the protocol execution itself
unaltered, he cannot perform any other measurements and must thus be honest
on the remaining quantum part of the ensemble.

Classical vs. Quantum

Clearly, Lemma also tells us that if all the states p, in our ensemble com-
mute, i.e. the ensemble is classical as defined above, then we can always perform
a measurement in their common eigenbasis “for free”. Furthermore, if our en-
semble is classical we have dim(H,;) = 1, i.e. H; itself is also classical: it is
just a scalar. We thus see that such an ensemble has no quantum properties:
we can extract and copy information at will. Informally, we may think of the
different states within the ensemble as different classical probability distributions
over their common eigenstates. We will return to this idea shortly.

Furthermore, we can look at measurements or observables themselves. Note
again from the above that since a quantum measurement may disturb a state, it
matters in which order measurements are executed. That is, quantum operations
do not commute. It is this fact that leads to all the interesting effects we observe:
uncertainty relations, locking and Bell inequality violations using quantum entan-
glement are all consequences of the existence of non-commuting measurements in
the quantum world. This lies in stark contrast to the classical world, where all
our measurement do commute, and we therefore do not encounter such effects.

2.2 Distinguishability

How can we distinguish several quantum states? Suppose we are given states
px where X is a random variable drawn according to a probability distribution
Px over some finite set X. Our goal is now to determine the value of X given
an unknown state p € {p, | * € X'}. Cryptographically, this gives an intuitive
measure on how well we can guess the value of X. The problem of finding the
optimal distinguishing measurement is called state discrimination, where optimal
refers to finding the measurement that maximizes the probability of successfully
guessing X . For two states, the optimal guessing probability is particularly simple
to evaluate. To this end, we first need to introduce the trace distance, and the
trace norm:
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2.2.1. DEFINITION. The trace distance of two states py and p; is given by

1
D(po, p1) = §\|Po — p1ll1,

where ||Al]; = Tr(V ATA) is the trace norm of A.

Alternatively, the trace distance may also be expressed as [Hay06]
D(po, pr) = maxTe(M(po — p1));

where the maximization is taken over all M > 0. Indeed, D is really a “distance”
measure, as it is clearly a metric on the space of density matrices: We have
D(po, p1) = 0 if and only if py = p1, and evidently D(po, p1) = D(p1, po). Finally,
the triangle inequality holds:

D(po,pr) = maxTe(M(po — pr)) = max (Te(M(po — 0)) + Tr(M(o = p1)))
< D(po,0)+ D(a, p1).

When considering single qubits (such as for example in Chapter it is often
intuitive to note that for a single qubit, the trace distance has a particularly
simple form. Note that I, o,, 0, and o, form a basis for the space of 2 x 2
complex matrices. Since we have Tr(p) = 1 for any quantum state, we can thus
write any single qubit state as

I+7-d  T+ryop+ryoy+r.0;
2 2

0y,0.) and ¥ = (ry, ry,7.) is the Bloch vector as given in Figure[2.1]
7)/2 with t = (t,,t,,t,) we then have

p

where & = (o
For 7 = (I +

T
=
t-

1 1 1
D(p,m) = 5llo=lh =3 > (rj—t))o; =5 > (=t

je{z,y,2} 1 je{zy,2}

where we used the fact that all Pauli matrices anti-commute. Thus, the trace dis-
tance between p and 7 is exactly half the Euclidean distance of the corresponding
Bloch vectors.

Using the trace distance, we can address the problem of distinguishing two
quantum states:

2.2.2. THEOREM (HELSTROM [HEL67]). Suppose we are given states py with
probability q, and py with probability 1 — q. Then the probability to determine
whether the state was py and py s at most

1
P=3 [1+|lgpo — (1 = q)pa|lh] -

The measurement that achieves p is given by My, and My, =1 — My, where My s
the projector onto the positive eigenspace of qgpo — (1 — q)p1.
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[1=

Figure 2.1: Bloch vector (r,,7,,7,) = (costsinf,sin sin 6, cos §)

For ¢ = 1/2, this gives us p = 1/2 + D(po, p1)/2. Indeed, it is easy to see
why such My and M; form the optimal measurement. Note that here we are only
interested in finding a POVM. To find the optimal POVM we must solve the
following optimization problem for variables My and Mj:

maximize  ¢Tr(Mopo) + (1 — q)Tr(Mip1)
subject to My, M7 > 0,
MO + M1 = ]I

We can rewrite our target function as

qTr(Mopo) + (1 = q)Te(Mip1) = qTr(Mopo) + (1 — q)Tr((I — Mo)p1)
= Tr(Mo(gpo — (1 —q)p1)) +1—¢

= T | Mo [ D Agluy)(uyl

2;>0

+Tr [ Mo | D Mlu)(us| | | +1-4q,

A;<0

where gpo — (1 —q)p1 = >_; Ajlu;)(u;|. Hence, to maximize the above expression,
we need to choose My = Z/\jzo [uj) (ugl.

Unfortunately, computing the optimal measurement to distinguish more than
two states is generally not so easy. Yuen, Kennedy and Lax [YKL75] first showed
that this problem can be solved using semidefinite programming, a technique we
describe in Appendix [A] This technique has since been refined to address other
variants such as unambiguous state discrimination where we can output “don’t
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know”, but are never allowed to make a mistake [EId03]. Evidently, we can
express the optimization problem for any state discrimination problem as

maximize ) Py (z)Tr(M,p,)
subject to Vze X, M, >0,
Yoex My =1
In Chapter [3, we will use the above formulation. We also show how to address
a variant of this problem, where we receive additional classical information after
performing the measurement.
Closely related to the trace distance is the notion of fidelity.

2.2.3. DEFINITION. The fidelity of states p and o is given by

F(p,o) = Try/p'/20p!/2.

Note that if p = |¥)(¥| is a pure state, this becomes

F([0),0) = /(¥]o|V).

The fidelity is closely related to the trace distance. In particular, we have that
for any states p and o

1 —F(p,O') < D(p70> < V 1 _F(p70)2'
A proof can be found in [NCOQ, Section 9.2.3]. If p = |¥)(¥| is a pure state, the
lower bound can be improved to

1- F(|\Ij>’0-)2 < D<|\Ij>70-)

Many other distance measures of quantum states are known, which may be a
more convenient choice for particular problems. We refer to [Fuc95l [Hay06] for
an overview.

Classical vs. Quantum

Suppose again we are given a classical ensemble of states p and o. That is, both
operators commute and hence have a common eigenbasis {|u1), ..., |uq)}. We can
thus write p = >, Ajlus)(u;| and o = 3. v;[u;)(us[, which allows us to write the
trace distance of p and o as

122N = )l {wllln 1
= =5 2 Wl = D).
J

D(p, o)

where D(\;,7;) is the classical variational distance between the distributions
{\;} and {7;}. Again, we see that there is nothing quantum in this setting. We
can view p and o as two different probability distributions over the set {|u;)}.
Similarly, it is easy to see that

F(p,o) = Tf\/z Ajvilug) (us| = Z VA = F(A ),

where F'(\;,7;) is the classical fidelity of the distributions {);} and {~;}.
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2.3 Information measures

2.3.1 Classical

We also need the following ways of measuring information. Let X be a random
variable distributed over a finite set X according to probability distribution Pkx.
The Shannon entropy of X is then given by

H(X) = _ZPX(QU) log Px ().

zeX

Intuitively, the Shannon entropy measures how much information we gain on
average by learning X. A complementary view point is that H(X) quantifies the
amount of uncertainty we have about X before the fact. We will also use H(Px),
if our discussion emphasizes a certain distribution Px. If |X| = 2, we also use
the term binary entropy and use the shorthand

h(p) = —plogp — (1 — p)log(1 — p).

Let Y be a second random variable distributed over a finite set ) according to
distribution Py-. The joint entropy of X and Y can now be expressed as

H(X,Y)=— > Pxy(x,y)log Pxy(z,y),

reX ,yey

where Pxy is the joint distribution over X x ). Furthermore, we can quantify
the uncertainty about X given Y by means of the conditional entropy

H(X|Y)=H(X,Y)— H(Y).

To quantify the amount of information X and Y may have in common we use
the mutual information

I(X,Y)=HX)+ HY) - HX,Y) = H(X) - HX|Y).

Intuitively the mutual information captures the amount of information we gain
about X by learning Y. The Shannon entropy has many interesting properties,
summarized, for example, in [NC00, Theorem 11.3], but we do not require them
here. In Chapter [5, we only need the classical mutual information of a bipartite
quantum state p®, which is the maximum classical mutual information that can
be obtained by local measurements M# @ M? on the state pA? [THLD02:

T.(p"P) = max Z(A,B), (2.1)

MAQMB

where A and B are the random variables corresponding to Alice’s and Bob’s
measurement outcomes respectively.
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In a cryptographic setting, the Shannon entropy is not always a desirable
measure as it merely captures our uncertainty about X on average. Often, the
Rényi entropy allows us to make stronger statements The Rényi entropy [Rén60]
of order « is defined as

H,(X) = 1 log (Z Px<x>a> B

TEX

Indeed, the Shannon entropy forms a special case of the Rényi entropy by taking
the limit o« — 1, i.e., Hy(-) = H(-), where we omit the subscript. Of particular
importance is the min-entropy, for o — oo:

Hao(X) = —log <m; Px<x>) |
and the collision entropy

Hy(X) = —logz Py (x)*.

We have
log |X| > H(X) > Hy(X) > Hao(X).

Intuitively, the min-entropy is determined by the highest peak in the distribution
and most closely captures the notion of “guessing” z. Consider the following
example: Let X = {0,1}" and let o = 0,...,0 be the all 0 string. Suppose that
Px(xo) = 1/2+1/(2") and Px(x) = 1/(2"") for x # xy, i.e., with probability
1/2 we choose xy and with probability 1/2 we choose one string uniformly at
random. Then H(X) ~ n/2, whereas H,,(X) = 1! If x would correspond to an
encryption key used to encrypt an n bit message, we would certainly not talk
about security if we can guess the key with probability 1/2! Yet, the Shannon
entropy is quite high. We refer to [Cac97] for an in-depth discussion of security
measures in classical cryptography.

2.3.2 Quantum

Similar to the Shannon entropy, the von Neumann entropy of a quantum states
p is given by
S(p) = —Tr(plogp).

Taking the eigendecomposition of p =) A;|z)(x| we can also write

S(p) = _Z)\x log)\xa
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which corresponds to the Shannon entropy arising from measuring p in the basis
given by {|z)(x|}. We refer to [NC00, Section 11.3] for the properties of the von
Neumann entropy.

Here, we will only be concerned with the accessible information [Per93, Eq.
(9.75)] of an ensemble & = {p,, p,} which we encounter again in Chapter

prr(M]px)
Zace(E) = max Pz log pet Pe0 Tr(M;p,) log ———~—= | ,
(- S tosn 3 S o s 0

where p = ) p,p, and the maximization is taken over all POVMs M = {M,}.
It has been shown that we can take all POVM elements to be of rank 1 [DavT7§].
However, maximizing this quantity still remains a hard task [Per93|]. Some upper
and lower bounds are known [Fuc95], but sadly none of them are generally very
strong. The most well-known upper bound is given by the Holevo quantity, which

is given by
X(p) = S(p) = > psS(pa)-
Holevo’s theorem [NCOQ] states that
Lace(E) < X(p)- (2.2)

Classical vs. Quantum

Equality in Eq. is achieved if all states p, have a common eigenbasis (i.e.,
all p, commute). Hence, for classical ensembles we do not have a gap between
these two quantities. The fact that quantumly we can obtain such a gap leads
to a peculiar effect known as locking classical information in quantum states
in Chapter ] However, even if the states p, do not commute, we can still
extract the “classical information” of the ensemble: Suppose for all p, € H
from our ensemble there exists a decomposition H = @j H; such that for all
z, pr = Y_;1L;p.1l;, where II; is a projector onto H;. That is, there exists
a way to simultaneously block-diagonalize all states. Note that for any mea-
surement maximizing the accessible information above, we can find an equiva-
lent measurement with measurement operators M= > i I1; MTI;, since evidently,

Te(Mp,) = > Tr(; M1l p,) = Tr(Mp,). Intuitively, this means that we can
always first determine which block we are in “for free”, followed by our original
measurement constrained to this block. Note that [II;, p,] = 0 for all II; and p,.
Hence, looking back at Section this is not so surprising: the measurement
leaves our states invariant. In general, such commutation relations lead to inter-
esting structural consequences which we examine in more detail in Appendix [B]
and also exploit in Chapter [3] Finally, it will be useful in Chapter [I0] that the
accessible information is additive [Hol73, IDLT02]: For m independent draws of
an ensemble & of separable states (see Chapter @, i.e., we choose m states from
m identical ensembles independently, we have Z,..(E%™) = mZ,..(E).
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2.4 Mutually unbiased bases

In the following chapters, we will be particularly concerned with measurements in
mutually unbiased bases (MUBs). MUBs were initially introduced in the context
of state estimation [WFR9|, but feature in many other problems in quantum
information. The following definition closely follows the one given in [BBRV02].

2.4.1. DEFINITION. [MUBs] Let By = {|b1),...,[b})} and By = {|b?),...,|b%)}
be two orthonormal bases in C?. They are said to be mutually unbiased if
[(bL16?)| = 1/V/d, for every k,1 € [d]. A set {Bi,...,B,} of orthonormal bases
in C?¢ is called a set of mutually unbiased bases if each pair of bases is mutually
unbiased.

As an example, consider the computational and the Hadamard basis defined
above, and note that we can write |[+) = H|0) and |—) = H|1). We then have
for z € {0,1}"™ that

el o) =
Hence, the computational and the Hadamard basis are mutually unbiased in
dimension d = 2".

We use N(d) to denote the maximal number of MUBs in dimension d. In
any dimension d, we have that N(d) < d + 1 [BBRV02]. If d = p* is a prime
power, we have that N(d) = d+1 and explicit constructions are known [BBRV02,
WER9]. If d = s? is a square, N(d) > MOLS(s) where MOLS(s) denotes the
number of mutually orthogonal s x s Latin squares [WB05]. In general, we have
N(nm) > min{N(n),N(m)} for all n,m € N [Zau99, [KR03]. It is also known
that in any dimension, there exists an explicit construction for 3 MUBs [Gra04].
Unfortunately, not much else is known. For example, it is still an open problem
whether there exists a set of 7 MUBs in dimension d = 6. We say that a unitary
U transforms the computational basis into the t-th MUB B, = {|b}),...,[0})}
if for all k& € [d] we have |[b}) = U;|k). In the next two chapters, we will be
particularly concerned with two specific constructions of mutually unbiased bases.
There exists a third construction based on Galois rings [KR04], which we do not
consider here.

2.4.1 Latin squares

First, we consider MUBs based on mutually orthogonal Latin squares [WB05].
Informally, an s x s Latin square over the symbol set [s] is an arrangement of
elements of [s] into an s x s square such that in each row and each column every
element occurs exactly once. Let L;; denote the entry in a Latin square in row &
and column j. Two Latin squares L and L’ are called mutually orthogonal if and
only if {(Lij, L; ;)|i,j € [s]} = {(w,v)|u,v € [s]}. Intuitively, this means that if
we place one square on top of the other, and look at all pairs generated by the
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overlaying elements, all possible pairs occur. An example is given in Figures
and below. From any s x s Latin square we can obtain a basis for C* ® C*.
First, we construct s of the basis vectors from the entries of the Latin square
itself. Let

) = <= 3 E5 (0.

i,5€[s]

where E" is a predicate such that E;(¢) = 1 if and only if L;; = ¢. Note
that for each ¢ we have exactly s pairs 4,7 such that E;;(¢) = 1, because each
element of [s] occurs exactly s times in the Latin square. Secondly, from each
such vector we obtain s — 1 additional vectors by adding successive rows of an
s x s complex Hadamard matrix H = (h;;) as coefficients to obtain the remaining
|v; ;) for t € [s], where hy; = w¥ with 4,5 € {0,...,5 — 1} and w = €>™/*. Two
additional MUBs can then be obtained in the same way from the two non-Latin
squares where each element occurs for an entire row or column respectively. From
each mutually orthogonal Latin square and these two extra squares which also
satisfy the above orthogonality condition, we obtain one basis. This construction
therefore gives MOLS(s) + 2 many MUBs. It is known that if s = p* is a prime
power itself, we obtain p¥F +1 ~ v/d MUBs from this construction. Note, however,
that there do exist many more MUBs in prime power dimensions, namely d + 1.
If s is not a prime power, it is merely known that MOLS(s) > s!/148 [WB0H].

1|12 |3 1123
2 |3 |1 3|1 |2
3012 21311

Figure 2.2: Latin Square (LS)  Figure 2.3: Mutually Orthogonal LS

As an example, consider the 3 x 3 Latin square depicted in Figure and the
3 x 3 complex Hadamard matrix

1 1 1
H=|1 w w* |,
1 w? w
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where w = e2™/3. First, we obtain vectors

1

1) = ﬁﬂl? 1) +12,3) +13,2))
1

lv12) = ﬁ(|1’2>+|2’1>+’3’3>)

o) = —=(I1,3) +12,2) + 3,1)).

&I

3

With the help of H we obtain 3 additional vectors from the ones above. From
the vector |vy 1), for example, we obtain

1
lv11) = ﬁ(|1’1>+|2’3>+’3’2>>
0m) = = (1L 1) + w|2.3) + 2[3,2))

3
|'U371> = _(|171>+w2|273>+w|372>)

sl-%

This gives us basis B = {|vis)|t, ¢ € [s]} for s = 3. The construction of another
basis follows in exactly the same way from a mutually orthogonal Latin square.
The fact that two such squares L and L’ are mutually orthogonal ensures that the
resulting bases will be mutually unbiased. Indeed, suppose we are given another
such basis, B’ = {|u¢)|t, ¢ € [s]} belonging to L'. We then have for any ¢, ¢’ € [s]
that |(uye|vie)]? = [(1/s) > ijels) EZ-J/»(E’)EZ-LJ(E)|2 = 1/s%, as there exists exactly
only one pair £, ¢ € [s] such that EX(¢')EE;(€) = 1. Clearly, the same argument
holds for the additional vectors derived from the complex Hadamard matrix.

2.4.2 Generalized Pauli matrices

The second construction we consider is based on the generalized Pauli matrices
Xq and Z; [BBRV02], defined by their actions on the computational basis C' =
{]0),...,|d — 1)} as follows:

Xy4lk) = |k+1 mod d)
Zgk)y = WFk), V|k) € C,

where w = 2™/ We say that (X;)™ (Z9)" @ -+ @ (Xg)™ (Z)*™™ for ay, by €
{0,...,d—1} and k € [N] is a string of Pauli matrices.

If d is a prime, it is known that the d + 1 MUBs constructed first by Woot-
ters and Fields [WEF89] can also be obtained as the eigenvectors of the matrices
Zgy Xay XaZag, XaZ2, ..., XqZ% [BBRV02]. If d = p* is a prime power, consider
all d®> — 1 possible strings of Pauli matrices excluding the identity and group them
into sets C1,...,C41 such that |C;| = d—1 and C; N C; = {I} for i # j and



42 Chapter 2. Introduction

all elements of C; commute. Let B; be the common eigenbasis of all elements of
C;. Then By, ..., By, are MUBs [BBRV02]. A similar result for d = 2* has also
been shown in [LBZ02]. A special case of this construction are the three mutually
unbiased bases in dimension d = 2¥ given by the unitaries %%, H®* and K®* (as
defined on page [29)) applied to the computational basis.

2.5 Conclusion

We summarized the most important elements of quantum theory that we need
here. We refer to [Per93, NCO0, Hay06] for more information about each topic.
In Chapters [ and [6] we investigate the two most striking aspects of quantum
theory in detail: uncertainty relations and entanglement. But first, let’s examine
the case of state discrimination with additional post-measurement information.



Chapter 3

State discrimination
with post-measurement information

In this chapter, we investigate an extension of the traditional state discrimination
problem we encountered in Chapter 2.2} what if we are given some additional in-
formation after the measurement? Imagine that you are given a string x encoded
in an unknown basis chosen from a known set of bases. You may perform any
measurement, but you can only store at most ¢ qubits of quantum information
afterwards. Later on, you are told which basis was used. How well can you com-
pute a function f of x, given the initial measurement outcome, the ¢ qubits and
the additional basis information?

3.1 Introduction

This question is of central importance for protocols in the bounded quantum
storage model [DESS05], which we encountered in Chapter[l] The security of such
protocols rests on the realistic assumption that a dishonest player cannot store
more than ¢ qubits for long periods of time. In this model, even bit commitment
and oblivious transfer can be implemented securely which is otherwise known to
be impossible as we saw in Chapter We formalize this general setting as a
state discrimination problem: Here, we are given additional information about
the state after the measurement or, more generally, after a quantum memory
bound is applied. We prove general bounds on the success probability for any
balanced function. We also show that storing just a single qubit allows you to
compute any Boolean function perfectly when two bases are used. However, we
also construct three bases for which you need to keep all qubits.

In general, we consider the following problem: Take an ensemble of quantum
states, £ = {py, Py}, With double indices yb € Y x B, and an integer ¢ > 0.
Suppose Alice sends Bob the state p,;, where she alone knows indices y and b.
Bob can perform any measurement on his system, but afterwards store at most

43
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Figure 3.1: Using post-measurement information.

g qubits, and an unlimited amount of classical information. Afterwards, Alice
tells him b. Bob’s goal is now to approximate y as accurately as possible, which
means that he has to make a guess Y that maximizes the success probability
Pace = D5 Py Pr[Y = ylstate p,). For |B| = 1, i.e., no post-measurement in-
formation is available, ¢ is irrelevant and Bob’s task is to discriminate among
states p,. This is the well-known state discrimination problem, which we en-
countered in Chapter [2.2] a problem studied since the early days of quantum
information science. A particular case that isolates the aspect of the timing
between measurements and side-information is one where for each fixed b, the
states p,, are mutually orthogonal: if Bob knew b, he could actually compute
y perfectly. A special case of this problem is depicted in Figure [3.1 Here, Al-
ice picks a string x €g {0,1}", and a basis b € {+, x}. She then encodes the
string in the chosen basis and sends the resulting state to Bob. Bob’s goal is
now to determine y = f(x) for a fixed function f. The states in this particular
problem are thus of the form py, = 3> 11, PX|B:b(x)Ub|x><x|UbT, for a function
f X — )Y, and a set of mutually unbiased bases (MUBs) B, given by the uni-
taries Uy = I, Uy, ...,Up—1 on a Hilbert space with basis {|x) : x € X'}, where
the string x and a basis b are drawn from the distribution Px p. We mostly focus
on this special case.
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This problem also has an interpretation in terms of communication complexity.
Suppose Alice is given b, and Bob is given the state p,;. If classical communication
is free, what is the minimum number of qubits Bob needs to send to Alice such
that Alice learns y? Note that Bob needs to send exactly ¢ qubits if and only
if there exists a strategy for Bob to compute y in our task, while storing only ¢
qubits.

3.1.1 Outline

In the following, we will close in on our problem in several stages. First, we briefly
recall the case of state discrimination without any post-measurement information
in Section [3.3 This enables us to draw comparisons later.

Second, in Section we assume that Bob does receive post-measurement
information, but has no quantum memory at all, i.e. ¢ = 0. His goal then is to
compute f(x) given the classical outcome obtained by measuring U,|z) and the
later announcement of b. Clearly, a trivial strategy for Bob is to simply guess
the basis, measure to obtain some string & and take y = f(Z) as his answer. We
thus want to find a better strategy. In particular, we will see that for any number
of MUBSs, any number of function outcomes, and any balanced f, Bob has a
systematic advantage over guessing the basis, independent of |X|. Furthermore,
we show that for any Boolean f, Bob can succeed with probability at least Py,e. >
1/2 + 1/(2v/2) even if he cannot store any qubits at all. The latter result is
relevant to the question of whether deterministic privacy amplification is possible
in the protocols of [DESS05]. Here, Alice uses two MUBSs, and secretly chooses a
function from a set of predetermined functions. She later tells Bob which function
he should evaluate, together with the basis information b. Is it possible to use a
fixed Boolean function instead? Our result shows that this is not possible.

It is interesting to consider when post-measurement information is useful for
Bob, and how large his advantage is compared to the case where he does not
receive any post-measurement information. To this end, we show how to phrase
our problem as a semidefinite program (SDP), in the case where Bob has no
quantum memory. In Section [3.4.2] we examine in detail the specific functions
XOR and AND, for which we prove optimal bounds on Bob’s success probability.
In particular, the XOR on uniformly distributed strings of length n with two or
three MUBs provides an extreme example of the usefulness of post-measurement
information: We show that for the XOR function with n odd, Pse = 1/2 +
1/(2v/2). This is the same as Bob can achieve without the extra basis information.
For even n, P,.. = 1 with the additional basis information. Here, P, jumps
from 3/4 (without) to certainty (with basis information). The advantage that
Bob gains can thus be maximal: without the post-measurement information, he
can do no better than guessing the basis. However, with it, he can compute
y = f(x) perfectly. For even n, this was also observed in [DFSS05]. However,
our analysis for odd n shows that the strategy for even n does not work for



46 Chapter 3. State discrimination with post-measurement information

any linear function as claimed in [DFSS05]. It remains an interesting question
to find general conditions on the ensemble of states that determine how useful
post-measurement information can be. We return to this question in Chapter [6.4]

Finally, we address the case where Bob does have quantum memory available.
The question we are then interested in is: How large does this memory have to
be so that Bob can compute y perfectly? In Section [3.5.1] we derive general
conditions that determine when ¢ qubits are sufficient. Our conditions impose
a restriction on the rank of Bob’s measurement operators and require that all
such operators commute with the projector onto the support of py, for all y
and b. In particular, we give a general algebraic framework that allows us to
determine ¢ for any number of bases, functions and outcomes, in combination
with an algorithm given in [KI02]. In Sections and we then consider
two specific examples: First, we show that for any Boolean f and any two bases,
storing just a single qubit is sufficient for Bob to compute f(z) perfectly. The
latter result again has implications to protocols in the bounded quantum storage
model: for all existing protocols, deterministic privacy amplification is indeed
hopeless. It turns out that part of this specific example also follows from known
results derived for non-local games as we will discuss below. Surprisingly, things
change dramatically when we are allowed to use three bases: We show how to
construct three bases, such that for any balanced f Bob needs to keep all qubits
in order to compute f(x) perfectly!

3.1.2 Related work

In Chapter 2.2] we already examined the traditional setting of state discrimina-
tion without post-measurement information. Some of the tools we need below
have found use in this setting as well. Many convex optimization problems can
be solved using semidefinite programming. We refer to Appendix [A] for a in-
troduction. Eldar [EId03] and Eldar, Megretski and Verghese [EMVO03] used
semidefinite programming to solve state discrimination problems, which is one
of the techniques we also use here. The square-root measurement [HW94] (also
called pretty good measurement) is an easily constructed measurement to dis-
tinguish quantum states, however, it is only optimal for very specific sets of
states [EF01, [EMV04]. Mochon constructed specific pure state discrimination
problems for which the square-root measurement is optimal [Moc07a]. We use
a variant of the square-root measurement as well. Furthermore, our problem is
related to the task of state filtering [BHHO03, BHHO05, BHO05] and state classifica-
tion [WY06]. Here, Bob’s goal is to determine whether a given state is either one
specific state or one of several other possible states, or, more generally, which sub-
set of states a given state belongs to. Our scenario differs, because we deal with
mixed states and Bob is allowed to use post-measurement information. Much
more is known about pure state discrimination problems and the case of unam-
biguous state discrimination where we are not allowed to make an error. Since
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we concentrate on mixed states, we refer to [BHHO04] for an excellent survey on
the extended field of state discrimination.

Regarding state discrimination with post-measurement information, special
instances of the general problem have occurred in the literature under the heading
“mean king’s problem” [AEOQT] [KR05], where the stress was on the usefulness of
entanglement. Furthermore, it should be noted that prepare-and-measure quan-
tum key distribution schemes of the BB84 type also lead to special cases of this
problem: When considering optimal individual attacks, the eavesdropper is faced
with the task of extracting maximal information about the raw key bits, encoded
in an unknown basis, that she learns later during basis reconciliation.

Our result that one qubit of storage suffices for any Boolean function f demon-
strates that storing quantum information can give an adversary a great advantage
over storing merely classical information. It has also been shown in the context of
randomness extraction with respect to a quantum adversary that storing quantum
information can sometimes convey much more power to the adversary [GKK™T06].

3.2 Preliminaries

3.2.1 Notation and tools

We need the following notions. The Bell basis is given by the vectors |®*) =
(]00) £ [11))/+/2 and |¥*) = (]01) £ |10))/+/2. Furthermore, let f~'(y) = {z €
X|f(z) = y}. We say that a function f is balanced if and only if any element in
the image of f is generated by equally many elements in the pre-image of f, i.e.
there exists a k € N such that Vy € Y : |~ (y)| = k.

3.2.2 Definitions

We now give a more formal description of our problem. Let ) and B be finite
sets and let Pyp = {py,} be a probability distribution over J) x B. Consider an
ensemble of quantum states & = {py, pyp}. We assume that Y, B, € and Pyp
are known to both Alice and Bob. Suppose now that Alice chooses yb € Y x B
according to probability distribution Py, and sends p,, to Bob. We can then
define the tasks:

3.2.1. DEFINITION. State discRimination (STAR(E)) is the following task for
Bob. Given py, determine y. He can perform any measurement on p,, immedi-
ately upon receipt.

3.2.2. DEFINITION. State discRimination with Post-measurement Information
(PI,-STAR(E)) is the following task for Bob. Given p,;, determine y, where
Bob can use the following sources of information in succession:
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1. First, he can perform any measurement on p,;, immediately upon reception.
Afterwards, he can store at most ¢ qubits of quantum information about
Pyb, and an unlimited amount of classical information.

2. After Bob’s measurement, Alice announces b.

3. Then, he may perform any measurement on the remaining ¢ qubits depend-
ing on b and the measurement outcome obtained in step 1.

We also say that Bob succeeds at STAR(E) or P1,-STAR(E) with probability p

~

if and only if p is the average success probability p =} , p,, Pr[Y = ylstate py),

~

where Pr[Y" = y|state py] is the probability that Bob correctly determines y given
pys in the case of STAR, and in addition using information sources [I} 2] and [3] in
the case of PI-STAR.

Here, we are interested in the following special case: Consider a function
f X — Y between finite sets, and a set of mutually unbiased bases B as
defined in Chapter , generated by a set of unitaries Uy, Uy, ..., Ujp-1 acting on
a Hilbert space with basis {|z) | © € X}. Take |®}) = Uy|z). Let Px and
Pp be probability distributions over X and B respectively. We assume that f,
X, Y, B, Px, Pg, and the set of unitaries {U,|b € B} are known to both Alice
and Bob. Suppose now that Alice chooses x € X and b € B independently
according to probability distributions Py and Pg respectively, and sends |®f) to
Bob. Bob’s goal is now to compute y = f(x). We thus obtain an instance of
our problem with states py, = >, c -1, Px ()| 5)(P5|. We write STAR(f) and
PI,-STAR(f) to denote both problems in this special case. We concentrate on
the case of mutually unbiased bases, as this case is most relevant to our initial
goal of analyzing protocols for quantum cryptography in the bounded storage
model [DFSS05].

Here, we make use of the basis set B = {+, x,®}, where B, = {|0),[1)} is
the computational basis, By, = {\%(|O) + [1)), \%(|0) — [1))} is the Hadamard
basis, and B, = {\%(|O> + z|1>),%(\0> —4|1))} is what we call the K-basis.
The unitaries that give rise to these bases are U, = I, U, = H and Uy = K
with K = (I + io,)/V/2 respectively. Recall from Chapter [2| that the Hadamard
matrix is given by H = \%(% + 0.), and that o,, 0, and o, are the well-known
Pauli matrices. We generally assume that Bob has no a priori knowledge about
the outcome of the function and about the value of b. This means that b is
chosen uniformly at random from B, and, in the case of balanced functions, that
Alice chooses x uniformly at random from X. More generally, the distribution is
uniform on all f~!(y) and such that each value y € Y is equally likely.

3.2.3 A trivial bound: guessing the basis

Note that a simple strategy for Bob is to guess the basis, and then measure. This
approach leads to a lower bound on the success probability for both STAR and
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PI-STAR. In short:

3.2.3. LEMMA. Let Px(z) = 5 for all x € {0,1}". Let B denote the set of
bases. Then for any balanced function f: X — Y Bob succeeds at STAR(f) and
PIo-STAR(f) with probability at least

1 L (1 1 ) 1
Pguess = 7357 T | A
! |B| 1Bl ) 1Y

Our goal is to beat this bound. We show that for PI-STAR, Bob can indeed do
much better.

3.3 No post-measurement information

We first consider the standard case of state discrimination. Here, Alice does not
supply Bob with any additional post-measurement information. Instead, Bob’s
goal is to compute y = f(x) immediately. This analysis enables us to gain
interesting insights into the usefulness of post-measurement information later.

3.3.1 Two simple examples

We now examine two simple one-qubit examples of a state discrimination problem,
which we make use of later on. Here, Bob’s goal is to learn the value of a bit
which has been encoded in two or three mutually unbiased bases while he does
not know which basis has been used.

3.3.1. LEMMA. Let x € {0,1}, Px(z) = 5 and f(z) = z. Let B = {+, x} with

Uy =1 and Uy = H. Then Bob succeeds at STAR(f) with probability at most
1 1
p= 5 + m
There exists a strategy for Bob that achieves p.

Proof. The probability of success follows from Theorem with pg =
3(10)(0] + H|0)(O|H), p1 = 5(|1){1] + H[1)(1|H) and ¢ = 1/2. b

3.3.2. LEMMA. Letz € {0,1}, Px(z) = 3 and f(z) = z. Let B = {+, x, ®} with
Uy, =1, Ux =H and Uy, = K. Then Bob succeeds at STAR(f) with probability

at most
1 1

=4 .
p 2 93
There exists a strategy for Bob that achieves p.

Proof. The proof is identical to that of Lemma using po = (|0)(0] +
HI|0)(0|H 4+ K|0)(0|KT), p1 = 5(|11)(1| + H|1)(1|H + K[1)(1|KT), and ¢ = 1/2. O
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3.3.2 An upper bound for all Boolean functions

We now show that for any Boolean function f and any number of mutually
unbiased bases, the probability that Bob succeeds at STAR(f) is very limited.

3.3.3. THEOREM. Let |Y| =2 and let f be a balanced function. Let B be a set of
mutually unbiased bases. Then Bob succeeds at STAR(f) with probability at most

1 1

RPNz

In particular, for |B| = 2 we obtain (1+1/v/2)/2 ~ 0.853; for |B| = 3, we obtain
(1+1/v3)/2 ~ 0.789.

Proof. The probability of success is given by Theorem where for y € {0, 1}

1 |B|—1
Py = 5. 11730 Py,
Y on 1|B| ; Y

with Py = 37 c o1y Uy|z)(z|U/. Using the Cauchy-Schwarz inequality we can
show that

o — p1ll2 = [Tr(lpo — o1 < Tr{(po — p1)?JTH[Y] = 2°T[(po — 1)), (3.1)

or

oo = palls < /27 Tx[(po — p1)?].

A simple calculation shows that

4

Tr[(po — p)?] = 2B

The theorem follows from the previous equation, together with Theorem

and Eq. (3.1]). O

3.3.3 AND function

One of the simplest functions to consider is the AND function. Recall, that we
always assume that Bob has no a priori knowledge about the outcome of the
function. In the case of the AND, this means that we are considering a very
specific prior: with probability 1/2 Alice will choose the only string x for which
AND(z) = 1. Without any post-measurement information, Bob can already
compute the AND quite well.
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3.3.4. THEOREM. Let Px(x) = 1/(2(2" — 1)) for all x € {0,1}"\ {1...1} and

Px(1...1) = 1. Let B = {+,x} with U, = I®", Uy = H®" and Pp(+) =

Pg(x) =1/2. Then Bob succeeds at STAR(AND) with probability at most

1 1 ; —
p={2tag Un=1 (3.2)

There exists a strategy for Bob that achieves p.

Proof. Let |¢;) = [1)®" and |hy) = [H|1)]*". Eq. (3.2)) is obtained by substi-
tuting

by = %F—|01><Cl|+ﬂ—\h1><h1|

2n —1 2n —1 ’
_ en{a] + 1) (|
pr = )
2
and ¢ = 1/2 in Theorem [2.2.2] O

In Theorem [3.4.3, we show an optimal bound for the case that Bob does
indeed receive the extra information. By comparing the previous equation with
Eq. later on, we can see that for n = 1 announcing the basis does not help.
However, for n > 1 we will observe an improvement of [2(2" + 2/2 — 2)]7L.

3.3.4 XOR function

The XOR function provides an example of a Boolean function where we observe
both the largest advantage as well as the smallest advantage in receiving post-
measurement information: For strings of even length we show that without the
extra information Bob can never do better than guessing the basis. For strings
of odd length, however, he can do quite a bit better. Interestingly, it turns out
that in this case the post-measurement information is completely useless to him.
We first investigate how well Bob does at STAR(XOR) for two bases:

3.3.5. THEOREM. Let Px(z) = 5= for all z € {0,1}". Let B = {+, x} with
U, = 1%, Uy = H®" and Pg(+) = Pp(x) = 1/2. Then Bob succeeds at
STAR(XOR) with probability at most

B % if n is even,
b= %(1+%) if mis odd.

There exists a strateqy for Bob that achieves p.
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Proof. _Our proof works by induction on n. The case of n = 1 was addressed in
Lemma [3.3.1 Now, consider n=2: Let o)) = (p(2) + o8y and o = %(pﬁ +

p'2), where p((Hz and plJr are defined as p(n) = D ze{0,1}7 EXOR~(y) Uy|z) (x| U]

with y € {0,1} and b € B = {+, x}. A straightforward calculation shows that
log” — o3l = 1.

We now show that the trace distance does not change when we go from strings
of length n to strings of length n + 2: Note that we can write

n+2 1 n n 2
P = (o8 @ )+ pY @ )

2
1

n+2 n 2 n 2

pot? = 5(/}82 ® pi) + P\ © pi))

1
n+2 n 2 n 2
e = o6 @ o+ ol @ i)

1
n+2 n 1 n 2

(3.3)

Let a(()n) = %(p(()i) + p(()nx)) and a%n) = %(pg +) + ,0 ) A small calculation shows that

0_(()n+2) _ (n+2) _

o\ (52 + o5 — pt) — ) @ | &) (@]

— (o5 + oy — Y — p) @ [ (|
+ () + P = ot = P @ |27 (0|

— (8 + ) — p{Y — i) @ U (U ]

ool

We then get that

n n 1 n n ~(n ~(n
lo§+? = ot = 2 (o6 = o + 158 = 57l )

(n

where 6" = (p(() '+ and 5" = 2(p )—i-p(n)) Consider the unitary U = o&"
if 7 is odd, and U = @1 @1 if n is even. It is easy to verify that oi"” = UV U*
and o\ = Us™U. We thus have that [|c{” — o\||; = ||5” — )|, and
therefore

n+2 n+2 n n
o™ — o™ = Jlo§™ = oM.

It then follows from Helstrom’s Theorem [2.2.2) that the maximum probability
to distinguish 00 ? from 0§”+2 and thus compute the XOR of the n + 2 bits is
given by

1, llog” = ol
2 4 ’
which gives the claimed result. O
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A similar argument is possible, if we use three mutually unbiased bases. Intu-
itively, one might expect Bob’s chance of success to drop as we had more bases.
Interestingly, however, we obtain the same bound of 3/4 if n is even.

3.3.6. THEOREM. Let Py(z) = 5 for all z € {0,1}". Let B = {+, x, ®} with
U, = I°", U, = H®, and Uy = K with Pg(+) = Pp(x) = Pg(®) = 1/3.
Then Bob succeeds at STAR(XOR) with probability at most

if nis even,
b= %<1+\/A§> if m is odd.

There exists a strategy for Bob that achieves p.

o

Proof. Our proof is very similar to the case of only 2 mutually unbiased
bases. The case of n = 1 follows from Lemma [3.3.2l This time, we have for
n=2 oy = et + pi) + pi2) and 0P = L0 + pi7) + P§®)) We have
log” — oy = 1.

We again show that the trace distance does not change when we go from
strings of length n to strings of length n 4+ 2. We use the definitions from Eq.

(3.3) and let

n+2 1 n 2 n 2

P = 5008 ® ph + A @ p)),

1

n+2 2 n

P = 2(pé<§®p§<§+p§<§®pé<§>

We can compute
n+2 n+2 1 —(n —(n
op" — o = 2 (61" — 55”) @ |27) (@
(

where 5’§ Y= (o) + P + P\ /3. Uo”) (Y + o1+ i) /3, 61 = (oY +

P+ ph) /3, 65 (p(fi) + o5+ 03, a6 = (o + péx) + piy)/3, and
0(() " = (p(()+) + ,0(”) + plQ)/?) Consider the unitaries U = o , U = 0% and
U =o®" if nis odd, andU—0®” 1®]I U—J®” 1®]I andU—a®" lo@Tifn
1s even It i 1s easily verified that O'O U a[()" Ut, = U o, ", 00 = U &(()")U 8
=Us"M0t, oW = U501, and ol = Ua§”)UT. We then get that

(n+2) _

2
oy "Ny = llod = oI,
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from which the claim follows. a

Surprisingly, if Bob does have some a priori knowledge about the outcome of
the XOR the problem becomes much harder for Bob. By expressing the states in
the Bell basis and using Helstrom’s result, it is easy to see that if Alice chooses
x € {0,1}? such that with probability ¢, XOR(x) = 0, and with probability
(1—q), XOR(z) = 1, Bob’s probability of learning XOR(z) correctly is minimized
for ¢ = 1/3. In that case, Bob succeeds with probability at most 2/3, which can
be achieved by the trivial strategy of ignoring the state he received and always
outputting 1. This is an explicit example where making a measurement does not
help in state discrimination. It has previously been noted by Hunter [Hun03| that
such cases can exist in mixed-state discrimination.

3.4 Using post-measurement information

We are now ready to advance to the core of our problem. We first consider
the case where Bob does receive post-measurement information, but still has
no quantum memory at his disposal. Consider an instance of PI,-STAR with a
function f : X — Y and m = |B| bases, and some priors Px and Pg on the sets X
and B. If Bob cannot store any quantum information, all his nontrivial actions are
contained in the first measurement, which must equip him with possible outputs
0; € Y for each basis ¢ = 1, ..., m. In other words, his most general strategy is a
POVM with |Y|™ outcomes, each labeled by the strings oy, ..., 0., for o; € Y and
m = |B|. Once Alice has announced b, Bob outputs Y = 0. Here we first prove
a general lower bound on the usefulness of post-measurement information that
beats the guessing bound. Then, we analyze in detail the AND and the XOR
function on n bits.

3.4.1 A lower bound for balanced functions

We first give a lower bound on Bob’s success probability for any balanced function
and any number of mutually unbiased bases, by constructing an explicit measure-
ment that achieves it. Without loss of generality, we assume in this section that
B =10,...,m—1}, as otherwise we could consider a lexicographic ordering of B.

3.4.1. THEOREM. Let f : X — Y be a balanced function, and let Px and Pg
be the uniform distributions over X and B respectively. Let the set of unitaries

{Up|b € B} give rise to |B| mutually unbiased bases, and choose an encoding
such that Vx,z' € X : (z|x') = dpr. Then Bob succeeds at PIo-STAR(f) with
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probability at least

V-1 T
P ifm=2,
P = DPguess + \ 3312t DIVIT0) if m=3,

2 2(]Y[+m—1) -
—oy] T PEED -z U m >4
where Pgyess 15 the probability that Bob can achieve by guessing the basis as given
in Lemma[3.2.3 In particular, we always have p > pgyess.

Proof. Our proof works by constructing a square-root type measurement that
achieves the lower bound. As explained above, Bob’s strategy for learning f(z)
is to perform a measurement with || possible outcomes, labeled by the strings
01,...,0, for o € ¥ and m = |B|. Once Alice has announced b, Bob outputs
f(zx) = op.

Take the projector Py, = > i1, [P5)(P5] and pyp = 2Py, where k =
|7 (y)| = |X|/|Y|. Let M,, .. ,, denote the measurement operator corresponding
to outcome o1, ..., 0,,. Note that outcome oq,...,0,, is the correct outcome for
input state p,; if and only if 0, = y. We can then write Bob’s probability of

success as
1
— Tr | My,...0 o .
5 X 1 (X))

01,...,0mE€Y beB

We make use of the following measurement:

3 3
Mo,....0n, = S72 (Z Pobb> ST, with S = Y (Z Pobb> .

beB 01,..,0mEY \bEB

Clearly, we have 2017“_7%63} M,,...0on, =L and Voy,...,0, € Y : M,, > 0 by

construction and thus we indeed have a valid measurement. We first show that

S = c,,1II:

sy (Se)

01,...,0m€EY \beB

- § E PobbPob/b’Pobub”

01,...,0mEY b b'eB

> (Zpobb+2 > PPy

01,..0m€Y \ b bY! b£b!

----- Om

+ E PobbPob/b’Pobb + E PobbPob/b/Pobub”)
b’ b#Y bbb bA bbb F£b!

=[m|Y[" + 2m(m = DY+ m(m = DY+ m(m — 1) (m = 2)| Y2001
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where 8y, = 1—0s,,, and we have used the deﬁnition that for any b, P, is a projec-

torand }_  [®F) (5| = I which gives >0, oy Poip, = D _pcy D nef-1y) [ PENPG] =
I. We can then write Bob’s probability of success using this particular measure-

ment as A
ck:m|y| Z o <ZPObb>

01,...,0m€EY beB

It remains to evaluate this expression. Using the circularity of the trace, we
obtain

> n((5e)

01,...,0mEY beB
- E Tr ( E Pobb +6 E PobbPob/b’
01,..-,0m €Y b’ b#b
+ 4 E PObbPOblblPObNbH + 2 E PObbPOb/b/PObbPOb//b”
bbb b bbb £b bbb bV b#b! b b
+ E Pobbpob/b’Pobub”Pogf) + § PObbPOb/b/PObbPOb/b,
bb/ b/ b,b£b! bAb! bbb £ b £b,b! b b/ bAb

> [m| Y™ + 6m(m — 1)|Y|™ 7 + 6m(m — 1)(m — 2)|Y|" 02y,
+m(m—1)(m —2)(m — 3)|y|t(m_4)52m53m]Tr(]I) +m(m — 1)|Y|™ %k,

where we have again used the assumption that for any b, F,,;, is a projector
and Y, |®7)(®f| = I with Tr(I) = |X|. For the last term we have used
the following: Note that Tr(P,,,P,, ) = k*/|X|, because we assumed mutually
unbiased bases. Let r = rank(PobbPo ) Using Cauchy-Schwarz, we can then
bound Tr((Po,pPoyt)?) = 325 Mi(PoysPo,w)® = KH/(|X[Pr) = K2 /1X[2 = K[|V,
where \;(A) is the i-th eigenvalue of a matrix A, by noting that » < k since
rank(F,,;) = rank(F, ) = k. Putting things together we obtain

P> {Gm(l) + (6 + |31’!> Gm(2) +6Gn(3) + Gn(4)

CrM

where m = |B|, ¢;n = Gp(1) + 3G (2) + G (3) and function Gy, : N — N defined
as G (i) = -2 ,|y\m 11 ) Om;- This expression can be simplified to obtain the
claimed result O

Note that we have only used the assumption that Alice uses mutually unbi-
ased bases in the very last step to say that Tr(P,,,P,,») = k*/|X|. One could
generalize our argument to other cases by evaluating Tr(P,,,F,, i) approximately.

In the special case m = |Y| = 2 (i.e. binary function, with two bases) we
obtain:
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3.4.2. COROLLARY. Let f : {0,1}" — {0,1} be a balanced function and let
Px(xz) = 27" for all x € {0,1}". Let B = {0,1} with Uy = I®", U; = H®"
and Pp(0) = Pg(1l) = 1/2. Then Bob succeeds at Plo-STAR(f) with probability
p > 0.85.

Observe that this almost attains the upper bound of ~ .853 of Lemma in
the case of no post-measurement information. In Section we show that
indeed this bound can always be achieved when post-measurement information
is available.

It is perhaps interesting to note that our general bound depends only on the
number of function values || and the number of bases m. The number of function
inputs |X| itself does not play a direct role.

3.4.2 Optimal bounds for the AND and XOR function

We now show that for some specific functions, the probability of success can even
be much larger. We hereby concentrate on the case where Alice uses two or three
mutually unbiased bases to encode her input. Our proofs thereby lead to explicit
measurements. In the following, we again assume that Bob has no a priori knowl-
edge of the function value. It turns out that the optimal measurement directly
lead us to the essential idea underlying our algebraic framework of Section [3.5.1]

AND function

3.4.3. THEOREM. Let Px(z) = 1/(2(2" — 1)) for all x € {0,1}"\ {1...1} and

Px(1...1) = 3. Let B = {+,x} with U, = I°", Uy = H®" and Pg(+) =

Pg(x) =1/2. Then Bob succeeds at Ply-STAR(AND) with probability at most

1 1 1

= — 1|2 — .
P=5 4T i o2z _2 201

(3.4)

There exists a strategy for Bob that achieves p.

Proof. To learn the value of AND(z), Bob uses the same strategy as in
Section [3.4.1} he performs a measurement with 4 possible outcomes, labeled by
the strings o, , 0x with oy, 0, € {0,1}. Once Alice has announced her basis choice
b € {+, x}, Bob outputs AND(z) = 0,. Note that without loss of generality we
can assume that Bob’s measurement has only 4 outcomes, i.e. Bob only stores
2 bits of classical information because he will only condition his answer on the
value of b later on.

Following the approach in the last section, we can write Bob’s optimal prob-
ability of success as a semidefinite program:

maximize 1 Yo one(ony Tboro, Moo, ]
subject to  Voy,0x € {0,1} : M, o, >0,
Zo+,ox €{0,1} M0+0>< - Ha
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where

boo = po+ + pox, bor = pot+ + pPix,
bio = p1+ + pox, b1 = pi+ + pix,

with Vy € {0,1},b € {+, X} : pyp = Wl_l(y” D e AND-1(y) Up|z) (z|UL. Consider

H,, the 2-dimensional Hilbert space spanned by |¢;) = |[1)®" and |hy) = |1,)®".
Let |co) € Ho and |hg) € Ha be the state vectors orthogonal to |c;) and |hy)
respectively. They can be expressed as:

(=)™ ey) + 272 hy)

o) = 1 ’
2"2ler) + (=1)"*! )
ho) = o — 1 '

Then Iy = |co)(co| + |c1)(c1| = |ho) (ho| + [h1)(h1] is a projector onto Hy. Let IT;
be a projector onto the orthogonal complement of H,. Note that the b,,,, are
all composed of two blocks, one supported on H, and the other on its orthogonal
complement. We can thus write

211, Jr|CO><CO| + |ho) (hol

boo = 507 om_ 1 :
I |co){col
I |ho) (Dol
b1o—2n_1 +{2n_1 + e el ,
b1 =0 Flen)(ea] + [ha) (bl

We give an explicit measurement that achieves p and then show that it is optimal.
Take

Moo =11
M0+0>< = /\0+0x |¢o+ox > <¢o+0x |7
with A\g; = Ajg = (1 +7)~! where

| 12824 (-1 284 /1-52y/27 -1

n = on/2 ’
Y1) = a|c) + flar),
[¥10) = alhg) + B|h1),

with o and 3 real and satisfying o + 3% = 1. We also set My, = 1 — Moy — My, —

M;y. We take
1

B= (-1 -
\/22n + 2%n+1 —95+1
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Putting it all together, we thus calculate Bob’s probability of success:

1y, 1 1
P=3 o pon2_9  on_1|

We now show that this is in fact the optimal measurement for Bob. For this
we consider the dual of our semidefinite program above:

minimize  Tr(Q)

bO o
subject to  Voi,0, € {0,1}:Q > f

Our goal is now to find a @ such that p = Tr(Q) and @ is dual feasible. We can
then conclude from the duality of SDP that p is optimal. Consider

_9l+4n/2 3n/2
Q= 2(21}—1) + zll <22723;"/21_223n/2) (ler)(er| + [ha) ()
—(—1)"m(|cl><h1| + [e1) (hal).
Now we only need to show that the ) above satisfies the constraints, i.e. Yo, ,0. €
{0,1} : @ > bo 0, /4. Let Q@ =11, QI and Q) = II;QII. By taking a look at

Eq. 1’ one can easily see that Q| > HLbOf+HL, so that it is only left to show
that

T bo, 0, 11

> 04 0x
Qrz——
These are 2 x 2 matrices and this can be done straightforwardly. We thus have
Tr(Q) = p and the result follows from the duality of semidefinite programming,.
O

L for 0405 € {0,1}, 0,04 # 00.

It also follows that if Bob just wants to learn the value of a single bit, he can do
no better than what he could achieve without waiting for Alice’s announcement
of the basis b:

3.4.4. COROLLARY. Let x € {0,1}, Px(z) = 5 and f(z) = x. Let B = {+, x}
with Uy =1 and Ux = H. Then Bob succeeds at Plo-STAR(f) with probability

at most
1 1

S
p B 2\/§
There exists a strategy for Bob that achieves p.

The AND function provides an intuitive example of how Bob can compute
the value of a function perfectly by storing just a single qubit. Consider the
measurement with elements {II;,II, } from the previous section. It is easy to see
that the outcome L has zero probability if AND(z) = 1. Thus, if Bob obtains that
outcome he can immediately conclude that AND(z) = 0. If Bob obtains outcome
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|| then the post-measurement states live in a 2-dimensional Hilbert space (Ha),
and can therefore be stored in a single qubit. Thus, by keeping the remaining
state we can calculate the AND perfectly once the basis is announced. Our proof
in Section [3.5.2] which shows that in fact all Boolean functions can be computed
perfectly if Bob can store only a single qubit, makes use of a very similar effect
to the one we observed here explicitly.

XOR function

We now examine the XOR function. This will be useful in order to gain some
insight into the usefulness of post-measurement information later. For strings
of even length, there exists a simple strategy for Bob even when three mutually
unbiased bases are used.

3.4.5. THEOREM. Let n € N be even, and let Px(z) = 5 for all x € {0,1}™.
Let B = {+,x,0} with Uy = 1°", Uy, = H®" and U, = K®", where K =
(I + ic,)/\/2. Then there is a strategy where Bob succeeds at PI-STAR(XOR)
with probability p = 1.

Proof. We first construct Bob’s measurement for the first 2 qubits, which allows
him to learn x; @ x5 with probability 1. Note that the 12 possible states that
Alice sends can be expressed in the Bell basis as follows:

00) = 7<r@+>+r<b ) HE00) = (@) + [0))
jo1) — 7<mf+>+|\v ) HP01) = L (j07) + [07)
10) - 7<|w+> W) HE210) = L (j07) — W)
1) = (%) = [07)) H2)11) = J5(je) — )

K200y — 7(@ )+

K01) = (il0) +]97)

®2 _ LZ +\ -

K20) = —(if7) ~[97)

K1) = ——(jo7) — i|w)).

V2

Bob now simply measures in the Bell basis and records his outcome. If Alice now
announces that she used the computational basis, Bob concludes that x1 ®xy = 0
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if the outcome is one of |®*) and z; ® x5 = 1 otherwise. If Alice announces she
used the Hadamard basis, Bob concludes that x; @ x5 = 0 if the outcome was
one of {|®T), |¥)} and x1 ® x5 = 1 otherwise. Finally, if Alice announces that
she used the ® basis, Bob concludes that x; & x5 = 0 if the outcome was one
of {|®7),|¥")} and z; ® x5 = 1 otherwise. Bob can thus learn the XOR of two
bits with probability 1. To learn the XOR of the entire string, Bob applies this
strategy to each two bits individually and then computes the XOR of all answers.
O

Analogously to the proof of Theorem [3.4.5] we obtain:

3.4.6. COROLLARY. Let n € N be even, and let Px(x) = 5 for all x € {0,1}"™.
Let B = {+, x} with Uy =1°" and Uy = H®". Then there is a strategy where
Bob succeeds at PIp-STAR(XOR) with probability p = 1.

Interestingly, there is no equivalent strategy for Bob if n is odd. In fact, as
we show in the next section, in this case the post-measurement information gives
no advantage to Bob at all.

3.4.7. THEOREM. Letn € N be odd, and let Py (x) = 5 for all x € {0,1}". Let
B ={+,x} withUy =1%", Uy = H®*" and Pg(+) = Pg(x) = 1/2. Then Bob
succeeds at PIo-STAR(XOR) with probability at most

- (+35)
There exists a strategy for Bob that achieves p.

Proof. Similar to the proof of the AND function, we can write Bob’s optimal
probability of success as the following semidefinite program in terms of the length
of the input string, n:

maximize >, o Te[p5",, M,,o,]
subject to  Voy,0x € {0,1} : M,,,, >0,
Zo+,ox €{0,1} M0+0>< = Ha

where

bgz)ox = pg)z)-l- + pE)Z?X?

(n) _

b = FT D e {0.1}7 2€XOR (0}) Ub]x><:c]UbT. The dual can be written as

and p
minimize  1Tr(Q™)
subject to Vo, 0, € {0,1} : Q) > p™)
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Our proof is now by induction on n. For n = 1, let Q) = 2pl. It is easy to
verify that Yo, ,o0, € {0,1} : Q) > b((,i)ox and thus QW) is a feasible solution of
the dual program.

We now show that for n + 2, Q"% = Q™ ® %]I is a feasible solution to the
dual for n + 2, where Q" is a solution for the dual for n. Note that the XOR of
all bits in the string can be expressed as the XOR of the first n — 2 bits XORed
with the XOR of the last two. Recall Eq. (3.3)) and note that we can write

Pos = (\00><00\+\11><11D (I‘P+><@+\+I@_><@’D
Pl = (|01><01|+|10><10|) (I\If+><‘1’+|+\‘1"><‘lf‘|)-

It is easy to sce that pi) = Hp(()jEH = L(|@T)(®T| + [¥T)(¥F]) and P2 =
Hpﬁ) S(JO7)(® |+ [U™)(¥~|). By substituting from the above equation we
then obtaln

—_

n+2 n+2 n+2 n _
b = o5t + 8 = (o) + p5) @ 18N @F] + (o) + p1Y) @ |27 ) (D

00 0x  — g
(/)51) +5) @ W] + (o) + ) @ [97)(w]))
<=0 I
<1QMe
where we have used the fact that Q™ is a feasible solution for the dual for n and
that |®T)(®F| + [®~)(®~| 4 [T (T +| + |0 )(¥~| = I. The argument for b1+,
") and b7 is analogous. Thus Q"*? satisfies all constraints.

Putting things together, we have for odd n that Tr(Q"*?) = Tr(Q™) =
Tr(Q™W) and since the dual is a minimization problem we know that

1

p<{T(QY) =c

as claimed. Clearly, there exists a strategy for Bob that achieves p = ¢. He can
compute the XOR of the first n — 1 bits perfectly, as shown in Theorem [3.4.6, By
Corollary he can learn the value of the remaining n-th bit with probability
p=_c. O

We obtain a similar bound for three bases:

3.4.8. THEOREM. Let n € N be odd, and let Px(z) = 5~ for all z € {0,1}™.
Let B = {+,x,0} with Uy = 1°", Uy = H®" and U, = K®", where K =
(I + ic.)/V/2, with Pg(+) = Pp(x) = Pg(®) = 1/3. Then Bob succeeds at
PI,-STAR(XOR) with probability at most

3o )

There exists a strategy for Bob that achieves p.
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Proof.  The proof follows the same lines as Theorem [3.4.7 Bob’s optimal
probability of success is:

1
maximize g Z Tr [b(n) Mo 000

040x% 00
04,0x,00€{0,1}

subject to  Voy,o0x,00 € {0,1} € {0,1} : My 4,0, > 0,
Z Mo+0><0@ = ]L
0+,0%,00€{0,1}
where
b(()?_)OXO@ = Z Popbs
beB
and ]
Porb = 51 Z Ub|37><93|UbT-
2€XOR(op)
The dual can be written as
minimize  +Tr(Q™)
subject to Yo, 0x,00 € {0,1} : QU > bg?ax%.

Again, the proof continues by induction on n. For n = 1, let QY = 3pl. It is
easy to verify that Yo, , 0y, 0 € {0,1} : Q) > b,()i)oxo@ and thus QW is a feasible
solution of the dual program. The rest of the proof is done exactly in the same
way as in Theorem using that

o) = 517 (@] + [ wt)

o) = S0+ @) (@7)).

3.5 Using post-measurement information
and quantum memory

3.5.1 An algebraic framework for perfect prediction

So far, we had assumed that Bob is not allowed to store any qubits and can only
use the additional post-measurement information to improve his guess. Now, we
investigate the case where he has a certain amount of quantum memory at his
disposal. In particular, we present a general algebraic approach to determine the
minimum dimension 29 of quantum memory needed to succeed with probability
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1 at an instance of PI,-STAR(E), for any ensemble €& = {py, pyp} as long as the
individual states for different values of y are mutually orthogonal for a fixed b,
ie., Yy # z € Y Tr(pyw, pp) = 0. In particular, we are looking for an instrument
consisting of a family of completely positive maps p +— ApAT, adding up to
a trace preserving map, such that rank(A) < 2¢. This ensures that the post-
measurement state “fits” into ¢ qubits, and thus takes care of the memory bound.
The fact that after the announcement of b the remaining state Ap,, A" gives full
information about y is expressed by demanding orthogonality of the different
post-measurement states:

VbeB Yy £2€Y AppAtAp,AT = 0. (3.6)

Note that here we explicitly allow the possibility that, say, Ap,, AT = 0: this
means that if Bob obtains outcome A and later learns b, he can exclude the
output value z. What Eq. also implies is that for all states |¢)) and |¢) in
the support of p,, and p.;, respectively, one has A[y) (1| ATA|p){p| AT = 0. Hence,
introducing the support projectors Py, of the py,, we can reformulate Eq. as

Vbe B,Vy #z€) APybATAlDszT =0,
which can equivalently be expressed as
VoeB,Vy#z2€) Tr(A'AP,ATAP,) =0, (3.7)

by noting that ATA as well as the projectors are positive-semidefinite operators.
As expected, we see that only the POVM operators M = AT A of the instrument
play a role in this condition. Our conditions can therefore also be written as
MPyMP,, = 0. From this condition, we now derive the following lemma.

3.5.1. LEMMA. Bob, using a POVM with operators {M;}, succeeds at P1,-STAR
with probability 1, iof and only if

1. for all i, rank(M;) < 29,

2. forally € Y and b € B, [M, Py] = 0, where Py, is the projection on the
support of pyy.

Proof. We first show that these two conditions are necessary. Note that only
the commutation condition has to be proved. Let M be a measurement operator
from a POVM succeeding with probability 1. Then, for any y, b, we have by

Eq. (3.7) that

Tr(MP,uM(1— Py)) =0, hence Tr(M Py MPy) = Tr(MP,y,M).
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Thus, by the positivity of the trace on positive operators, the cyclicity of the
trace, and Pj, = P, we have that

0 < Tr([M, Py)[M, Py))
= Tr(—(MPyb — Pbe>2)
= Tr(—MPbePyb—PbePbe—l—PbeQPyb—l—MPbeM) =0.

But that means that the commutator [M, Py has to be 0.

Sufficiency is easy: since the measurement operators commute with the states’
support projectors Py, and these are orthogonal to each other for fixed b, the
post-measurement states of these projectors, o< v M Pyb\/M are also mutually
orthogonal for fixed b. Thus, if Bob learns b, he can perform a measurement to
distinguish the different values of y perfectly. The post-measurement states are
clearly supported on the support of M, which can be stored in ¢ qubits. Since
Bob’s strategy succeeds with probability 1, it succeeds with probability 1 for any
states supported in the range of the FPy. O

Note that the operators M of the instrument need not commute with the
originally given states p,,. Nevertheless, the measurement preserves the orthogo-
nality of p,, and p,, with y # = for fixed b, i.e., Tr(pyp.) = 0. Now that we know
that the POVM operators of the instrument have to commute with all the states’
support projectors Py, we can invoke some well-developed algebraic machinery
to find the optimal such instrument.

Looking at Appendix B}, we see that M has to come from the commutant
of the operators P,,. These themselves generate a x-subalgebra A of the full
operator algebra B(H) of the underlying Hilbert space H, and the structure of
such algebras and their commutants in finite dimension is well understood. We
know from Theorem that the Hilbert space H has a decomposition (i.e.,
there is an isomorphism which we write as an equality)

H=P T ek, (3.8)
J

into a direct sum of tensor products such that the x-algebra A and its commutant
algebra Comm(A) = {M : VP € B(H) [P, M] =0} can be written

A= PBT) @Ik, (3:9)

Comm(A) = P1s, @ B(K;). (3.10)

Koashi and Imoto [KI02], in the context of finding the quantum operations
which leave a set of states invariant, have described an algorithm to find the
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commutant Comm(.A), and more precisely the Hilbert space decomposition of
Eq. , of the states P,,/TrP,,. They show that for this decomposition, there
exist states o, on J;, a conditional probability distribution {g;;}, and states w;
on K; which are independent of 7, such that we can write them as

Vi g; = @Qﬂiaﬂi & Wy,
J

Looking at Eq. (3.10), we see that the smallest rank operators M € Comm(</)
are of the form 17 ® |¢)(¢| for some j and [¢) € K;, and that they are all
admissible. Since we need a family of operators M that are closed to a POVM
(i.e., their sum is equal to the identity), we know that all j have to occur. Hence,
the minimal quantum memory requirement is

min 27 = max dim J;. (3.11)
J
The strategy Bob has to follow is this: For each j, pick a basis {|ey;)} for K; and
measure the POVM {7, ® |ex;)(ex;|}, corresponding to the decomposition

H = @j] ® |ery;) (ex;l,

ik

which commutes with the P;. For each outcome, he can store the post-measurement
state in ¢ qubits [as in Eq. ], preserving the orthogonality of the states for
different y but fixed b. Once he learns b he can thus obtain y with certainty.

Of course, carrying out the Koashi-Imoto algorithm may not be a straight-
forward task in a given situation. We now consider two explicit examples that
one can understand as two special cases of this general method: First, we show
that in fact all Boolean functions with two bases (mutually unbiased or not) can
be computed perfectly when Bob is allowed to store just a single qubit. Second,
however, we show that there exist three bases such that for any balanced func-
tion, Bob must store all qubits to compute the function perfectly. We also give
a recipe how to construct such bases.

3.5.2 Using two bases

For two bases, Bob needs to store only a single qubit to compute any Boolean
function perfectly. As outlined in Section [3.5.1] we need to show that there exists
a measurement with the following properties: First, the post-measurement states
of states corresponding to strings x such that f(z) = 0 are orthogonal to the
post-measurement states of states corresponding to strings y such that f(y) = 1.
Indeed, if this is true and we keep the post-measurement state, then after the basis
is announced, we can distinguish perfectly between both types of states. Second,
of course, we need that the post-measurement states are supported in subspaces of
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dimension at most 2. The following little lemma shows that this is the case for any
Boolean function. The same statement has been shown independently many times
before in a variety of different contexts. For example, Masanes and also Toner and
Verstraete have shown the same in the context of non-local games [Mas06, [TV06].
The key ingredient is also present in Bathia’s textbook [Bha97]. Indeed, there
is a close connection between the amount of post-measurement information we
require, and the amount of entanglement we need to implement measurements in
the setting of non-local games. We return to this question in Chapter [6]

3.5.2. LEMMA. Let f : {0,1}" — {0,1} and Py, = E:zef—lw)lﬁAx>(x\L@'1uhere

Uy =1 and Uy = U, then there exists a direct sum decomposition of the Hilbert
space

H =D H;, with dimH; <2,
i=1
such that Pyy and Py, can be expressed as

Py =) L Pyll;,

i=1
Py = Z II; P11,
i=1
where 11; is the orthogonal projector onto 'H,;.

Proof. There exists a basis so that Fy, and Fy; can be written as

01 11 )
n1Xno Onlxnl A )T A

ni1Xno N1 Xny

POO _ |:O Hno Onoxn1:| ’P01 _ |:( A(T)L?)Xno A%ﬁan

where n, = |f~!(y)| is the number of strings = such that f(z) =y, and we have
specified the dimensions of the matrix blocks for clarity. In what follows these
dimensions will be omitted. We assume without loss of generality that ng < n;.
It is easy to check that, since Py is a projector, it must satisfy

AOO(H . Aoo) _ A01A01T
no )
AH(]I - All) _ A01TA01
1 - .
Consider a unitary of the following form
v 0
v=[o ]

where Vj and V; are ng X ng and n; x n; unitaries respectively. Under such a
unitary, Py and Fy; are transformed to:

VPV = Py,

%AOO‘/OT VbAOl‘/lT (313)
(%AOI‘/;T)T VlAllvlT :

(3.12)

VPV = [
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We now choose V and Vi from the singular value decomposition (SVD, [HJ85
Theorem 7.3.5]) of A% = V/ DV; which gives

D = VA" Vi = difug) (vi,
k=1

where di > 0, (up|w) = (vi|v;) = 0. Since (A%)TA% and A°H(A™)T are sup-
ported in orthogonal subspaces, it also holds that Vk, [ : (ug|v;) = 0. Egs. (3.12)
and (3.13) now give us

VoA Vil Iy — VoA V) = 332, ) o

ATV (I, — ViAW) = 3500 difow) (v
Suppose for the time being that all the dj are different. Since they are all non-
negative, all the di will also be different and it must hold that

no
VoAV = > aui) (u,
k=1

ni

no
‘/11411‘/1T — Zai’vk><vk|+ Z allcwk><6k|
k=1

k=no+1

for some af, a; and |0%) with 1 < &k < n;.. Note that we can choose |04) such that
Yk, Kk # K : (0x]0) = 0 and Vk, 1 : (ug|9;) = 0. We can now express V Py, VT
as

VPV =
no ni

= [aflue) (] + dic(Jur) (vel + o) (uil) + agloe) (el] + > aplon) (B,
k=1 kzn()-i-l

It is now clear that we can choose all Hy, = span{|uy), |vg) }, and Hy = span{|og) }
which are orthogonal and together add up to H.

In the case that all the d;, are not different, there is some freedom left in
choosing |uz) and |v;,) that still allows us to make VoAV, and V; A"V, diagonal
so that the rest of the proof follows in the same way. O

In particular, the previous lemma implies that the post-measurement states
corresponding to strings  for which f(z) = 0 are orthogonal to those correspond-
ing to strings x for which f(z) = 1, which is expressed in the following lemma.

3.5.3. LEMMA. Suppose one performs the measurement given by {11, : i € [m]}.
If the outcome of the measurement is i and the state was Up|z), then the post-

measurement state 1is

\ (@ UL, )

|z, 1,b) =
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The post-measurement states satisfy
Vo € f710), 2’ € f71(1), i € [m] : (x,4,b|2’,i,b) = 0.

Proof. The proof follows straightforwardly from that fact that the II; commute
with both Pyo and Py (which follows from Lemma |3.5.2)). O

Now we are ready to prove the main theorem of this section.

3.5.4. THEOREM. Let |Y| = |B| = 2, then there exists a strategy for Bob such
that he succeeds at P1;-STAR(E) with probability p = 1, for any function f and
prior Px on X.

Proof. The strategy that Bob uses is the following:
e Bob performs the measurement given by {Il; : i € [m]}.

e He obtains an outcome i € [m] and stores the post-measurement state which
is supported in the at most two-dimensional subspace H;.

o After the basis b € {0,1} is announced, he measures { Py, P} and reports
the outcome of this measurement.

By Lemma this leads to success probability 1. O

Our result also gives us a better lower bound for all Boolean functions than
what we had previously obtained in Section [3.4.1} Instead of storing the qubit,
Bob now measures it immediately along the lines of Lemma [3.3.1} It is not too
difficult to convince yourself that for one qubit the worst-case post-measurement
states to distinguish are in fact those in Lemma [3.3.1]

3.5.5. COROLLARY. Let |Y| = |B| =2, then Bob succeeds at P1yp-STAR(E) with
probability at least p > (1+1//2)/2.

In particular, our result implies that for the task of constructing Rabin-OT
in [DESS05] it is essential for Alice to choose a random function f from a larger
set, which is initially unknown to Bob.

As a final remark, note that the prior distributions do not play any role.
Likewise, it is not actually important that the states p,, are proportional to
projectors: we only require that for all b € {0,1}, the states pg, and py; are
orthogonal.
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3.5.3 Using three bases

We have just shown that Bob can compute any Boolean function perfectly when
two bases are used. However, we now show that for any balanced Boolean func-
tion there exist three bases, such that Bob needs to store all qubits in order to
compute the function perfectly. The idea behind our proof is that for a particular
choice of three bases, any measurement operator that satisfies the conditions set
out in Lemma [3.5.1) must be proportional to the identity. This means that we
cannot reduce the number of qubits to be stored by a measurement and must
keep everything. First, we prove the following lemma which we need in our main
proof.

3.5.6. LEMMA. Let M be a self-adjoint matriz which is diagonal in two mutually
unbiased bases, then M must be proportional to the identity.

Proof. Let |z) |u,) x € {1,...,d} be the two MUBs and let m, and m/, be the
eigenvalues corresponding to |x) and |u,) respectively, then we can write

z'=1

From the previous equation, it follows that
(x| M|z) = Zm (ug|z)* = —TrM
which implies the desired result. O

We are now ready to prove the main result of this section.

3.5.7. THEOREM. Let |Y| = 2 and |B| = 3, then for any balanced function f
and prior Px on X which is uniform on the pre-images f~'(y), there exist three
bases such that Bob succeeds at P1,-STAR(E) with probability p = 1 if and only

if g =logd.
Proof. Let POO = Zzeffl(O) |(L’><ZE|, P01 = U1P00U1J[ and P02 = UQPOOUQT. AISO,

let s: f71(0) — f~1(1) be a bijective map, and let s, = s(z). By a reordering of
the basis, Py, U; and U, can be written as

T 0 UOO UOl UOU UOl
POO = |:0 0:| 7U1 = |:U11(] U111:| ,UQ = |iU§1() U211:| )
where all the blocks are of size (d/2) x (d/2). Py; and Py, then take the following
form:

U200 UooT Ugo UloT
(UooUloT) U210U210T

Uloo UooT U{)O UloT

P
01 = (UOOUIOT) U110U110T
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It follows from Lemma that we only have to prove that [M, Py| =
(M, Py1] = [M, Pye] = 0 implies that M must be proportional to the identity.
Write

00 01
M:{M ]\/[]

(M01)T Mll

Commutation with Py, implies M% = 0. Commutation with Py and Py, implies

(MO, U0y = [, Py = o, (3.14)

MU U = (M 0303 = 0, (3.15)
T T

MR = (UM, (3.16)

MOUPURYy = (UM, (3.17)

We choose U; and Us in the following way:

U= Y [oello)al + [s2)(sal) + /T = a2(la) (52|  Isa)e))]

xcf=1(0)

Uy = 32 [arlluad el + ) {esl) + /T = @(fusen] — o) )]

xef~1(0)

with a, € [0, 1], satisfying a, = a, if and only if © = 2’. Furthermore, choose
|u,) and |v,) such that

Va,a’ € f7H0), (wfvw) = (saluwr) =0, [{zlus)* = [{so|var)|* = 2/d.

With this choice for U; and U, we have that

UPueT =S ?la)(al,
z€f~1(0)

ULUPT = N afua) (ul,
zef~1(0)

ie., {|z)} and {Juy)} form an eigenbasis for UPU®" and UPUPT respectively.
Furthermore, since all the a? are different, the eigenbases are unique. Now, using
Eq. 1) we see that M must commute with both U{)OU{JOT and USOUSOT, and

since their eigenbases are unique, it must be true that M is diagonal in both
{|x)} and {|u,)}. Using the result of Lemma it follows that M = mglys.

In exactly the same way we can prove that M = m;l» using Eq. (3.15). It
remains to prove that my = my, which follows directly from either Eq. (3.16) or

Eq. (3.17). O

From our proof it is clear how to construct U; and U,. For Py, as defined
above, we could choose vectors of the form |z) = |0)|z) and |s,) = |1)|Z) where
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2 € {0,1}"! to construct U;. For U, we could then pick |u,) = |0)H®"~!|z)
and analogously |v,) = |1)H®"}[#). As we will see in Chapter [6] our example
shows that for non-local games we cannot hope to prove a statement analogous
to [Mas06, [TVO6] for three measurement settings where each measurement has
two outcomes.

Note, however, that whereas we know that for such unitaries Bob must store
all qubits in order to compute the value of the function perfectly, it remains
unclear how close he can get to computing the function perfectly when storing
fewer qubits. In particular, he can always choose two of the three bases, and
employ the strategy outlined in the previous section: he stores the one qubit that
allows him to succeed with probability 1 for two of the bases. If he gets the
third basis then he just flips a coin. In this case, he is correct with probability
2/3+1/(3-2) =5/6 for a balanced function and a uniform prior. It remains an
important open question to address the approximate case.

3.6 Conclusion

We have introduced a new state discrimination problem, motivated by cryptog-
raphy: discrimination with extra information about the state after the measure-
ment, or, more generally, after a quantum memory bound applies. We have left
most general questions open, but we found fairly complete results in the case of
guessing y = f(x) with mutually unbiased encodings.

We have shown that storing just a single qubit allows Bob to succeed at PI-
STAR perfectly for any Boolean function and any two bases. In contrast, we
showed how to construct three bases such that Bob needs to store all qubits in
order to compute the function perfectly. We have also given an explicit strategy
for two functions, namely the AND and the XOR. More generally, it would be
interesting to determine, how many qubits Bob needs to store to compute f(z)
perfectly for any function f : X — ) in terms of the number of outputs |J|
and the number of bases |B|. It should be clear that the algebraic techniques
of Section [3.5.1] allow us to answer these questions for any given function in
principle. However, so far, we have not been able to obtain explicit structures
for wider classes of functions. Our results imply that in existing protocols in
the bounded quantum storage model [DFSS05] we cannot restrict ourselves to a
single fixed function f to perform privacy amplification. Note that our algebraic
framework can also address the question of using more than one function, where
f is also announced after the memory bound applies [DFSS05]: we merely obtain
a larger problem. Yet, it is again difficult to determine a general bound.

In the important case of two mutually unbiased bases and balanced functions,
we have shown (Theorem and Corollary that there exists a clear
separation between the case where Bob gets the post-measurement information
(PI-STAR) and when he does not (STAR). Namely, for any such function, Bob’s
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optimal success probability is never larger than (14 1//2)/2 ~ 0.853 for STAR
and always at least as large as the same number for PI-STAR.

In some cases the gap between STAR and PI-STAR can be more dramatic.
The XOR function on strings of even length with two mutually unbiased bases
is one of these cases. We have shown that in this case the advantage can be
maximal. Namely, without the extra information Bob can never do better than
guessing the basis, with it however, he can compute the value of the function
perfectly. This contrasts with the XOR function on strings of odd length, where
the optimal success probabilities of STAR and PI-STAR are both (1 + 1/+/2)/2
and the post-measurement information is completely useless for Bob. It would
be interesting to see, how large the gap between STAR and PI-STAR can be for
any function f : {0,1}" — {0,1}* where k > 2. We return to this question in
Chapter 6.4

It would also be nice to show a general lower bound for non-balanced functions
or a non-uniform prior. As the example for 3 bases showed, the uniform prior is
not necessarily the one that leads to the largest gap, and thus the prior can play
an important role. Another generalization would be to consider functions of the
form f : [d]" — [d]*.

We now turn our attention to uncertainty relations. These will play an impor-
tant role in locking in Chapter 5| In the problem of locking, we also distinguish
measurement with basis information, analogous to our PI,-STAR with ¢ = n,
and without corresponding to PI-STAR. So far, our objective has been to obtain
an accurate guess of a value, e.g. y = f(z). In Chapter , we are interested
in a slightly different problem: How can we maximize the classical mutual in-
formation? In particular, can we use mutually unbiased bases to obtain locking
effects?






Chapter 4

Uncertainty relations

Uncertainty relations lie at the very core of quantum mechanics. Intuitively,
they quantify how much we can learn about different properties of a quantum
system simultaneously. Some properties lead to very strong uncertainty relations:
if we decide to learn one, we remain entirely ignorant about the others. But
what characterizes such properties? In this chapter, we first investigate whether
choosing our measurements to be mutually unbiased bases allows us to obtain
strong uncertainty relations. Sadly, it turns out that mutual unbiasedness is not
sufficient. Instead, we need to consider anti-commuting measurements.

4.1 Introduction

Heisenberg first realized that quantum mechanics leads to uncertainty relations
for conjugate observables such as position and momentum [Hei27]. Uncertainty
relations are probably best known in the form given by Robertson [Rob29], who
extended Heisenberg’s result to any two observables A and B. Robertson’s re-
lation states that if we prepare many copies of the state |¢)), and measure each
copy individually using either A or B, we have

AAAB = 5 |(w|[A BlJv)

where AX = \/(¥|X2Y) — (| X[)? for X € {A, B} is the standard deviation
resulting from measuring [¢)) with observable X. Recall from Chapter [2| that
classically we always have [A, B] = 0, and there is no such limiting lower bound.
Hence, uncertainty relations are another characteristic that sets apart quantum
theory. The consequences are rather striking: even if we had a perfect measure-
ment apparatus, we are nevertheless limited!

Entropic uncertainty relations are an alternative way to state Heisenberg’s un-
certainty principle. They are frequently a more useful characterization, because
the “uncertainty” is lower bounded by a quantity that does not depend on the

75
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state to be measured [Deu83| [Kra87]. Recently, entropic uncertainty relations
have gained importance in the context of quantum cryptography in the bounded
storage model, where proving the security of such protocols ultimately reduces to
establishing such relations [DFR07|. Proving new entropic uncertainty relations
could thus give rise to new protocols. Intuitively, it is clear that uncertainty re-
lations have a significant impact on what kind of protocols we can obtain in the
quantum settings. Recall the cryptographic task of oblivious transfer from Chap-
ter [Ip the receiver should be able to extract information about one particular
property of a system, but should learn as little as possible about all other prop-
erties. It is clear that, without placing any additional restrictions on the receiver,
uncertainty relations intuitively quantify how well we are able to implement such
a primitive.

Entropic uncertainty relations were first introduced by Bialynicki-Birula and
Mycielski [BBMT75]. For our purposes, we will be interested in uncertainty re-
lations in the form put forward by Deutsch [Deu83|. Following a conjecture by
Kraus [Kra87], Maassen and Uffink [MUSS8] have shown that if we measure the
state |¢) with observables A and B determined by the bases A = {|a1), ..., |aq)}
and B = {|b1),...,|bs)} respectively, we have

5 (H(AI[9)) + H(B|[v)) > ~log (A, B),

where ¢( A, B) = max {|{a|b)] | |a) € A, |b) € B}, and

d

H(X|[¢)) = = > [(z;)]* log | (¥]x:)]*

i=1

is the Shannon entropy [Shad8] arising from measuring the state |¢)) in the basis
X ={|z1),...,|zqa)}. In fact, Maassen and Uffink provide a more general state-
ment which also leads to uncertainty relations for higher order Rényi entropies.
Such relations have also been shown by Bialynicki-Birula [BB06] for special sets
of observables. Note that the above relation achieves our initial goal: the lower
bound no longer depends on the state [¢)), but only on A and B itself. What is
the strongest possible relation we could obtain? That is, which choices of A and
B maximize —logc(A,B)? It is not hard to see that choosing A and B to be
mutually unbiased (see Section provides us with a lower bound of (logd)/2
which is the strongest possible uncertainty relation: If we have no entropy for one
of the bases, then the entropy for the other bases must be maximal. For example,
in case of a one qubit system of d = 2 choosing A = {|0),|1)} and B = {|+),]|—)}
to be the computational and the Hadamard basis respectively, we obtain a lower
bound of 1/2.

Can we derive a similar relation for measurements using three or more ob-
servables? Surprisingly, very little is known for a larger number of measurement
settings [Aza04]. Sanchez-Ruiz [San93) [SRI5] (using results of Larsen [Lar90])
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has shown that for measurements using all d 4 1 mutually unbiased bases, we can
obtain strong uncertainty relations. Here, we provide an elementary proof of his
result in dimension d = 2". Given the fact that mutually unbiased bases seem
to be a good choice if we use only two or d + 1 measurement settings, it may be
tempting to conclude that choosing our measurements to be mutually unbiased
always gives us good uncertainty relations for which the lower bound is as large as
possible. Numerical results for MUBs in prime dimensions up to 29 indicate that
MUBSs may indeed be a good choice [DHL"04]. However, we show that merely be-
ing mutually unbiased is not sufficient to obtain strong uncertainty relations. To
this end, we prove tight entropic uncertainty relations for measurements in a large
number of mutually unbiased bases (MUBs) in square dimensions. In particular,
we consider any MUBs derived from mutually orthogonal Latin squares [WB05],
and any set of MUBs obtained from the set of unitaries of the form {U ® U*},
where {U} gives rise to a set of MUBs in dimension s when applied to the basis
elements of the computational basis. For any s, there are at most s 4+ 1 such
MUBSs in a Hilbert space of dimension d = s*: recall from Section [2.4] that we can
have at most s + 1 MUBs in a space of dimension s. Let B be the set of MUBs
coming from one of these two constructions. We prove that for any subset T C B
of these bases we have
: |T]
rﬂ/};lZH(BIW) log d.

2
BeT

Our result shows that one needs to be careful to think of “maximally in-
compatible” measurements as being necessarily mutually unbiased. When we
take entropic uncertainty relations as our measure of “incompatibility”, mutually
unbiased measurements are not always the most incompatible when considering
more than two observables. In particular, it has been shown [HLSWO04|] that
if we choose approximately (logd)* bases uniformly at random, then with high
probability minyy (1/|T|) > ger H (B|[)) > logd —3. This means that there exist
(log d)* bases for which this sum of entropies is very large, i.e., measurements in
such bases are very incompatible. However, we show that when d is large, there
exist v/d mutually unbiased bases that are much less incompatible according to
this measure. When considering entropic uncertainty relations as a measure of
“incompatibility”, we must therefore look for different properties for the bases to
define incompatible measurements.

Luckily, we are able to obtain maximally strong uncertainty relations for two-
outcome measurements for anti-commuting observables. In particular, we obtain

for Fl, c. ,FK with {FZ,FJ} = ( that

p

1 & 1
in — HI|p)=1— —
mijzl (3|P) K

where H(T'jlp) = =3 yc0.0y Tr(T)p) log Tr(T%p) and T9, T’} are projectors onto
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the positive and negative eigenspace of I'; respectively. Thus, if we have zero
entropy for one of the terms, we must have maximal entropy for all others. For
the collision entropy we obtain something slightly suboptimal

K
1 loge
i —E Hy(T ~]1— ——
mf}nKj:1 2( J?p) K

for large K, where Hy(I'j|p) = —1og coy Tr(I’?-p)Q. Especially our second
uncertainty relation is of interest for cryptographic applications.

4.2 Limitations of mutually unbiased bases

We first prove tight entropic uncertainty for measurements in MUBs in square
dimensions. We need the result of Maassen and Uffink [MUSS| mentioned above:

4.2.1. THEOREM (MAASSEN AND UFFINK). Let By and By be two orthonormal
basis in a Hilbert space of dimension d. Then for all pure states [1))

S (HB) + HB 1) > ~log c(By, By).

where ¢(By, By) = max {|(b1]b2)]| | |b1) € Bu, |b2) € By}.

The case when By and By are MUBs is of special interest for us. More generally,
when one has a set of MUBs a trivial application of Theorem leads to the
following corollary also noted in [Aza04].

4.2.2. COROLLARY. Let B = {By,...,B,,} be a set of MUBs in a Hilbert space
of dimension d. Then

1 & log d
S HB) = 55

t=1

Proof. Using Theorem [4.2.1] one gets that for any pair of MUBs B, and By
with t # t/
1 log d

§[H(Bt|¢)+H(Bﬂ|¢)]Z 5

Adding up the resulting equation for all pairs t # ¢ we get the desired result. O

We now show that this bound can in fact be tight for a large set of MUBs.
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4.2.1 MUBs in square dimensions

Corollary gives a lower bound on the average of the entropies of a set of
MUBs. But how good is this bound? We show that the bound is indeed tight
when we consider product MUBs in a Hilbert space of square dimension.

4.2.3. THEOREM. Let B = {By,..., B} with m > 2 be a set of MUBs in a
Hilbert space H of dimension s. Let U; be the unitary operator that transforms
the computational basis to B;. Then' V ={Vy,..., V. }, where

Ve ={U|k) @ U|l) | k.1 € [s]},
1s a set of MUBs in H ® H, and it holds that

where d = dim(H @ H) = s>

Proof. It is easy to check that V is indeed a set of MUBs. Our proof works by
constructing a state |¢)) that achieves the bound in Corollary 4.2.2 It is easy to
see that the maximally entangled state

) = %;\km,

satisfies U @ U*|¢) = [¢) for any U € U(d). Indeed,

S

WU @ U) = — S HUIHU
= 3 HU TR

k=1

1
= ~“ThUU" =1.
s
Therefore, for any ¢t € [m] we have that

HWIW) = =) [KIU @ Uy [9)* log [(k1U, @ Uy [¢)]?
kl

= =) I(kL) P log [(kl)|*

log d
5

Taking the average of the previous equation over all ¢ we obtain the result. O

= logs =
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4.2.2 MUBs based on Latin squares

We now consider mutually unbiased bases based on Latin squares [WBO05] as
described in Section [2.4.1, Our proof again follows by providing a state that
achieves the bound in Corollary [4.2.2] which turns out to have a very simple
form.

4.2.4. LEMMA. Let B = {By,...,B,,} with m > 2 be any set of MUBs in a
Hilbert space of dimension d = s* constructed on the basis of Latin squares. Then

_ logd
-

Proof. Consider the state [¢/) = |1,1) and fix a basis B, = {|v} ;)|i,j € [s]} € B
coming from a Latin square. It is easy to see that there exists exactly one j € [s]
such that (v ;|1,1) = 1/y/s. Namely this will be the j € [s] at position (1,1) in
the Latin square. Fix this j. For any other £ € [s],£ # j, we have (v{ ,[1,1) = 0.
But this means that there exist exactly s vectors in B such that [(vf ;|1,1)[* = 1/s,
namely exactly the s vectors derived from [v] ;) via the Hadamard matrix. The
same argument holds for any such basis B € T. We get

DOHBILL)) = Y vl 1) log (v 11, 1)

BeT BeT i,j€]s]
= ]"I[“|31 log !
s
— T log d
The result then follows directly from Corollary 1.2.2 O

4.2.3 Using a full set of MUBs

We now provide an alternative proof of an entropic uncertainty relation for a full
set of mutually unbiased bases. This has previously been proved in [San93| [SR95].
We already provided an alternative proof using the fact that the set of all mutually
unbiased bases forms a 2-design [BW07]. Here, we provide a new alternative
proof for dimension d = 2™ which has the advantage that it neither requires the
introduction of 2-designs, nor the results of [Lar90] that were used in the previous
proof by Sanchez-Ruiz [San93, [SRO5]. Instead, our proof is extremely simple:
After choosing a convenient parametrization of quantum states, the statement
follows immediately using only elementary Fourier analysis.

For the parametrization, we first introduce a basis for the space of 2" x 2"
matrices with the help of mutually unbiased bases. Recall from Section that
in dimension 2", we can find exactly 2" + 1 MUBs.
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4.2.5. LEMMA. Consider the Hermitian matrices
Si= > (=1,
ze{0,1}"

forbeld+1], j€[d—1] and for all z,2" € {0,1}" and b # b’ € [d + 1] we have
[(wp|},)|* = 1/d. Then the set {I}U{S] | b€ [d+1],j € [d—1]} forms a basis for
the space of d x d matrices, where for all j and b, S} is traceless and (S})? = 1.

Proof. First, note that we have (d+1)(d — 1) + 1 = d* matrices. We now show
that they are all orthogonal. Note that

Te(S)) = > (1" =0,

ze{0,1}7

since j # 0, and hence S is traceless. Hence Tr(IS7) = 0. Furthermore,

Tr(S{Sy) = > (=1 (=) [aolag) . (4.1)
z,2'€{0,1}"
For b # ¥/, Eq. (4.1) gives us Tr(S{S%) = (1/d) (X, (1)) (3, (~1)"*") = 0,
since j, 7’ ;é 0. For b =V, but j # j', we get Tr(S]Sg,) S (1)U =
since j @ j' # 0.
. i\ 2 ] " / /
Finally, (S5)" = 32, (= 1) *(=1)"* |wp) (x| |2}) (x| = L. O

Since {I, Sg} form a basis for the d x d matrices, we can thus express the state
p of a d-dimensional system as

1 o
=l 2% as).
beld+1] je[d—1]

for some coefficients SZ € R. It is now easy to see that

4.2.6. LEMMA. Let p be a pure state parametrized as above. Then

Y (s)yP=d-1

beld+1] je[d—1]

Proof. 1If p is a pure state, we have Tr(p?) = 1. Hence

Tr(p?) = —2 ) + Z Z

be[d+1] je[d—1]

(H;?sif):

ISHNE
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from which the claim follows. O

Suppose now that we are given a set of d + 1 MUBs By,..., By with B, =
{lzp) | € {0,1}"}. Then the following simple observation lies at the core of our
proof:

4.2.7. LEMMA. Let |zp) be the x-th basis vector of the b-th MUB. Then for any
state p

1 . .
Te(anl) = 5 [ 1+ 3 (175
Proof. We have

Tr(|xp) (x| p) = (Tr () (xp]) +Zsb,Tr (S} |x3) xb|)>

Suppose b # . Then Tr(Sg,|Ib>(xb|) = (1/d)>,(=1)7* = 0, since j # 0.
Suppose b = V. Then Tr(S)|z) (zp|) = S (=1)7 [{xp|z}) > = (—=1)7*, from
which the claim follows. O

We are now ready to prove an entropic uncertainty relation for N mutually
unbiased bases.

4.2.8. THEOREM. Let & = {By,...,Bn} be a set of mutually unbiased bases.
Then

1 N+d-1
~ Z Hy(By, |V)) = —log —aN
be[N]

Proof.  First, note that we can define functions f,(j) = s for j € [d — 1]
and f,(0) = s = 1. Then fy(z) = (1/\/3)(Zj€{0 4-13(—1)7"s}) is the Fourier

-----

transform of fb and (1/V/d) fy(x) = Tr(]xb)<xb|p) by Lemma [4.2.7, Thus

- ZHQ B, |0)) = —— Zlog > K0!

be[N be[N z€{0,1}"

—log d_N Zb: Z fol()?
= oy gy 1+ 260

1
—log—(N+d—-1

where the first inequality follows from Jensen’s inequality and the concavity of

log. The next equality follows from Parseval’s equality, and the last follows from
the fact that |¥) is a pure state and Lemma [4.2.6] O
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4.2.9. COROLLARY. Let § = {By,..., By} be a set of mutually unbiased bases.

Then . Noado1
_ E H(B > — _—
N (By[[¥)) = —log dN

be[N]
In particular, for a full set of N =d+1 MUBs we have (1/N) >, H(By||¥)) >
log((d+1)/2).

Proof. This follows immediately from Theorem and the fact that H(-) >
Hs (). O
It is interesting to note that this bound is the same that arises from inter-

polating between the results of Sanchez-Ruiz [San93|, [SR95] and Maassen and
Uffink [MUSS| as was done by Azarchs [Aza04].

4.3 Good uncertainty relations

As we saw, merely choosing our measurements to be mutually unbiased is not
sufficient to obtain good uncertainty relations. However, we now investigate mea-
surements using anti-commuting observables for which we do obtain maximally

strong uncertainty relations! In particular, we consider the matrices I'y, ..., 'y,
satisfying the anti-commutation relations
=TI, T7 =1 (4.2)

for all 7,5 € [2n]. Such operators I'y,..., 'y, form generators for the Clifford
algebra, which we explain in more detail in Appendix [C]

Intuitively, these operators have a property that is very similar to being mu-
tually unbiased: Recall from Appendix [C| that we can write for all j € [2n]

r;=0-T7j,

where F? and Fjl- are projectors onto the positive and negative eigenspace of I';
respectively. We also have that for all 7,5 € [2n] with i # j

1

Hence the positive and negative eigenspaces of such operators are similarly mu-
tually unbiased as bases can be: from

Tr(IN0Y) = Tr(IT)),

we immediately see that if we would pick a vector lying in the positive or negative
eigenspace of I'; and perform a measurement with I';, the probability to obtain
outcome I'? or outcome I'} must be the same. Thus, one might intuitively hope
to obtain good uncertainty relations for measurements using such operators. We
now show that this is indeed the case.
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4.3.1 Preliminaries

Before we can turn to proving our uncertainty relations, we recall a few simple
observations from Appendix . The operators I'y, ..., 'y, have a unique (up to
unitary) representation in terms of the matrices

F2j*1 = 0-1;8(]71) ® o ® H®(n7.7)’
Ty; = 02070 @ g, @ 199,

for j =1,...,n. We now fix this representation. The product I'g :=i['1T'y---T'y,
is also called the pseudo-scalar. A particularly useful fact is that the collection
of operators

I
L (1<j<2n)
ijg = FijFZ (1 <7< k<t< 2n)

a0 = To

forms an orthogonal basis for the d x d complex matrices for d = 2", where in the
definition of the above operators we introduce a factor of i to all with an even
number of indices to make the whole set a basis for the Hermitian operators with
real valued coefficients. Hence we can write every state p € H as

J J<k

The real valued coefficients (g,...,¢g2,) in this expansion are called “vector”
components, the ones belonging to higher degree products of I'’s are “tensor” or
“k-vector” components.

Recall that we may think of the operators I'q,...,I's, as the basis vectors of
a 2n-dimensional real vector space. Essentially, we can then think of the positive
and negative eigenspace of such operators as the positive and negative direction
of the basis vectors. We can visualize the 2n basis vectors with the help of a 2n-
dimensional hypercube. Each basis vector determines two opposing faces of the
hypercubeﬂ where we can think of the two faces as corresponding to the positive
and negative eigenspace of each operator as illustrated in Figures and [4.2]

Finally, recall that within the Clifford algebra two vectors are orthogonal if
and only if they anti-commute. Hence, if we transform the generating set of I';

linearly,
L= Tl
J

I'Note that the face of an 2n-dimensional hypercube is a 2n — 1 dimensional hypercube itself.
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Figure 4.1: 2n = 2-cube

Figure 4.2: 2n = 4-cube

the set {I'],...,I'%,} satisfies the anti-commutation relations if and only if (7))«
is an orthogonal matrix. In that case there exists a matching unitary U(T") of H

which transforms the operator basis as
I, = U(T)T;U(T)".

We thus have an O(2n) symmetry of the generating set I'y,...,Iy,. Indeed,
this can be extended to a SO(2n + 1) symmetry by viewing I'y as an additional
"vector”: It is not difficult to see that I'y anti-commutes with I'y,...,T'5,. We
are thus free to remove one of these operators from the generating set and replace
it with I'y to obtain a new set of generators. Evidently, we may also view these
as basis vectors. This observation forms the basis of the following little lemma,
which allows us to prove our uncertainty relations:
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4.3.1. LEMMA. The linear map P taking p as in Eq. to

P(p) := é (H + Zng]) (4.4)

is positive. Le., if p is a state, then so is P(p), and in this case Z?Zo gjz. < 1.
Conversely, if Z?ZO g7 <1, then

2n
1

is positive semidefinite, hence a state.

Proof. First, we show that there exists a unitary U such that p/ = UpU' has
no pseudo-scalar I'y, and only one nonzero vector component, say at I';. Hence,
our goal is to find the transformation U that rotates g = Z?Zo g;L'; to the vector

b = VIT'y, where we let ( = Z?Zo g; = (91)°. Finding such a transformation
for only the first 2n generators can easily be achieved, as we saw in Appendix [C]|
The challenge is thus to include I'y. To this end we perform three individual
operations: First, we rotate ¢’ = ZJQZI g;T; onto the vector ' = V/¢'T; with
0= 2321 gJQ-. Second, we exchange I's and I'y. And finally we rotate the vector

g = V0T + gy onto the vector b = /(T;.

First, we rotate ¢’ = 23221 g;I'; onto the vector b’ = V0T': This is exactly
analogous to the transformation constructed in Appendix [C] Consider the vector
g = \/1?/9/ . We have g = |g|?T = T and thus the vector is of length 1. Let

m = g + I'1 denote the vector lying in the plane spanned by I'y and ¢ located

exactly halfway between I'y and §. Let 1 = ¢(§+T1) with ¢ = 1/4/2(1 + g1 /).
It is easy to verify that m? = I and hence the vector m has length 1. To rotate
the vector ¢’ onto the vector b, we now need to first reflect ¢’ around the plane
perpendicular to m, and then around the plane perpendicular to I'y. Hence, we
now define R = I'y/. Evidently, R is unitary since RR" = RTR = 1. First of all,
note that

Ry = Tyimg'

]' /
= CFl (\/?g +F1

/2
- ¢ (rlg— + rfg’)

VO

1
= /0 (I +—=¢
(1 ﬁ‘])
N

/

9
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Hence,
Rg'RY = VimmD, = VT, =V,
as desired. Using the geometry of the Clifford algebra, one can see that k-vectors

remain k-vectors when transformed with the rotation R (see Appendix . Simi-
larly, it is easy to see that Iy is untouched by the operation R

RTGR' =T\RR' =T,

since {I'g,I';} =0 for all j € {1,...,2n}. We can thus conclude that

1
RpR' = = (11+ VITy + goTo + ) gl + - ) :

d ,
i<k

for some coefficients g}k and similar for the terms involving higher products.

Second, we exchange I'; and I'g: To this end, recall that I'y, ..., I's,, Iy is also
a generating set for the Clifford algebra. Hence, we can now view [ itself as a
vector with respect to the new generators. To exchange I'y and I'y, we now simply
rotate [y onto I'y. Essentially, this corresponds to a rotation about 90 degrees in
the plane spanned by vectors I'y and I's. Consider the vector n = 'y +I's located
exactly halfway between both vectors. Let 7 = n/y/2 be the normalized vector.
Let R’ = I'sn. A small calculation analogous to the above shows that

RT\RT =T, and RT,RT = —T,.

We also have that I'y, I's, ..., 'y, are untouched by the operation: for j # 0 and
j # 2, we have that

RT;R" =Ty,
since {I'p,I';} = {I'3,';} = 0. How does R’ affect the k-vectors in terms of the
original generators I'y,..., 15,7 Using the anti-commutation relations and the

definition of I'y it is easy to convince yourself that all k-vectors are mapped to
K'-vectors with k' > 2 (except for I'y itself). Hence, the coefficient of I'y remains
untouched. We can thus conclude that

/ 1

R'RpR'RT = y (]1 + V0T, + gl + Z gL+ .. ) ,
i<k

for some coefficients g7 and so on.

Finally, we now rotate the vector ¢” = v/¢'T; + go's onto the vector b. Note
that (¢")2 = (0 4+ g3)I = (1. Let §" = ¢"/v/{ be the normalized vector. Our
rotation is derived exactly analogous to the first step: Let kK = ¢” + I'y, and let
k= k/\/Q(l +V0 /). Let R” = T'yk. A simple calculation analogous to the
above shows that

R"¢"R"t = VT,
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as desired. Again, we have R'I',R"l =T}, for k # 1 and k # 2. Furthermore,
k-vectors remain k-vectors under the actions of R” [DL03]. Summarizing, we
obtain

! 11 1
R'R'RpR'RTR"t = ; (]1 + VI +> g+ . ) ,
i<k
n

for some coefficients ¢7; and so on. Thus, we can take U = R"R'R to arrive at a
new, simpler looking, state

P =UpUT

_ é <11+g;r1 +Zg;’,grjk+...+oro) ,
j<k
for some gjj, etc.

Similarly, there exist of course orthogonal transformations F} that take I';, to
(—1)%*T}. Such transformations flip the sign of a chosen Clifford generator. In
a similar way to the above, it is easy to see that Fj; = I'oI'; fulfills this task: we
rotate I'; by 90 degrees in the plane given by I'y and I'; as in the example we
examined in Appendix [C] Now, consider

= (o)
for 7 > 1. Clearly, if p’ was a state, p” is a state as well. Note that we no longer
have terms involving I'; in the basis expansion: Note that if we flip the sign of
precisely those terms that have an index j (i.e., they have a factor I'; in the
definition of the operator basis), and then the coefficients cancel with those of p'.

We now iterate this map through j = 2,3,...,2n, and we are left with a final
state p of the form

1
pZE(HngiFl)-

By applying UT = (R"R'R)'" from above, we now transform p to UTpU = P(p),
which is the first part of the lemma.
Looking at p once more, we see that it can be positive semidefinite only if
g; <1, ie., Z?Zo g7 < 1. Evidently, Tr(p) = 1 and hence / is a state.
Conversely, if Z?ZO g]? < 1, then the (Hermitian) operator A = > ; 9;1; has

the property
A? = Zgjgkrjrk = Z gil <T,
Jk J

ie. —]IgAg]I,soa:%l(]I—l—A)zO. O



4.83. Good uncertainty relations 89

4.3.2 A meta-uncertainty relation

We now first use the above tools to prove a “meta’-uncertainty relation, from
which we will then derive two new entropic uncertainty relations. Evidently, we
have immediately from the above that

4.3.2. LEMMA. Let p € ' H with dim'H = 2" be a quantum state, and consider
K <2n +1 anti-commuting observables I';. Then,

K-1 2n
3 (1) < 3 (TH(r)? zgjgl
Jj=0 J=0

Our result is essentially a generalization of the Bloch sphere picture to higher
dimensions: For n = 1 (d = 2) the state is parametrized by p = $(I+ ¢:T'y +
g2l's + gol'y) where I'y = X 'y = Z and [y = Y are the familiar Pauli matrices.
Lemma tells us that g2 + g2 + g3 < 1, i.e., the state must lie inside the Bloch
sphere (see Figure . Our result may be of independent interest, since it is
often hard to find conditions on the coefficients ¢, gs, . .. such that p is a state.

Notice that the g; = Tr(pl';) are directly interpreted as the expectations of
the observables I';. Indeed, g; is precisely the bias of the +1-variable I';:

L+ g

5
Hence, we can interpret Lemma [4.3.2] as a form of uncertainty relation between
the observables I';: if one or more of the observables have a large bias (i.e., they
are more precisely defined), this limits the bias of the other observables (i.e., they
are closer to uniformly distributed).

Pr[l'; = 1|p] =

4.3.3 Entropic uncertainty relations

It turns out that Lemma has strong consequences for the Rényi and von
Neumann entropic averages

1K 1
?Z Ol(Fj|p)a
0

where H,(I';|p) is the Rényi entropy at a of the probability distribution arising
from measuring the state p with observable I';. The minima over all states p of
such expressions can be interpreted as giving entropic uncertainty relations, as we
shall now do for a = 2 (the collision entropy) and a = 1 (the Shannon entropy).

4.3.3. THEOREM. Let dimH = 2", and consider K < 2n + 1 anti-commuting
observables as defined in Fq. . Then,

1= 1 loge
mmEZHQ(F]-\p):l—log(l—l—?) ~1l—-— P

p
Jj=0



90 Chapter 4. Uncertainty relations

where Hy(T'j[p) = —1og e oy Tr(I%p)?, and the minimization is taken over all
states p. The latter holds asymptotically for large K.

Proof. Using the fact that 'y = (I+ (—1)’T;)/2 we can first rewrite

= 1K1 1
E;H (Lyilp) = logb 1+Tr(pF))]

J=0

K-
—log Z 1+ g )

>1-1 1—|——1
—lo
- & K)’

where the first inequality follows from Jensen’s inequality and the concavity of
the log, and the second from Lemma [£.3.2] Clearly, the minimum is attained if

all g; = Tr(pl';) = \/; . It follows from Lemma 4.3.1|that our inequality is tight.

Via the Taylor expansion of log (1 + %) we obtain the asymptotic result for large
K. O

For the Shannon entropy (o = 1) we obtain something even nicer:

4.3.4. THEOREM. Let dim’H = 2", and consider K < 2n + 1 anti-commuting
observables as defined in Fq. . Then,

1 = 1
i e S AT =1~
where H(T'jlp) = =3 cron Tr(I%p) log Tr(Thp), and the minimization is taken

over all states p.

Proof. To see this, note that by rewriting our objective as above, we observe
that we need to minimize the expression

(15

subject to Y- .t; < 1 and t; > 0, via the identification t; = (Tr(pl;))*. An

==
LM

elementary calculation shows that the function f(t) = H <#> is concave in

t €[0,1]:
1

4In2./i

f(t) = (ln(l — V1) —In(1+ V1)),
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and so

1 1 1 t 2Vt
iy = L (Ve 2V

81In 2 ¢3/2 1=t 1—t
Since we are only interested in the sign of the second derivative, we ignore the
(positive) factors in front of the bracket, and are done if we can show that

14+t 2Vt
1—+vt 11—t

1 1
zln(1+\/g)+1+\/% -

is non-positive for 0 < ¢t < 1. Substituting s = 1 — \/f, which is also between 0
and 1, we rewrite this as

g(t) :=1In

—In(1 - V1)

1
2—3s’

1
h(s):—lns—g—i—ln(Z—s)—i—

which has derivative

He) =9 (5= g ).

and this is clearly positive for 0 < s < 1. In other words, h increases from its
value at s = 0 (where it is h(0) = —o0) to its value at s = 1 (where it is h(1) = 0),
so indeed h(s) < 0 for all 0 < s < 1. Consequently, also f”(t) <0 for 0 <t < 1.

Hence, by Jensen’s inequality, the minimum is attained with one of the ¢;
being 1 and the others 0, giving just the lower bound of 1 — % O

We have shown that anti-commuting Clifford observables obey the strongest
possible uncertainty relation for the von Neumann entropy. It is interesting that
in the process of the proof, however, we have found three uncertainty type in-
equalities (the sum of squares bound, the bound on Hj, and finally the bound
on Hi), and all three have a different structure of attaining the limit. The sum
of squares bound can be achieved in every direction (meaning for every tuple
satisfying the bound we get one attaining it by multiplying all components by
some appropriate factor), the Hy expression requires all components to be equal,
while the H; expression demands exactly the opposite.

4.4 Conclusion

We showed that merely choosing our measurements to be mutually unbiased does
not lead to strong uncertainty relations. However, we were able to identify an-
other property which does lead to optimal entropic uncertainty relations for two
outcome measurements! Anti-commuting Clifford observables obey the strongest
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possible uncertainty relation for the von Neumann entropy: if we have no uncer-
tainty for one of the measurements, we have maximum uncertainty for all others.
We also obtain a slightly suboptimal uncertainty relation for the collision en-
tropy which is strong enough for all cryptographic purposes. Indeed, one could
use our entropic uncertainty relation in the bounded quantum storage setting to
construct, for example, 1-K oblivious transfer protocols analogous to [DFR*07].
Here, instead of encoding a single bit into either the computational or Hadamard
basis, which gives us a 1-2 OT, we now encode a single bit into the positive or neg-
ative eigenspace of each of these K operators. It is clear from the representation
of such operators discussed earlier, that such an encoding can be done experimen-
tally as easily as encoding a single bit into three mutually unbiased basis given
by o, 0y, 0. Indeed, our construction can be seen as a direct extension of such
an encoding: we obtain the uncertainty relation for the three MUBs previously
proved by Sanchez [San93, [SR95] as a special case of our analysis for K = 3. It
is perhaps interesting to note that the same operators also play a prominent role
in the setting of non-local games as discussed in Chapter [6.3.2

Sadly, strong uncertainty relations for measurements with more than two out-
comes remain inaccessible to us. It has been shown [Feh07] that uncertainty
relations for more outcomes can be obtained via a coding argument from un-
certainty relations as we construct them here. Yet, these are far from optimal.
A natural choice would be to consider the generators of a generalized Clifford
algebra, yet such an algebra does not have such nice symmetry properties which
enabled us to implement operations on the vector components above. It remains
an exciting open question whether such operators form a good generalization, or
whether we must continue our search for new properties.



Chapter 5

Locking classical information

Locking classical correlations in quantum states [DHL™04] is an exciting feature
of quantum information, intricately related to entropic uncertainty relations. In
this chapter, we will investigate whether good locking effects can be obtained
using mutually unbiased bases.

5.1 Introduction

Consider a two-party protocol with one or more rounds of communication. Intu-
itively, one would expect that in each round the amount of correlation between
the two parties cannot increase by much more than the amount of data transmit-
ted. For example, transmitting 2¢ classical bits or ¢ qubits (and using superdense
coding) should not increase the amount of correlation by more than 2¢ bits, no
matter what the initial state of the two-party system was. This intuition is accu-
rate when we take the classical mutual information Z. as our correlation measure,
and require all communication to be classical. However, when quantum com-
munication was possible at some point during the protocol, everything changes:
there exist two-party mixed quantum states, such that transmitting just a single
extra bit of classical communication can result in an arbitrarily large increase
in Z. [DHL704]. The magnitude of this increase thereby only depends on the
dimension of the initial mixed state. Since then similar locking effects have been
observed, also for other correlation measures [CWO05b, [HHHOO5]. Such effects
play a role in very different scenarios: they have been used to explain physical
phenomena related to black holes [SO06], but they are also important in crypto-
graphic applications such as quantum key distribution [KRBMO07| and quantum
bit string commitment that we will encounter in Chapter [[0] We are thus inter-
ested in determining how exactly we can obtain locking effects, and how dramatic
they can be.

93
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5.1.1 A locking protocol

The correlation measure considered here, is the classical mutual information of a
bipartite quantum state p4p, which is the maximum classical mutual information
that can be obtained by local measurements M4 @ Mp on the state pap (see
Chapter :

Z.(pap) = max Z(A,B). (5.1)

Ma®Mp

Recall from Chapter [2[ that the mutual information is defined as Z(A, B) =
H(Pa)+ H(Pp)— H(Pap) where H is the Shannon entropy. P4, Pg, and Psp are
the probability distributions corresponding to the individual and joint outcomes
of measuring the state psp with M4 ® Mpg. The mutual information between A
and B is a measure of the information that B contains about A. This measure
of correlation is of particular relevance for quantum bit string commitments in
Chapter [10] Furthermore, the first locking effect was observed for this quan-
tity in the following protocol between two parties: Alice (A) and Bob (B). Let
B = {Bi,...,B,} with B, = {|b}),...,|b})} be a set of m MUBs in C¢. Alice
picks an element k € {1,...,d} and a basis B; € B uniformly at random. She
then sends |bL) to Bob, while keeping ¢ secret. Such a protocol gives rise to the
joint state

1 d m
pap = @ZZ [B) (k| @ [£){t])a @ (1bk) (k1) -
k=1 t=1

Clearly, if Alice told her basis choice ¢t to Bob, he could measure in the right
basis and obtain the correct k. Alice and Bob would then share logd + logm
bits of correlation, which is also their mutual information Z.(cap), where o4p
is the state obtained from psp after the announcement of ¢. But, how large is
Z.(pag), when Alice does not announce ¢ to Bob? It was shown [DHL™04] that
in dimension d = 2", using the two MUBs given by the unitaries U, = I®" and
Uy, = H®" applied to the computational basis we have Z.(pap) = (1/2)logd
(see Figure where |z,) = Uplz)). This means that the single bit of basis
information Alice transmits to Bob “unlocks” (1/2)logd bits: without this bit,
the mutual information is (1/2)logd, but with this bit it is logd + 1. To get a
good locking protocol, we want to use only a small number of bases, i.e., m should
be as small as possible, while at the same time forcing Z.(pap) to be as low as
possible. That is, we want logm/(logd — Z.(pag)) to be small.

It is also known that if Alice and Bob randomly choose a large set of unitaries
from the Haar measure to construct B, then Z.(pap) can be brought down to a
small constant [HLSW04]. However, no explicit constructions with more than two
bases are known that give good locking effects. Based on numerical studies for
spaces of prime dimension 3 < d < 30, one might hope that adding a third MUB
would strengthen the locking effect and give Z.(pap) =~ (1/3) logd [DHLT04].

Here, however, we show that this intuition fails us. We prove that for three
MUBs given by I®", H®" and K®" where K = (I + io,)/v/2 and dimension
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L: €haen = 4 5,005 b {4+ 0]
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Figure 5.1: A locking protocol for 2 bases.

d = 2" for some even integer n, we have

1
Z.(pag) = élogd, (5.2)

the same locking effect as with two MUBs. We also show that for any subset of
the MUBs based on Latin squares and the MUBs in square dimensions based on
generalized Pauli matrices [BBRV02], we again obtain Eq. , i.e., using two
or all vd of them makes no difference at alll Finally, we show that for any set
of MUBs B based on generalized Pauli matrices in any dimension, Z.(pag) =
log d — min,g) (1/B]) Y pep H(B||9)), i.e., it is enough to determine a bound on
the entropic uncertainty relation to determine the strength of the locking effect.
Although bounds for general MUBs still elude us, our results show that merely
choosing the bases to be mutually unbiased is not sufficient and we must look
elsewhere to find bases which provide good locking.

5.1.2 Locking and uncertainty relations

We first explain the connection between locking and entropic uncertainty rela-
tions. In particular, we will see that for MUBs based on generalized Pauli ma-
trices, we only need to look at such uncertainty relations to determine the exact
strength of the locking effect.

In order to determine how large the locking effect is for some set of mutually
unbiased bases B, and the shared state

Bl 4

pan =3 3 puaIk) (k] @ 1) (t]).a © (155 (), (5.3)

t=1 k=1

we must find the value of Z.(pap) or at least a good upper bound. That is,
we must find a POVM M, ® Mg that maximizes Eq. (5.1). Here, {p:x} is a
probability distribution over B x [d]. It has been shown in [DHLT04| that we can
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restrict ourselves to taking M, to be the local measurement determined by the
projectors {|k)(k| ® [t)(t|}. It is also known that we can limit ourselves to take
the measurement Mp consisting of rank one elements {«;|®;)(®;|} only [Dav7§],
where o; > 0 and |®;) is normalized. Maximizing over Mp then corresponds to
maximizing Bob’s accessible information as defined in Chapter [2| for the ensemble

€ = {prs, bR (bLI}

Iacc(g) =
Pr,t{Pi| it | Pi) (5.4)
max | — Pt log Dit+ pk7tai<®i\pk7t\®i) log — d ’
e ( kZ Zkz (®,]u|®:)

where p1 =3, Priprs and pyy = |b8) (bt |. Therefore, we have Z.(pap) = Zuee(E).
As we saw in Chapter 2] maximizing the accessible information is often a very
hard task. Nevertheless, for our choice of MUBs, the problem will turn out to be
quite easy in the end.

5.2 Locking using mutually unbiased bases

5.2.1 An example

We now determine how well we can lock information using specific sets of mutually
unbiased bases. We first consider a very simple example with only three MUBs
that provides the intuition behind the remainder of our proof. The three MUBs
we consider now are generated by the unitaries I, H and K = (I+i0,)/v/2 when
applied to the computational basis. For this small example, we also investigate
the role of the prior over the bases and the encoded basis elements. It turns
out that this does not affect the strength of the locking effect positively, i.e., we
do not obtain a stronger locking affect using a non-uniform prior. Actually, it is
possible to show the same for encodings in many other bases. However, we do not
consider this case in full generality as to not obscure our main line of argument.

5.2.1. LEMMA. Let Uy = 19",Uy = H®", and U3 = K®", and take k € {0,1}"
where n is an even integer. Let {p;} with t € [3] be a probability distribution
over the set S = {Uy,Us, Us}. Suppose that py,pa,ps < 1/2 and let {p.x} with
pee = pi/d be the joint distribution over S x {0,1}". Consider the ensemble
€ = {p:d, Uil k) (k|U}, then

n

Iacc(g) — 5

If, on the other hand, there exists at € [3] such that p, > 1/2, then Z,..(E) > n/2.

Proof. We first give an explicit measurement strategy and then prove a match-
ing upper bound on Z,... Consider the Bell basis vectors [[oo) = (]00)+[11))/v/2,



5.2.  Locking using mutually unbiased bases 97

[Tor) = (00) —[11))/v2, [T10) = (|01) +[10))/v2, and [Tw1) = (|01) — [10))/v2.

Note that we can write for the computational basis

1

00) = E(|Foo>+|F01>),
1

01) = E(|F1o>+|Fu>),
1

[10) = E(|F10>—|F11>)7

1) = —=(|Te0) — ITor)).

&I

2

The crucial fact to note is that if we fix some ky, ko, then there exist exactly two
Bell basis vectors |[';,;,) such that [(I';,;,|k1, ko)|*> = 1/2. For the remaining two
basis vectors the inner product with |kq, ko) will be zero. A simple calculation
shows that we can express the two-qubit basis states of the other two mutually
unbiased bases analogously: for each two qubit basis state there are exactly two
Bell basis vectors such that the inner product is zero and for the other two the
inner product squared is 1/2.

We now take the measurement given by {|I;)(I;|} with |T;) = |Ty,) ®
... ® I, _,4,) for the binary expansion of i = iyis...7,. Fix a k = kika... k.
By the above argument, there exist exactly 2"/? strings ¢ € {0,1}" such that
|(T;|k)|? = 1/2™2. Putting everything together, Eq. (5.4) now gives us for any
prior distribution {p;} that

= D (ClpIT) log(TilITs) — 5 < Towel€). (5.5)

For our particular distribution we have p = I/d and thus

|3

S Iacc(g) .

We now prove a matching upper bound that shows that our measurement is
optimal. For our distribution, we can rewrite Eq. (5.4]) for the POVM given by
a.
log d — ®;|U k) |*1 ;U k) |?
0g +; y ;ptK |Uilk) " log (D] Uy |} )

{|®:)(®s]} to
<logd — Z % ZptH(BtHCDi») 5

for the bases B, = {Uy|k) | k € {0,1}"}.

Toee(€) = max

= Imnax
M
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It follows from Corollary that Vi € {0,1}" and p1,p2,p3 < 1/2

(1/2 = p1)[H(Bs[®:)) + H(Bs[®:))] +
(1/2 = p2) [H(B1][®:)) + H(Bs|[®:))] +
(1/2 = p3)[H(B1||®:)) + H (B||®:))] >n/2,
where we used the fact that p; + ps + p3 = 1. Reordering the terms we now

get Z;‘;l peH (B:]|®;)) > n/2. Putting things together and using the fact that
>, & = d, we obtain

Zacc (8) S

9

|3

from which the result follows.

If, on the other hand, there exists a ¢ € [3] such that p, > 1/2, then by
measuring in the basis B; we obtain Z,..(€) > p;n > n/2, since the entropy will
be 0 for basis B; and we have ), p, = 1. O

Above, we have only considered a non-uniform prior over the set of bases.
In Chapter [3, we observed that when we want to guess the XOR of a string of
length 2 encoded in one (unknown to us) of these three bases, the uniform prior
on the strings is not the one that gives the smallest probability of success. This
might lead one to think that a similar phenomenon could be observed in the
present setting, i.e., that one might obtain better locking with three basis for a
non-uniform prior on the strings. In what follows, however, we show that this is
not the case.

Let p, = >, pk be the marginal distribution on the basis, then the difference
in Bob’s knowledge between receiving only the quantum state and receiving the
quantum state and the basis information, where we will ignore the basis infor-
mation itself, is given by

A(sz,t) = H(pk,t) — Zaee(E) — H(py),

Consider the post-measurement state v = Y (I';|u|I;)|T;)(I;|. Using Eq. (5.5
we obtain

A(prt) < H(prt) — S(v) +n/2 — H(p), (5.6)
where S is the von Neumann entropy. Consider the state

d 3
pr2 =33 prallt)(ths © (UlR) (RIT))e,

k=1 t=1

for which we have that
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Using Eq. (5.6)) and the previous equation we get

A(pk,t) S n/2a

for any prior distribution. This bound is saturated by the uniform prior and
therefore we conclude that the uniform prior results in the largest gap possible.

5.2.2 MUBs from generalized Pauli matrices

We now consider MUBs based on the generalized Pauli matrices X; and Z; as
described in Chapter We consider a uniform prior over the elements of
each basis and the set of bases. Choosing a non-uniform prior does not lead to a
better locking effect.

5.2.2. LEMMA. Let B = {By,...,B,,} be any set of MUBs constructed on the
basis of generalized Pauli matrices in a Hilbert space of prime power dimension
d =p". Consider the ensemble & = {5, |b})(bL|}. Then

1 .
Zoce(€) = logd — - min > H(B[W)).

B.eB

Proof. We can rewrite Eq. (5.4 for a POVM Mp of the form {o;|®;)(®;|} as

_ i £\2 £\ 2
Tel€) = max (1ogd+;dm;|<<bi|bk>| log | (®]55) )

Q;
= rg‘lgx (logd - Z a ;ptH(Bth)i») :

For convenience, we split up the index ¢ into ¢ = a,b with a = a4,...,ay and
b=by,...,by, where as, b, € {0,...,p — 1} in the following.

We first show that applying generalized Pauli matrices to the basis vectors of
a MUB merely permutes those vectors.

1. CLAM. Let By = {|b}), ..., |b)} be a basis based on generalized Pauli matrices
(Chapter with d = p™. ThenVa,b € {0,...,p— 1}V ,Vk € [d] we have that
3k € [d], such that |bt,) = X3 Z5 @ ... @ X3NZ0N|0L).

Proof.  Let 7 for i € {0,1,2,3} denote the generalized Pauli’s 70 = I,
7} = X,, T} = Z,, and T} = XPZP. Note that X}Z" = w*Z'X}", where
w = e™/P. Furthermore, define 7, = [®(-1 g 7] @ IN"* to be the Pauli
operator 7 applied to the z-th qupit. Recall from Section that there exist
sets of Pauli operators C; such that the basis B; is the unique simultaneous

eigenbasis of the set of operators in Cj, i.e., for all k € [d] and f,g € [N],
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0%,) € B; and ¢}, € G, we have ¢ [bj) = A} ;,[b}) for some value A} ;. Note
that any vector |v) that satisfies this equation is proportional to a vector in B;.
To prove that any application of one of the generalized Paulis merely permutes
the vectors in B, is therefore equivalent to proving that ’Z;Z’(x) b)) are eigenvectors
of ¢}, for any f,g € [k] and 7 € {1,3}. This can be seen as follows: Note that

Y 2\ IV )
01}79 - ®1]1V:1 (7;1’( )> (7;73’( )) for f = (f17"‘7fN) andg: (gla'”?gN) with
fn.gy €40,...,p— 1} [BBRV02]. A calculation then shows that

STy N0k = Tr, g0 Mg Ty 010G,

where 74, 5. i = w9 for i = 1 and 74, ,,; = w /= for i = 3. Thus ’];,i’(x)\bff) is an
eigenvector of c’}7 g forall £, f, g and ¢, which proves our claim. O

Suppose we are given [¢) that minimizes ) 5 .o H(Bi|[))). We can then
construct a full POVM with d? elements by taking {[®u) (P} with [®g) =
(X178 @ ... @ X9V ZN) ). However, it follows from our claim above that
Va,b, k, k' such that [(®.,[0%)[> = [([b%)]?, and thus H(B|[v))) = H(B||Puws))
from which the result follows. O

Determining the strength of the locking effects for such MUBs is thus equiv-
alent to proving bounds on entropic uncertainty relations. We thus obtain as
a corollary of Theorem [4.2.3] and Lemma [5.2.2] that, for dimensions which are
the square of a prime power (i.e. d = p*V), using any product MUBs based on
generalized Paulis does not give us any better locking than just using 2 MUBs.

5.2.3. COROLLARY. Let S = {S1,...,Sn} with m > 2 be any set of MUBs
constructed on the basis of generalized Pauli matrices in a Hilbert space of prime
(power) dimension s = p~. Define Uy as the unitary that transforms the computa-
tional basis into the t-th MUB, i.e., S = {U|1), ..., Usls)}. LetB ={By,..., By}
be the set of product MUBs with By = {U; @ U;|1),...,U; @ Uf|d)} in dimension
d = s®. Consider the ensemble &€ = {7, |bL)(bi|}. Then

log d
Zoee(€) = 5

Proof. The claim follows from Theorem and the proof of Lemmal[5.2.2] by
constructing a similar measurement formed from vectors |® ;) = Koy @ Koy [1))

with @ = a'a? and b = b'b?, where a',a? and b', b* are defined like a and b in the
proof of Lemma [5.2.2, and K, = (X' 20 @ ... ® X5V Z5¥)! from above. 0

The simple example we considered above is in fact a special case of Corol-
lary [5.2.3] It shows that if the vector that minimizes the sum of entropies has
certain symmetries, the resulting POVM can even be much simpler. For example,
the Bell states are vectors which such symmetries.
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5.2.3 MUBs from Latin squares

At first glance, one might think that maybe the product MUBs based on gener-
alized Paulis are not well suited for locking just because of their product form.
Perhaps MUBs with entangled basis vectors do not exhibit this problem? Let’s
examine how well MUBs based on Latin squares can lock classical information in
a quantum state. All such MUBs are highly entangled, with the exception of the
two extra MUBs based on non-Latin squares. Surprisingly, it turns out, however,
that any set of at least two MUBs based on Latin squares, does equally well at
locking as using just 2 such MUBs. Thus such MUBs perform equally “badly”,
i.e., we cannot improve the strength of the locking effect by using more MUBs of
this type.

5.2.4. LEMMA. Let B = {By,..., B} with m > 2 be any set of MUBs in a
Hilbert space of dimension d = s® constructed on the basis of Latin squares.

Constider the ensemble € = {7, [bL)(bi|}. Then

log d
Tace(E) = :
(€)= 8
Proof. Note that we can again rewrite Z,..(€) as in the proof of Lemma [5.2.2]
Consider the simple measurement in the computational basis {7, j){(i, j| | i,7 €

[s]}. The result then follows by the same argument as in Lemma |4.2.4] 0

Intuitively, our measurement outputs one sub-square of the Latin square used
to construct the MUBs as depicted in Figure[5.2.3] As we saw in the construction
of MUBs based on Latin squares in Chapter [2.4.1] each entry “occurs” in exactly
Vd = s MUBs.

1) 2 | 3
213 1|1
3|12

Figure 5.2: Measurement for |1, 1).

5.3 Conclusion

We have shown tight bounds on locking for specific sets of mutually unbiased
bases. Surprisingly, it turns out that using more mutually unbiased basis does not
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always lead to a better locking effect. It is interesting to consider what may make
these bases so special. The example of three MUBs considered in Lemma |5.2.1
may provide a clue. These three bases are given by the common eigenbases of
{o: ® 04,0, L 1I® 0.}, {0, ®0,,0,09[[I®0,} and {0, ® 0y,0, ® [ I® 0y}
respectively [BBRV02]. However, o, ® 0,, 0, ® 0, and 0, ® o, commute and
thus also share a common eigenbasis, namely the Bell basis. This is exactly
the basis we will use as our measurement. For all MUBs based on generalized
Pauli matrices, the MUBs in prime power dimensions are given as the common
eigenbasis of similar sets consisting of strings of Paulis. It would be interesting
to determine the strength of the locking effect on the basis of the commutation
relations of elements of different sets. Furthermore, perhaps it is possible to
obtain good locking from a subset of such MUBs where none of the elements
from different sets commute.

It is also worth noting that the numerical results of [DHL"04] indicate that at
least in dimension p using more than three bases does indeed lead to a stronger
locking effect. It would be interesting to know, whether the strength of the locking
effect depends not only on the number of bases, but also on the dimension of the
system in question.

Whereas general bounds still elude us, we have shown that merely choosing
mutually unbiased bases is not sufficient to obtain good locking effects. We thus
have to look for different properties. Sadly, whereas we were able to obtain good
uncertainty relations in Chapter [£.3] the same approach does not work here: To
obtain good locking we must not only find good uncertainty relations, but also
find a way to encode many bits using only a small number of encodings.
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Chapter 6

Introduction

Entanglement is possibly the most intriguing element of quantum theory. It plays
a crucial role in quantum algorithms, quantum cryptography and the understand-
ing of quantum mechanics itself. It enables us to perform quantum teleportation,
as well as superdense coding [NCO(]. In this part, we investigate one particular
aspect of quantum entanglement: the violation of Bell-inequalities, and their im-
plications for classical protocols. But first, let’s take a brief look at the history
of entanglement, and introduce the essential ingredients we need later.

6.1 Introduction

In 1935, Einstein, Podolsky and Rosen (EPR) identified one of the striking con-
sequences of what latter became known as entanglement. In their seminal arti-
cle [EPR35] ”Can Quantum Mechanical Description of Physical Reality Be Con-
sidered Complete?” the authors define “elements of reality” as follows:

If, without in any way disturbing a system, we can predict with cer-
tainty (i.e. with probability equal to unity) the value of a physical quan-
tity, then there exists an element of physical reality corresponding to
this physical quantity.

EPR call a theory that satisfies this condition complete. They put forward the
now famous EPR-Paradox, here stated informally using discrete variables as put
forward by Bohm [Per93]. EPR assume that if we have a state shared between
two spatially separated systems, Alice and Bob, that do not interact at the time
of a measurement,

no real change can take place in the second system as a consequence
of anything that may be done to the first system.

That means that Alice and Bob cannot use the shared state itself to transmit
information. We will also refer to this as the no-signaling condition. Now consider
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the shared state

) = —=(J0) 0 + 1) 1)) = —=([#) 1) +]-) 2D (6)
V2w V2 e~
Alice Bob Alice Bob Alice Bob Alice Bob
Suppose that we measure Alice’s system in the computational basis to obtain
outcome cy. Note that we can now predict the outcome of a measurement of
Bob’s system in the computational basis with certainty: cg = c4, without having
disturbed Bob’s system in any way. Thus cp is an “element of physical reality”.
However, we might as well have measured Alice’s system in the Hadamard basis
to obtain outcome h,. Likewise, we can now predict with certainty the out-
come of measuring Bob’s system in the Hadamard basis, hg = h4, again without
causing any disturbance to the second system. Thus hp should also be an “el-
ement of physical reality”. But as we saw in Chapter [4, quantum mechanics
forbids us to assign exact values to both cg and hp simultaneously, as measure-
ments in the computational and Hadamard basis are non-commutative. Indeed,
in Chapter 4.2 we saw that these two measurements give the strongest entropic
uncertainty relation for two measurements. EPR thus conclude

that the quantum mechanical description of reality given by the wave
function is not complete.

EPR’s article spurred a flurry of discussion that continues up to the present day.
Shortly after the publication of their article, Schrodinger published two papers
in which he coined the term entanglement (German: Verschréankung) [Sch35b,
Sch35a] and investigated this phenomenon which he described as “not one, but
rather the characteristic trait of quantum mechanics, the one that enforces its en-
tire departure from classical lines of thought” [Sch35b]. One point of discussion
in the ensuing years was whether the fact that quantum mechanics is not com-
plete, means that there might exist a more detailed description of nature which
1s complete. Even though, these more detailed descriptions also called “hidden
variables” had remained inaccessible to us so far: a better theory and better tech-
nology might enable us to learn them. Thus quantum mechanical observations
would merely appear to be probabilistic in the absence of our knowledge of such
hidden variables.

6.1.1 Bell’s inequality

This idea was put to rest by Bell [Bel65] in 1964, when he proposed conditions
that any classical theory, i.e. any theory based on local hidden variables, has to
satisfy, and which can be verified experimentally. These conditions are known
as Bell inequalities. Intuitively, Bell inequalities measure the strength of non-
local correlations attainable in any classical theory. Non-local correlations arise
as the result of measurements performed on a quantum system shared between
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two spatially separated parties. Imagine two parties, Alice and Bob, who are
given access to a shared quantum state |¥), but cannot communicate. In the
simplest case, each of them is able to perform one of two possible measurements.
Every measurement has two possible outcomes labeled +1. Alice and Bob now
measure |W) using an independently chosen measurement setting and record their
outcomes. In order to obtain an accurate estimate for the correlation between
their measurement settings and the measurement outcomes, they perform this
experiment independently many times using an identically prepared state |¥) in
each round.

Figure 6.1: Alice and Bob measure many copies of |¥)

Both classical and quantum theories impose limits on the strength of non-local
correlations. In particular, both should not violate the non-signaling condition
of special relativity as put forward by EPR above. That is, the local choice of
the measurement setting does not allow Alice and Bob to transmit information.
Limits on the strength of correlations which are possible in the framework of any
classical theory are the Bell inequalities. The best known Bell inequality is the
Clauser, Horne, Shimony and Holt (CHSH) inequality [CHSHG9)

(CHSH). = [(X1Y1) + (X1Y2) + (XoV1) — (XoY2)[ <2, (6.2)

where X, X5 and Y7, Y5 are the observables representing the measurement set-
tings of Alice and Bob respectively and we use (X;Y;) = (V|X; ® Y;|V) to denote
the mean value of X; and Y;. Quantum mechanics allows for a violation of the
CHSH inequality, and is thus indeed non-classical: If we take the shared state
|T) = (]00) + [11))/v/2 and let X| = 0,, Xy = 0., Y1 = (0, + 0.)/2, and
Yy = (0, — 0.)/2 we obtain

(CHSH), = [{X1Y1) + (X1Y2) + (XoV1) — (XoY3)| = 2V2.

Most importantly, this violation can be experimentally verified allowing us to test
the validity of the theory. The first such tests were performed by Clauser [Cla76]
and Aspect, Dalibard, Grangier, and Roger [AGR82, [ADR82|. Over the years
these tests have been refined considerably, ruling out many loopholes present in
the initial experiments such as for example detector inefficiency [RKMT01]. Yet,
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no conclusive test has been achieved so far. Unfortunately, such experimental
concerns are outside the scope of this thesis, and we merely point to an overview
of such issues [Asp99].

6.1.2 Tsirelson’s bound

Curiously, even quantum mechanics itself still limits the strength of non-local
correlations. Tsirelson’s bound [Tsi80] says that for quantum mechanics

[(X1Y1) + (X1Ya) + (XoY7) — (XoVa)| < 2V/2,

and thus the above measurements are optimal. We provide a simple proof of this
fact in Chapter |7l It is interesting to consider what would happen if quantum
mechanics allowed for more powerful non-local correlations. To this end, it is
convenient to rewrite the CHSH inequality from Eq. in the form

Z Pria, ® b, =z -y] <3.

z,y€{0,1}

Here, z € {0,1} and y € {0,1} denote the choice of Alice’s and Bob’s measure-
ment, a, € {0,1} and b, € {0, 1} the respective binary outcomes, and & addition
modulo 2 (see Section for details). In this form, quantum mechanics allows
a violation up to the maximal value of 2++/2. Since special relativity would even
allow a violation of Tsirelson’s bound, Popescu and Rohrlich [PR94, [PR96], [PR97]
raised the question why nature is not more 'non-local’? That is, why does quan-
tum mechanics not allow for a stronger violation of the CHSH inequality up to
the maximal value of 47 To gain more insight into this question, they constructed
a toy-theory based on non-local boxes. Each such box takes inputs z,y € {0,1}
from Alice and Bob respectively and always outputs measurement outcomes a,b,
such that z -y = a, ®b,. Alice and Bob still cannot use this box to transmit any
information. However, since for all x and y, Pr[a, &b, = z - y] = 1, the above
sum equals 4 and thus non-local boxes lead to a maximum violation of the CHSH
inequality.

Van Dam [vD05) vD00] has shown that having access to such non-local boxes
allows Alice and Bob to perform any kind of distributed computation by trans-
mitting only a single bit of information. This is even true for slightly less perfect
boxes achieving weaker correlations [BBLT06]. In [BCUT06], we showed that
given any non-local boxes, Alice and Bob could perform bit commitment and
oblivious transfer, which is otherwise known to be impossible. Thus, such cryp-
tographic principles are in principle compatible with the theory of non-signaling:
non-signaling itself does not prevent us from implementing them.

Looking back to the uncertainty relations in Chapter [d] which rest at the heart
of the EPR paradox, we might suspect that the violation of the CHSH inequality
likewise depends on the commutation relations between the local measurements
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of Alice and Bob. Indeed, it has been shown by Landau [Lan87], and Khalfin and
Tsirelson [KT87], there exists a state |¥) such that

[(XaY1) + (XiY) + (XoYh) — (XoYo)| = 2\/1 + 4| [X7, XY Y2,

forany X; = X? — X{, Xo = XJ - XJand Y; =Y - Y}, Yo = Y — V!, where
we use the superscripts ’0” and "1’ to denote the projectors onto the positive and
negative eigenspace respectively. Thus, given any observables X, X5 and Y3, Y5,
the CHSH inequality is violated if and only if [ X7, X9][Y?, Y3] # 0.

6.2 Setting the stage

6.2.1 Entangled states

The state given in Eq. is just one possible example of an entangled state.
Recall from Chapter [2 that if |U) € HA ® H? is a pure state, we say that |¥) is
separable if and only if there exist states |U4) € HA and |¥B) € HP such that
W) = |U4) @ |UB). A separable pure state is also called a product state. A state
that is not separable is called entangled. For mixed states the definition is slightly
more subtle. Let p € S(HA ® H?) be a mixed state. Then p is called a product
state if there exist p? € S(HA) and p? € S(H?) such that p = pA @ pP. The
state p is called separable, if there exists an ensemble £ = {p;,|V;)(¥,;|} such
that |¥;) = [04) ® |UF) with [U4) € H* and |¥F) € HP for all j, such that

p= ij|‘1’j><‘1’j| = ij|‘1’f>(‘1’f| ® U7 ) (WP.

J J

Intuitively, if p is separable then p corresponds to a mixture of separable pure
states according to a joint probability distribution {p;}, a purely classical form of
correlation. Given a description of a mixed state p it is an NP-hard problem to
decide whether p is separable [Gur03]. However, many criteria and approximation
algorithms have been proposed [DPS02, DPS04, [DPS05, TT06, TTCE04]. It is an
interesting question to determine the maximal violation of a given Bell-inequality
for a fixed state p [LDOT]. Here, we only concern ourselves with mazimal viola-
tions of Bell inequalities, and refer to [Ioa07] for an overview of the separability
problem. Generally, the maximal violation is obtained by using the maximally
entangled state. However, there are cases for which the maximal violation is
achieved by a non maximally entangled state [CGLT02]. Note that we can never
observe a Bell inequality violation for a separable state: it is no more than a
classical mixture of separable pure states. On the other hand, any two-qubit pure
state that is entangled violates the CHSH inequality [Gis91]. However, not all
entangled mized states violate the CHSH inequality! A counterexample was given
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by Werner [Wer81] with the so-called Werner-state

2 2
pPw = pmpsym + (]- - p)mpasynm
where Py, and Py, are projectors onto the symmetric and the anti-symmetric
subspace respectively. For p > 1/2 this state is separable, but it is entangled
for p < 1/2. Yet, the CHSH inequality is not violated. A lot of work has been
done to quantify the amount of entanglement in quantum states, and we refer
to [Ter99, [Eis01l [Chr05] for an overview.

6.2.2 Other Bell inequalities

The CHSH inequality we encountered above is by no means the only Bell in-
equality. Recall that non-local correlations arise as the result of measurements
performed on a quantum system shared between two spatially separated parties.
Let x and y be the variables corresponding to Alice and Bob’s choice of mea-
surement. Let a and b denote the corresponding outcome{]. Let Prfa,b|z,y]
be the probability of obtaining outcomes a,b given settings x,y. What values
are allowed for Pr[a, b|z,y|? Clearly, we want that for all x,y,a,b we have that
Prla,blz,y] > 0 and }_,, Prfa,blz,y] = 1. From the no-signaling condition we
furthermore obtain that the marginals obey Pr{a|z] = Pr[a|z,y] = >, Pr{a, b|z, y]
and likewise for Pr[bly], i.e. the probability of Alice’s measurement outcome is in-
dependent of Bob’s choice of measurement setting, and vice versa. For n players,
who each perform one of N measurements with k£ possible outcomes, we have
(Nk)™ such probabilities to assign, giving us a (Nk)™ dimensional vector. To
find all Bell inequalities, we now look for inequalities that bound the classically
accessible region (a convex polytope) for such assignments. It is clear that we
can find a huge number of such inequalities. Of course, often the most interesting
inequalities are the ones that are satisfied only classically, but where we can find a
better quantum strategy. Much work has been done to identify such inequalities,
and we refer to [WWO1b|] for an excellent overview. In the following chapters, we
are interested in the following related question: Given an inequality, what is the
optimal quantum measurement strategy that maximizes the inequality?

6.2.3 Non-local games

It is often convenient to view Bell experiments as a game between two, or more,
distant players, who cooperate against a special party. We call this special party
the verifier. In a two player game with players Alice and Bob, the verifier picks
two questions, say s; and s, and hands them to Alice and Bob respectively,
who now need to decide answers a; and as. To this end, they may agree on any

'For simplicity, we assume that the set of possible outcomes is the same for each setting.
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strategy beforehand, but can no longer communicate once the game starts. The
verifier then decides according to a fixed set of public rules, whether Alice and
Bob win by giving answers a1, as to questions si, So. In a quantum game, Alice
and Bob may perform measurements on a shared entangled state to determine
their answers. We can thus think of the questions as measurement settings and
the answers as measurement outcomes.

More formally, we consider games among N players P, ..., Py. Let S1,..., Sy
and Aj, ..., Ay be finite sets corresponding to the possible questions and answers
respectively. Let m be a probability distribution on S7 x ... x Sy, and let V
be a predicate on A; X ... X Ay x S; X ... X Sy. Then G = G(V,7) is the
following N-player cooperative game: A set of questions (sy,...,sy) € S; X ... X
Sy is chosen at random according to the probability distribution 7. Player P;
receives question s;, and then responds with answer a; € A;. The players win

if and only if V(aq,...,an,s1,...,5n) = 1. We write V(ay,...,an|s1,...,5ny) =
V(a,...,an,S1,...,Sy) to emphasize the fact that aq,...,ay are the answers
given questions si, ..., Sn.

Player 1 Player 2 Player 3

A

F

Verifier

Figure 6.2: Multiplayer non-local games.

The value of the game w(G) is the probability that the players win the game,
maximized over all possible strategies. We use w.(G) and w,(G) to differentiate
between the value of the game in the classical and quantum case respectively.
Classically, w.(G) can always be attained by a deterministic strategy [CHTWO04al.
We can thus write

welG) = max > sty s)V(fis1), o fn(sw)lst, o sw), (6.3)

815-sSN

where the maximization is taken over all functions f; : S; — A; that determine
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answers a; = f;(s;).
Quantumly, the strategy of the players consists of their choice of measurements
and shared entangled state. Let |¥) denote the players’ choice of state, and let

Xg] = {Xaj’ | a; € A;} denote the POVM of player P; for question s; € 5.
Here, we always assume that the underlying Hilbert space is finite- dlmensmnal
The value of the quantum game is then

= UxXele . @XM (6.4
@) = max 3 w(siesy) Y (UXG e L0 X, (64

81,-38N ai,.-,aN

where the maximization is taken over all POVMS X s[jj] for all j € [N] and s; € S;.
In the following, we say that a set of measurement operators achieves p, if

p= Y w(si,...osn) Y (UxEMNe. o XN

81,-38N a1;.-,aN

Of particular relevance in the next chapters is a special class of two-player games
known as XOR-games [CHTWO04a]: Here, N = 2 and we assume that A; = Ay =
{0,1}. The two players P; (Alice) and P, (Bob) each have only two possible
measurement outcomes. Furthermore, the winning condition only depends on
the XOR of answers a; and as and thus we write V' (¢|sq, $2) with ¢ = a3 @ as. It

can be shown [CHTWO04a] that the optimal POVM in this case consists only of

prOfectors We can thus write XS[1 and Xs, 2l a5 observables with two eigenvalues:

XM= x2W_ x L ang xBP = Xsf] X5 121 S here 51 € S and e S,. A small
calculation using the fact that Xs; ol X.; 1 _ =T and X3 e X = [ shows that
we can rewrite the optimal value of a quantum XOR-game as

wy(G) = (6.5)
as 53 w(sis) 3 Vielssa)(1+ (-1)(w|x @ XEw))

51,52 ce{0,1}
(6.6)

From the above, we can see that XOR-~games correspond to correlation inequali-
ties with two-outcome measurements. We will see in Chapter [7] that this reformu-
lation enables us to determine the optimal measurements for such XOR-~games in
a very simple manner. Indeed, the CHSH inequality can be rephrased as a simple
quantum XOR-game. Here, Alice and Bob win if and only if given questions s1, so
they return answers ag, as such that sy - so = a1 ® ag, i.e. we have V(c|s1,s2) =1
if and only if s; - s5 = ¢. Recalling Eq. we can write

WCHSH) = (1 + @#) |

from which we obtain w,(CHSH) = 1/2+ 1/(2/2) vs. w.(CHSH) = 3/4.
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6.3 Observations

In the following chapters, we are concerned with finding the optimal quantum
measurement strategies for Bell inequalities. To this end, we first make a few
simple observations that help us understand the structural properties of our prob-
lem. In particular, this also enables us to understand the relation between Bell
inequalities and the problem of post-measurement information in Chapter [6.4]
We then present a theorem by Tsirelson [Tsi80, [Tsi87] that plays a crucial role
in the subsequent chapters.

6.3.1 Simple structural observations

Suppose we are given a set of measurements for Alice and Bob and a shared state
p. Can we reduce the dimension of Alice and Bob’s measurements operators and
the thereby amount of entanglement they need? As we saw in Chapter [2| we can
often simplify our problem by identifying its classical and quantum part. Indeed,
this is also the case here.

6.3.1. LEMMA. Let H = HA @ HP and let A = {X* € B(H*)} and B = {Y}? €
B(HPB)} be the set of Alice and Bob’s measurement operators respectively. Let
p € S(H) be the state shared by Alice and Bob. Suppose that for such operators

we have
g= Y 7(st) Y V(abls,t)Tr(X ®Y}p).

SESteT acAbeB

Then there exist measurement operators A = {X®*} and B = {Y}?} and a state j
such

g< Y wlst) Y Viabls,)Tr(XE @ Y})).

seSteT a€A,beB

and the C*-algebra generated by A and B is simple.

Proof. Let o/ = (A) and Z = (B). If o and A are simple, we are done. If not,
we know from Lemma and Lemma that there exists a decomposition
HAQHE = D, HA@HP. Consider Tr((MA@M?P)p), where MA@ MP € o/ @.A.
It follows from the above that M4 ® M? = @jk(ﬂf QI )MA @ MP (I} @ 117,
where H;‘ and IT2 are projectors onto Hf and HP respectively. Let p = @D, k(Hf@
I17)p(II @ II}}). Clearly,

Tr(MA @ MP)p) = Y Tr (' @ I7)M* @ MP(I1! @ ITf)p)
= Tr((M* © MP)p).

The statement now follows immediately by convexity: Alice and Bob can now
measure p using {H}4 ® [P} and record the classical outcomes j, k. The new
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measurements are then fl‘;d = HJAXS“H]A and Bi’ , = HPYPIP on state pj, =
(M4 ® TP)p(I14 ® TIP)/Tr((1I# ® 1IF)p). By construction, o, = {A2} and
By, = {Bfk} are simple.

Let gj; denote the probability that we obtain outcomes j, k, and let

re= Y w(s;t) > V(a,b|s,t)Tr(AL; @ By fjr)-

seESteT acAbeB

Then g = ij ¢jkTik < max;j rjz. Let u,v be such that r,, = max;j ;. Hence,
we can skip the initial measurement and instead use measurements X¢ = A?

S,u)

f/tb = B:f’w and state p = py, . O

It also follows immediately from the above proof that
6.3.2. COROLLARY. dim(p) < dim(H4) dim(HP)

We can thus assume without loss of generality, that the algebra generated by
Alice and Bob’s optimal measurements is always simple. We also immediately
see why we can simulate the quantum measurement classically if Alice or Bob’s
measurements commute locally. Indeed, the above proof tells us how to construct
the appropriate classical strategy:

6.3.3. COROLLARY. Let H = HA @ HP and let A = {X* € B(H")} and B =
{Y € B(HP)} be the set of Alice and Bob’s measurement operators respectively.
Let p € S(H) be the state shared by Alice and Bob. Let p be the value of the
non-local game achieved using these measurements. Suppose that for all s,s’,and
a,a’ we have that [X, X% = 0 (or for all t,t', b,b' [Y2, Y] =0). Then there
exists a classical strategy for Alice and Bob that achieves p.

Proof. Our conditions imply that either o/ or & is abelian. Suppose wlog that
</ is abelian. Hence, by the above proof we have max; dim(Hf) = 1. Again,
Alice and Bob perform the measurements determined by H;‘ and IT2 and record
their outcomes 7, k. Since dim(Hf) = 1, Alice’s post-measurement state is in fact
classical, and we have no further entanglement between Alice and Bob. O

To violate a Bell inequality, Alice and Bob must thus use measurements which
do not commute locally. However, since Alice and Bob are spatially separated, we
can write Alice and Bob’s measurement operators as X = X@landY =1QY
respectively as for any p we can write Tr(p(X @ Y)) = Tr(p(X @ NI @ Y)).
Thus [X, Y] = 0. Thus from a bipartite structure we obtain certain commutation
relations. How about the converse? As it turns out, in any finite-dimensional C*-
algebra’] these two notions are equivalent: From commutation we immediately
obtain a bipartite structure! We encounter this well-known, rather beautiful
observation in Appendix

2or indeed any Type-I von Neumann algebra
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6.3.2 Vectorizing measurements

In Chapter [7], we show how to obtain the optimal measurements for any bipartite
correlation inequality. At first sight, this may appear to be a daunting problem:
We must simultaneously maximize Eq. over the state p as well as measure-
ment operators of the form X ® Y, a problem which is clearly not convex. Yet,
the following brilliant observation by Tsirelson [T'si80} [Tsi87] greatly simplifies
our problem.

6.3.4. THEOREM (TSIRELSON). Let Xi,..., X, and Yi,...,Y,, be observables
with eigenvalues in the interval [—1,1]. Then for any state |¥) € HA @ HE and
for all s € [n], t € [m], there exist real unit vectors xi,...,Tn, Y1, .-, Ym € R*T"
such that

(VX @ Vi |¥) = 24 - yy,
where x4+, 5 the standard inner product. Conversely, let x4, y, € RN be real unit
vectors. Let |V) € HA @ HE be any mazimally entangled state where dim(H4) =
dim(H®B) = 22 Then for all s € [n], t € [m] there exist observables X, on HA
and Y; on HEB with eigenvalues in {—1,1} such that

zs - yr = (VX @ Y| ¥).

In fact, by limiting ourselves onto the space spanned by the vectors xy,...,x,
or Yi,...,Ym, we could further decrease the dimension of the vectors to N =
min{n, m} [Tsi87]. The result was proven by Tsirelson in a more general form for
any finite-dimensional C*-algebra. Here, we do not consider this more abstract
argument, but instead simply sketch how to obtain the vectors and state how to
find the corresponding measurement operators in turn [Tsi93]. To find vectors x4
and 1;, we merely need to consider the vectors

2, = X, ®T[¥) and y, = 1© Y;|¥),

where may take the vectors to be real [T'si80]. Recall that we are only interested
in the inner products. But clearly we can then bound the dimension of our vectors
as the number of our vectors is strictly limited and thus cannot span a space of
dimension larger than V.

To construct observables corresponding to a given set of vectors, consider
the generators of a Clifford algebra I'y,...,I'y with N evenE| that we already
encountered in Section 4.3} i.e., we have that for all j # k € [N], {T;,I'x} = 0 and
F? = II. Note that we also have Tr(I';I'y) = d,;i as the two matrices anti-commute.
Consider two vectors z,,y, € RY with zy = (2},...,2)) and y, = (v}, ..., u).
Define X, = 3=,y @Il and Yy = Y2y 97Ty and let W) = (1/v/d) 3, [k)|k)
with d = 2V/2) be the maximally entangled state. We then have

(V| X, @ Y;|W) = styt Te(D;Ty) = szyt =2, Yy

3If N is odd, we obtain one additional element from I'y.
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Note that in principle we could have chosen any set of orthogonal operators
I'1,..., 'y to obtain the stated equality. However, we obtain from their anti-
commutation that

| | -
X2 = Z;ggga;’;rjrk =3 Z];xga:’;{Fj, Py} = (@) =1,
J J J

since ||zs|| = 1. Hence, X, has eigenvalues in {—1,1} as desired. Curiously,
I'y,...,I'y were also the right choice of operators to obtain good uncertainty

relations in Chapter

6.4 The use of post-measurement information

Looking back to Chapter [3, we see that we have already encountered the same
structure in the context of post-measurement information. Recall that there our
goal was to determine y given some py,, € {py | ¥ € YV and b € B} after receiv-
ing additional post-measurement information b. In particular, as we explain in
more detail in Chapter [§] we see that the question of how much post-measurement
information is required is the same as the following: given a set of observables,
how large does our quantum state have to be in order to implement the resulting
non-local game? However, we can further exploit the relationship between these
two problems to prove a gap between the optimal success probability in the set-
ting of state discrimination (STAR) and the setting of state discrimination with
post-measurement information (PI-STAR). In particular, we show that for some
problems, if we can succeed perfectly in the setting of PI-STAR without keeping
any qubits at all, our success at STAR can in fact be bounded by a Bell-type
inequality! Of course, PI-STAR itself is not a non-local problem. However, as we
saw in Appendix [B] the commutation relations which are necessary for Bob to
succeed at PI-STAR perfectly in Lemma do induce a bipartite structure.
We now exploit the structural similarity of the two problems.

We first consider the very simple case of two bases and a Boolean function.
Here, it turns out that we can bound the value of the STAR problems using
the CHSH inequality. We do this by showing a bound on the average of two
equivalent STAR problems, illustrated in Figures and [6.4f The XOR function
considered in Chapter |3] is an example of such a problem. Below we construct
a generalization of the CHSH inequality which allows us to make more general
statements. We state our result in the notation introduced in Chapter 3, For
simplicity, we use indices 4+ and X to denote two arbitrary bases and use the
notation STAR(py, ..., pn—1) to refer to a state discrimination problem between
n different states.

6.4.1. LEMMA. Let Px(xz)=1/2" for all z € {0,1}" and let f : {0,1}" — {0,1}
be any Boolean function. Let B = {+, x} denote a set of two bases, and suppose
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there exists a unitary U such that poy = UporUT, p1e = Upi U, piy = Upox UT
and pox = Up1xUT. Suppose Bob succeeds at PI-STARy(f) with probability p = 1.
Then he succeeds at STAR(po, p1) with probability at most 3/4, where py = (po+ +

pox)/2, pr = (p1y + p1x) /2.

Proof. Let Pyy, P+, FPox and P, be projectors onto the support of pg.,
pP1e, pox and pyx respectively. Suppose that Bob succeeds with probability p
at STAR(po, p1). Then there exists a strategy for Alice and Bob to succeed at
the CHSH game with probability p, where Alice’s measurements are given by
{P0+, P1+} and {PQX, Plx}l

Let po = (pos+ + p1x)/2 and p; = (p1+ + pox)/2. Note that since there exists
such a U, we have that Bob succeeds at STAR(p, p1) with probability p as well.
Suppose that Alice and Bob share the maximally entangled state |V 4p5)®" with
[W4p) = (]00) 4 [11))/v/2. With probability 1/2 Alice chooses measurement
setting = 0 and then her measurement is given by {P,., Pi;+}. Let a denote
her measurement outcome. Bob’s system is now in the state p,;. Similarly, with
probability 1/2 Alice sets x = 1 and measures { Py, Pi«}, which leaves Bob’s
system in the state p,x. Let y denote Bob’s measurement setting. The CHSH
game now requires Bob to obtain a measurement outcome b such that z-y = a®b.
Thus, for y = 0, Bob always tries to obtain b = a which means he wants to solve
STAR(po, p1). For y = 1, Bob tries to obtain b = a for x = 0but b =1—a
for x = 1, i.e., he wants to solve STAR(pg, p1). Since Bob chooses y € {0,1}
uniformly at random, we obtain the stated result.

Now suppose that Bob succeeds at PI-STARq(f) with probability p = 1. We
know from Lemmathat for all y,y' € Y and b, ' € B we have [Py, Pyy] =0
where P, is a projector onto the support of p,. Now, suppose that on the
contrary he succeeds at STAR(pg, p1) with probability greater than 3/4. Then
we know from the above argument that there exists a strategy for Alice and Bob
to succeed at the CHSH game with probability greater than 3/4 where Alice
measures two commuting observables, which contradicts Corollary [6.3.3] O

X X
0 (P,.|P,) 0P,/
1|P,.|P,. LIPyIPL)

#

o™
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Figure 6.3: Original problem Figure 6.4: Derived problem

It may appear unrealistic to assume that the two STAR problems are es-
sentially equal. Note however, that this is indeed the case in the example of
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the XOR function and two mutually unbiased bases (e.g. computational and
Hadamard). The unitary here is just U = o, @ [*"! as o, acts as a bit-flip in
the Hadamard basis, but leaves the computational basis invariant. We saw in the
proof of Theorem that such unitaries exist for any choice of two bases from
the computational, Hadamard and K-basis. Indeed, for the XOR function on a
string of length n with n even we saw that for STAR the optimal probability is
p = 3/4, whereas for PI-STAR we obtained p = 1, as expected.

To generalize this approach, we need to consider more complicated inequali-
ties. In general, there are many possibilities for such inequalities, and one should
choose an inequality that reflects the equivalences of possible STAR problems:
For example, for the XOR function the CHSH inequality is a good choice as we
could identify U = o, ®@I%""! to give us an equivalence between the two problems.
Of course, we would like to ensure that for one of Bob’s measurement settings
he needs to solve the original STAR problem where Bob’s goal is to determine
Alice’s measurement outcome. At the same time, we would like to minimize the
number of possibly inequivalent additional STAR problems created in a similar
proof, i.e. we would like to find an inequality where Bob has only a small number
of measurement settings. As an example, we consider the following easy way to
extend the CHSH inequality. Here, we assume that Alice has equally many mea-
surement outcomes as she has measurement settings. In the language of PI-STAR
that means we have wlog A =) = S = B. We fix the number of Bob’s measure-
ment settings to 2, but allow an arbitrarily large number of settings |S| = |B]
for Alice. Wlog we use T'= {0,1} and S = {0,...,|B| — 1}. We now define the
predicate V' with the help of the function 77 for s € S and t € T. Let 75(y) =y
for all s € S and let 70(y) = y and 7(y) = o®(y) for all s € {1,...,|B| — 1},
where o = (1,...,|B| — 1) is the cyclic permutation. We now define the inequal-
ity as a non-local game with predicate V'(a,b|s,t) = 1 if and only if b = 77(a).
Intuitively, this means that if Bob chooses setting ¢t = 0 he is required to solve
the original STAR problem, where he tries to guess Alice’s measurement out-
come. For the setting t = 1 he has to solve the problem where the values of y are
shifted depending on the basis. Note that the CHSH inequality is a special case
of this inequality. Recall from Section that the optimal value of a classical
game can always be attained by a deterministic strategy. Let f4 : S — ) and
fs : T — Y denote the functions implementing this strategy for Alice and Bob
respectively. Looking at Eq. we see that we can write

we(G) = max ﬁ tszA(s)) = f(1),

where [x = y] = 1 if and only if x = y. It is easy to see that for a uniform choice of
Alice and Bob’s measurements, the best thing Bob can do is answer fp(t) = x for
all t where we choose any fixed x € Y and let x = f4(s) for all s € 9, i.e. Alice and
Bob agree on a particular outcome which will always be their answer regardless
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of their setting. For ¢t = 0 this means that Bob is always correct, and for t = 1 he
will be correct if Alice obtained a = 0. We then have w.(G) = (|B] + 1)/(2|B]).
For the CHSH case, this gives us w.(G) = 3/4 as expected. It is now possible to
make a similar statement then in Lemma for a bigger PI-STAR problem.

The connection to Bell inequalities helped us understand the case where there
exists a clear gap between the two problems. Here, post-measurement informa-
tion was extremely helpful to us. However, as we saw in Chapter (3| there do
exist cases where post-measurement information is entirely useless: we can do
equally well without it, if we cannot store any quantum information. Interest-
ingly, in the example of the XOR function on an odd number of input bits this
happens exactly when the corresponding states correspond to a measurement
that maximally violates CHSH. We have thus reached an extremal point of our
problem. Is it possible to find conditions on a set of states which determine when
post-measurement information is indeed useful?

6.5 Conclusion

As we saw, entanglement is an inherent aspect of quantum theory. We can experi-
mentally violate Bell’s inequality, because we can indeed measure non-commuting
observables. The existence of such violations is, next to uncertainty relations and
locking, another consequence of the existence of non-commuting measurements
within quantum theory. This illustrates their close link to uncertainty relations,
locking and even post-measurement information we encountered in the preceding
chapters. In essence, in all these tasks we are faced with exactly the same prob-
lem: what are the consequences of non-commuting measurements? And how can
we find maximally “incompatible” measurements?

In the following chapters, we examine entanglement from a variety of view-
points. In Chapter |7, we first consider Bell inequalities, and show how to find
upper bounds on their violation in a quantum setting. Our approach allows us to
find the optimal measurements for any bipartite correlation inequality with two-
outcome measurements in a very easy manner. We then consider more general
multipartite inequalities. Sadly, our method does not easily apply for more gen-
eral inequalities. In fact, it is not even clear how large our optimization problem
would have to be. We therefore consider a related problem in Chapter [§ Given
a probability distribution over measurement outcomes, how large a state do we
need to implement such a strategy? We prove a very weak lower bound on the
dimension on the resulting state for a very restricted class of games. Finally, we
consider the effects that entanglement has on classical protocols in Chapter [l To
this end we examine interactive proof systems where the two provers are allowed
to share entanglement. Surprisingly, it turns out that two such provers can be
simulated by just a single quantum prover.






Chapter 7
Finding optimal quantum strategies

In the previous chapter, we encountered the CHSH inequality and its generaliza-
tions in the guise of quantum games. Tsirelson has proven an upper bound on the
CHSH inequality that can be achieved using a quantum strategy. But how can we
prove upper bounds for more general inequalities? Or actually, how can we find
the optimal measurement strategy? In this chapter, we answer these questions for
a restricted class of inequalities by presenting a method that yields the optimal
strategy for any two-player correlation inequality with n measurement settings
and two measurement outcomes, i.e. an XOR~game.

7.1 Introduction

Optimal strategies for generalized inequalities not only have applications in com-
puter science with regard to interactive proof systems, but may also be important
to ensure security in cryptographic protocols. From a physical perspective find-
ing such bounds may also be helpful. As Braunstein and Caves [BC90b| have
shown, it is interesting to consider inequalities based on many measurement set-
tings, in particular, the chained CHSH inequality in Eq. below: Here, the
gap between the classical and the quantum bound is larger than for the origi-
nal CHSH inequality with only two measurement settings. This can be helpful
in real experiments that inevitably include noise, as this inequality leads to a
larger gap achieved by the optimal classical and the quantum strategy, and may
thus lead to a better test. However, determining bounds on the correlations that
quantum theory allows remains a difficult problem [BMO05]. All Tsirelson-type
bounds are known for correlation inequalities with two measurement settings and
two outcomes for both Alice and Bob [Tsi93]. Landau [Lan88| has taken a step
towards finding Tsirelson-type bounds by considering when two-party correla-
tions of two measurement settings for both Alice and Bob can be realized using
quantum measurements. Filipp and Svozil [FS04] have considered the case of
three measurement settings analytically and conducted numerical studies for a
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larger number of settings. Werner and Wolf [WW01a] also considered obtaining
Tsirelson-type bounds for two-outcome measurements for multiple parties and
studied the case of three and four settings explicitly. However, their method is
hard to apply to general inequalities. Finally, Buhrman and Massar have shown a
bound for a generalized CHSH inequality using three measurement settings with
three outcomes each [BMO5]. It is not known whether this bound can be attained.

Our approach is based on semidefinite programming in combination with
Tsirelson’s seminal results [Tsi80, [Tsi87, [Ts193] as outlined in Section [6.3.2] See
Appendix [A] for a brief introduction to semidefinite programming. It is very easy
to apply and gives tight bounds as we can find the optimal measurements explic-
itly. Let X and Y be Alice’s and Bob’s observables, and let |W) be a state shared
by Alice and Bob. The key benefit we derive from Tsirelson’s construction is that
it saves us from the need to maximize over all states |¥) and observables. In-
stead, we can replace any terms of the form (V| X ® Y|¥) with the inner product
of two real unit vectors z -y, and then maximize over all such vectors instead.
Our method is thereby similar to methods used in computer science for the two-
way partitioning problem [BV04] and the approximation algorithm for MAXCUT
by Goemans and Williamson |[GW95]. Semidefinite programming allows for an
efficient way to approximate Tsirelson’s bounds for any CHSH-type inequalities
numerically. However, it can also be used to prove Tsirelson type bounds ana-
lytically. As an illustration, we first give an alternative proof of Tsirelson’s origi-
nal bound using semidefinite programming. We then prove a new Tsirelson-type
bound for the following generalized CHSH inequality [Per93|,[BC90b]. Classically,
it can be shown that

n—1
|Z (XY3) + ) (X Vi) — (XaYo)| < 2n—2. (7.1)

=1

Here, we show that for quantum mechanics

DoY)+ D (Xen¥) — (XY, < 2ncos ().

where {X1,...,X,,} and {Y7,...,Y,} are observables with eigenvalues +1 em-
ployed by Alice and Bob respectively, corresponding to their n possible measure-
ment settings. It is well known that this bound can be achieved [Per93, BCI0D]
for a specific set of measurement settings if Alice and Bob share a singlet state.
Here, we show that this bound is indeed optimal for any state |¥) and choice of
measurement settings. This method generalizes to other CHSH inequalities, for
example, the inequality considered by Gisin [Gis99].
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7.2 A simple example: Tsirelson’s bound

To illustrate our approach we first give a detailed proof of Tsirelson’s bound
using semidefinite programming. This proof is more complicated than Tsirelson’s
original proof. However, it serves as a good introduction to the following section.
Let X1, X5 and Y7, Y5 denote the observables with eigenvalues 41 used by Alice
and Bob respectively. Our goal is now to show an upper bound for

[(X1Y71) + (Xi1Y2) + (XoY1) — (XaY3)|.

From Theorem we know that there exist real unit vectors x4, y; € R* such
that for all s, ¢ € {0,1} (X,Y;) = z5-y:. In order to find Tsirelson’s bound, we thus
want to solve the following problem: maximize x-y; +1 Y2 +T2-y1 — T2 Yo, subject
to||xi ]| = |22 || =|lvill = ||y2| = 1. Note that we can drop the absolute
value since any set of vectors maximizing the above equation, simultaneously leads
to a set of vectors minimizing it by taking —y;, —y, instead. We now phrase this
as a semidefinite program. Let G = [g;;] be the Gram matrix of the vectors
{x1, 72,91, y2} € R* with respect to the inner product:

T1°T1 T1-T2 T1-°Y1 T1°Y2
G — Lo T2 T2 T2 Y1 T2°Y2
Y11 Y1-T2 Y1 Y2 Y1-Y2
Yo:T1 Ya2-T2 Y2-Y1 Y2-Y2

G can thus be written as G = BT B where the columns of B are the vectors
{x1,72,91,y2}. By [HI85, Theorem 7.2.11] we can write G = BT B if and only if
G is positive semidefinite. We thus impose the constraint that G > 0. To make
sure that we obtain unit vectors, we add the constraint that all diagonal entries
of G must be equal to 1. Define

0
0
1

=)
O O = =
@)

—1

Note that the choice of order of the vectors in B is not unique, however, a different
order only leads to a different W and does not change our argument. We can
now rephrase our optimization problem as the following SDP:

maximize  1Tr(GW)
subject to G >0 and Vi, g; =1

We can then write for the Lagrangian

L(G,2) = %Tr(GW) — Te(diag(\)(G — 1),
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where A = (A1, A2, A3, A\g). The dual function is then

g(\) = sup Tr <G (%W — diag(A))) + Tr(diag(\))
_ { Tr(diag(\)) i $W — diag(A) < 0

00 otherwise
We then obtain the following dual formulation of the SDP

minimize  Tr(diag()\))
subject to  —1W + diag(\) > 0

Let p' and d’ denote optimal values for the primal and Lagrange dual problem
respectively. From weak duality it follows that d’ > p’. For our example, it is not
difficult to see that this is indeed true as we show in Appendix [A]

In order to prove Tsirelson’s bound, we now exhibit an optimal solution for
both the primal and dual problem and then show that the value of the pri-
mal problem equals the value of the dual problem. The optimal solution is well
known [Tsi80, [Tsi87, [Per93]. Alternatively, we could easily guess the optimal
solution based on numerical optimization by a small program for Matlalﬂ and
the package SeDuMi [SA] for semidefinite programming. Consider the following
solution for the primal problem

G =

o =S
= °§|H§|“

SIS o~
§|H§|H — o

which gives rise to the primal value p’ = 1Tr(G'W) = 2v/2. Note that G’ > 0 since
all its eigenvalues are non-negative [HJ85, Theorem 7.2.1], and all its diagonal
entries are 1. Thus all constraints are satisfied. The lower left quadrant of G’ is
in fact the same as the well known correlation matrix for 2 observables [Ts193,
Equation 3.16]. Next, consider the following solution for the dual problem

1

N=-—"(1,1,1,1).
\/§ ) Y Y

The dual value is then d’ = Tr(diag()\)) = 2v/2. Because —W + diag(\') > 0, X
satisfies the constraint. Since p’ = d’, G’ and X are in fact optimal solutions for
the primal and dual respectively. We can thus conclude that

[(X1Y1) + (X1Y2) + (XoV1) — (XoY2)| < 2v2,
which is Tsirelson’s bound [Tsi80]. By Theorem |6.3.4] this bound is achievable.

1See http://www.cwi.nl/ wehner/tsirel/ for the Matlab example code.
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7.3 The generalized CHSH inequality

We now show how to obtain bounds for inequalities based on more than 2 ob-
servables for both Alice and Bob. In particular, we prove a bound for the chained
CHSH inequality for the quantum case. It is well known [Per93|] that it is possi-
ble to choose observables X, ..., X,, and Y7, ...,Y,, and the maximally entangled
state, such that
n n—1
7
XY, Xia¥i) = (XiYo)] = 2ncos (o).

200N+ 3o (X)) = 2ncos (3
We now show that this is optimal. Our proof is similar to the last section.
However, it is more difficult to show feasibility for all n.

7.3.1. THEOREM. Let p € A® B be an arbitrary state, where A and B denote
the Hilbert spaces of Alice and Bob. Let Xi,...,X, and Y1,...,Y, be observables
with eigenvalues +1 on A and B respectively. Then

n n—1
T

X,Y, X, 1Y) — (X,Y,)| <2 (-)
13D + 3K — (X% < 2meos (7

Proof. By Theorem[6.3.4] our goal is to find the maximum value for x1-y; + x5

Y1+To Yo +x3-Yo+. ..+ Ty Y —T1Yn, for real unit vectors xy, ..., 2, Y1,...,Yn €
R?". As above we can drop the absolute value. Let G = [g;;] be the Gram
matrix of the vectors {z1,..., Zn, Y1, .., Yn} C R**. As before, we can thus write
G = BT B, where the columns of B are the vectors {z1,...,Zn, Y1, -, Yn}, if

and only if G > 0. To ensure we obtain unit vectors, we again demand that all
diagonal entries of G equal 1. Define n X n matrix A and 2n x 2n matrix W by

1 10 0
L\ 0 1 1 (oA
= : .. .0 y = A 0
0 11
10 ... 0 1

We can now phrase our maximization problem as the following SDP:

maximize  iTr(GW)
subject to G >0 and Vi, g; =1

Analogous to the previous section, the dual SDP is then:
minimize  Tr(diag()\))
subject to  —1WW + diag(\) > 0

Let p’ and d’ denote optimal values for the primal and dual problem respectively.
As before, d' > p/.
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Primal We now show that the vectors suggested in [Per93| are optimal. For
k € [n], choose unit vectors xy, y, € R*" to be of the form

e = (cos(n),sinép),0, .., 0),
ye = (cos(¥y),sin(¢y),0,...,0),

where ¢p = 7-(2k — 2) and ¢, = 5-(2k — 1). The angle between x;, and y is
given by ¢ — ¢p = 5~ and thus xy - yx = cos (%) The angle between xp,; and

L

Yk 18 Qry1 — Y, = - and thus x4y - yr = cos ( Qn). Finally, the angle between

—xy and y, is 7 — ¢, = 5- and 80 —x1 - Yy, = COS (%) The value of our primal

problem is thus given by

n n—1
;L B ™
p = g_l Tk Yk + g_l Tht1 * Yk — T1* Yp = 2N.COS <_2n> .

Let G’ be the Gram matrix constructed from all vectors xy, y;. as described earlier.
Note that our constraints are satisfied: Vi : g; = 1 and G’ > 0, because G’ is
symmetric and of the form G’ = BT B.

Dual Now consider the 2n-dimensional vector

™
N = (—) 1,....1).
cos ( 5 (1, )
In order to show that this is a feasible solution to the dual problem, we have to
prove that —3W + diag(X\') > 0 and thus the constraint is satisfied. To this end,
we first show that

w(2s+1)/n

2. CLAIM. The eigenvalues of A are given by v, = 1 + € with s =

0,...,n—1.

Proof. Note that if the lower left corner of A were 1, A would be a circulant
matrix [Gra71], i.e. each row of A is constructed by taking the previous row and
shifting it one place to the right. We can use ideas from circulant matrices to
guess eigenvalues v with eigenvectors

o n—1 n—2 n—3 1 0
us—(ps 7ps 7ps 7"'Jpsaps)7

where p, = et/ and s = 0,...,n — 1. By definition, u = (u1, ug, ..., u,)

is an eigenvector of A with eigenvalue « if and only if Au = yu. Here, Au = yu
if and only if

(i) Vie{l,....n—1}:u;+ ujr = yu,,

) —Up + Up = YUy
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Since for any j € {1,...,n —1}
wj i = Py =
— e—i(n—j)w(25+1)/n(1 + ei7r(23+1)/n) _
= P = ey,
(1) is satisfied. Furthermore (ii) is satisfied, since

—u Uy = —pl T+ =
_ _6—i7r(23+1)6i7r(25+1)/n +1=

1+ 6i7r(2s—l—1)/n —
= 78/)2 = VslUn.

3. CLAIM. The largest eigenvalue of W is given by v = 2 cos (%)

Proof. By [HI85, Theorem 7.3.7], the eigenvalues of W are given by the singular
values of A and their negatives. It follows from Claim [2 that the singular values

of A are
2 1
Os = \/VsVs = \/Q—i-QCos <M)

n

Considering the shape of the cosine function, it is easy to see that the largest
singular value of A is given by /2 + 2cos(m/n) = /4 cos?(r/(2n)), the largest
eigenvalue of W is /2 + 2 cos(m/n) = 2 cos(w/(2n)). O

Since —1 T and diag()\') are both Hermitian, Weyl’s theorem [HJ85, Theorem
4.3.1] implies that

1 1
Ymin (_§W + dlag()\,)) Z Vmin <_§W) + Ymin (dlag()‘/)) ’

where v, (M) is the smallest eigenvalue of a matrix M. It then follows from the
fact that diag()\') is diagonal and Claim 3| that

min (‘%W + diag(X)) > —% <2 cos (%)) + cos (%) =0

Thus —1W + diag(X') > 0 and )\ is a feasible solution to the dual problem. The
value of the dual problem is then

d = Tr(diag(\")) = 2n cos (;) :
n
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Because p' = d’, G’ and X' are optimal solutions for the primal and dual respec-
tively, which completes our proof. O

Note that for the primal problem we are effectively dealing with 2-dimensional
vectors, xy, yg. As we saw in Section [6.3.2] it follows from Tsirelson’s construc-
tion [T'si93] that in this case we just need a single EPR pair such that we can
find observables that achieve this bound. In fact, these vectors just determine
the measurement directions as given in [Per93].

—— ~ &lice : : ; :
S0eb: [one mereedd el i el v D v e T e

0.6

Figure 7.1: Optimal vectors for n = 4 obtained numerically using Matlab.

7.4 General approach and its applications

7.4.1 (General approach

Our approach can easily be generalized to other correlation inequalities. For
another inequality, we merely use a different matrix A in W. For example, for
Gisin’s CHSH inequality [Gis99], A is the matrix with 1’s in the upper left half
and on the diagonal, and -1’s in the lower right part. Otherwise our approach
stays exactly the same, and thus we do not consider this case here. Numerical
results provided by our Matlab example code suggest that Gisin’s observables are
optimal. Given the framework of semidefinite programming, the only difficulty
in proving bounds for other inequalities is to determine the eigenvalues of the
corresponding A, a simple matrix. All bounds found this way are tight, as we
can always implement the resulting strategy using a maximally entangled state
as shown in Section [6.3.2

With respect to finding numerical bounds, we see that the optimal strategy
can be found in time exponential in the number of measurement settings: The
size of the vectors scales exponentially with the number of settings, however, we
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can fortunately find the optimal vectors in time polynomial in the length of the
vectors using well-known algorithms for semidefinite programming [BV04].

7.4.2 Applications

In Chapter [9] we will see that the mere existence of such a semidefinite program
has implications for the computational complexity of interactive proof systems
with entanglement. Cleve, Hgyer, Toner and Watrous [CHTWO04a] have also
remarked during their presentation at CCC’04 that Tsirelson’s constructions leads
to an approach by semidefinite programming in the context of multiple interactive
proof systems with entanglement, but never gave an explicit argument.

The above semidefinite program has also been used to prove results about
compositions of quantum games, in particular, parallel repetitions of quantum
XOR-games [CSUUQ7]. One particular type of composition studied by Cleve,
Slofstra, Unger and Upadhyay [CSUUQ07| is the XOR~composition of non-local
games. For example, an XOR-composition of a CHSH game is a new game where
Alice and Bob each have n inputs zy,...,2, and yy,...,y, with z;,y; € {0,1}
and must give answers ¢ and b such that ¢« @ b = @z; - y;. In terms of our
semidefinite program, this is indeed easy to analyze. The matrix defining the
game is now given by

11 0 Aen
= h) ()

Note that the eigenvalues of W are given by ++/7(A)y(A)* where v(A) = £(v/2)"
is an eigenvalue of A®". Consider the matrix G = I+ W/(v/2)". Clearly,
W/(v/2)" has eigenvalues 1 so we have G > 0. Thus G is a valid solution
to our primal problem, for which we obtain p = Tr(GW)/2 = (2v/2)*. Consider
A= (1,...,1)((v/2)"/2). Clearly, it is a valid solution to our dual problem as
—W/2 + diag(\) > 0, again using Weyl’s theorem. This gives for our dual prob-
lem d = Tr(diag()\)) = (2v/2)" = p and thus our primal solution is optimal. For
more general problems, such a composition may be more complicated as the dual
solution is not immediately related to the eigenvalues of W. Nevertheless, it can
be readily evaluated using Schur’s complement trick [CSUUQ7|. By rewriting, one
can then relate such compositions to the questions of parallel repetition: Given
multiple runs of the game, does there exist a better quantum measurement than
executing the optimal strategy of each round many times? It is very interest-
ing that this is in fact not true for XOR~games [CSUUQ7]. However, there exist
inequalities and specific quantum states for which collective measurements are
better. Such examples can be found in the works of Peres [Per96] and Liang and
Doherty [LDO0G6]. Sadly, our approach fails here.
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7.5 Conclusion

We have provided a simple method to obtain the optimal measurements for any
bipartite correlation inequality, i.e. any two-player XOR game. Our method
easily allows us to obtain bounds using numerical analysis, but also suits itself to
construct analytical proofs as demonstrated by our examples. However, the above
discussion immediately highlights the shortcomings of our approach. How can we
find the optimal strategies for more generalized inequalities, where we have more
than two players or a non-correlation inequality? Or more than two measurement
outcomes? How can we find the optimal strategy for a fixed quantum state that
is given to Alice and Bob? To address more than two measurement outcomes, we
can rescale the observables such that they have eigenvalues in the interval [—1, 1].
Indeed, examining Tsirelson’s proof, it is easy to see that we could achieve the
same by demanding that the vectors have a length proportional to the number of
settings. However, it is clear that the converse of Tsirelson’s theorem that allows
us to construct measurement from the vectors can no longer hold. Indeed, any
matrix M =3 ;m;X; that can be written as a sum of anti-commuting matrices
Xi,..., X, with X]2 =T and Zj mj2 = 1 must have eigenvalues +1 itself since
M2 = 35, mymiX; X = (3, m?) T =T

Since the completion of this work, exciting progress has been made to an-
swer the above questions. Liang and Doherty [LD07] have shown how to ob-
tain lower and upper bounds on the optimal strategy achievable using a fixed
quantum state using semidefinite programming relaxations. Kempe, Kobayashi,
Matsumoto, Toner and Vidick [KKMT™07] have since shown that there exist three-
player games for which the optimal quantum strategy cannot be computed using
a semidefinite program that is exponential in the number of measurement set-
tings unless P=NP. Finally, Navascués, Pironio and Acin [NPAQ7] have shown
how to obtain bounds for general two-party inequalities with more measurement
outcomes using semidefinite programming, inspired by Landau [Lan8§|. Their
beautiful approach used successive hierarchies of semidefinite programs to obtain
better and better bounds. In their approach, they consider whether a given dis-
tribution over outcomes can be obtained using a quantum strategy. Sadly, it does
not give a general method to construct actual measurements and thus show that
an obtained bound is tight. A similar result obtained using an approach that is
essentially dual to [NPAOT7] has been obtained in [DLTWOS], which also proves a
convergence result for such a hierarchy.

One of the difficulties we face when trying to find tight bounds for more general
inequalities is to determine how large our optimization problem has to be. But
even if we are given some distribution over possible outcomes, how can we decide
how large our system has to be in order to implement a quantum strategy? In
general, this is a tricky problem which we will consider in the next chapter.



Chapter 8
Bounding entanglement in NL-games

In the previous chapter, we provided a simple method to determine the optimal
quantum strategy for two-outcome XOR games. However, when trying to find
the optimal strategies for more general games, we are faced with a fundamental
issue: How large do we have to choose our state and measurements such that we
can achieve the optimal quantum value?

8.1 Introduction

Determining an upper bound and the amount of entanglement we need, given
the description of the game alone, turns out to be a tricky problem in the gen-
eral case. Hence, we address an intermediate problem: Given the description of
a non-local game and associated probabilities, how large a state do Alice and
Bob need to implement such a strategy? Navascués, Pironio and Acin [NPAQ7]
and also [DLTWO0S8| have shown how to obtain upper bounds for the violation of
more general quantum games using multiple hierarchies of semidefinite programs.
However, their method does not provide us with an explicit strategy, and it re-
mains unclear how many levels of the hierarchy we need to consider in order to
obtain a tight bound. Yet, from their method we can obtain a probability distri-
bution over measurement outcomes. Using our approach, we can then determine
an extremely weak lower bound on the dimension of the quantum state we would
need in order to implement a corresponding quantum strategy.

The idea behind our approach is to transform a non-local game into a random
access code. A random access code is an encoding of a string into a quantum
state such that we can retrieve at least one entry of our choice from this string
with some probability. Intuitively, Alice’s measurements will create an encoding.
Bob’s choice of measurement then determines which bit of this “encoding” he
wants to retrieve. We prove a general lower bound for any independent one-
to-one non-local game among n players, where a one-to-one non-local game is a
game where for each possible measurement setting there exists exactly one correct
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measurement outcome. In particular, we show that in any one-to-one non-local
game where player P; obtains the correct outcome a € A; for any measurement
setting s € S; with probability p the dimension d of player P;’s state obeys

d > 9o (log |A;|—H (p)—(1—p) log(|A;[=1))|5;]

Even though our bound is very weak, and the class of games very restricted, we are
hopeful that our approach may lead to stronger results in the future. Finally, we
discuss how we could obtain upper bounds from the description of the non-local
game alone without resorting to probability distributions.

8.2 Preliminaries

Before we can prove our lower bound, we first introduce the notion of a random
access code. For our purposes, we need to generalize the existing results on
random access codes. We use M(p) to denote the random variable corresponding
to the outcome of a measurement M on a state p. We also use A™ to denote an
n-element string where each element is chosen from an alphabet A. We will also
use the notation 5_; to denote the string 5= (sy,...,s,) without the element s;.

8.2.1 Random access codes

A quantum (n, m, p)-random access code (RAC) [ANTV99, Nay99| over a binary
alphabet is an encoding of an n-bit string x into an m-qubit state p, such that for
any i € [n] we can retrieve z; from p, with probability p. Note that we are only
interested in retrieving a single bit of the original string x from p,. In general, it
is unlikely we will be able to retrieve more than a single bit. For such codes the
following lower bound has been shown [Nay99, Theorem 2.3|, where it is assumed
that the original strings = are chosen uniformly at random:

8.2.1. THEOREM (NAYAK). Any (n,m,p)-random access code has m > (1 —
H(p))n.

In the following, we make use of a generalization of random access codes to
larger alphabets. We also need two additional generalizations: First, we also
want to obtain a bound on such a RAC encoding if the string x is chosen from a
slightly more general, possibly non-uniform, distribution. Let P, be a probability
distribution over X and let Py = Py, X...X Py, be a probability distribution over
¥.". That is, a particular string z is chosen with probability Px(z) = I}, P, (z;).
Note that we assume that the individual entries of x are chosen independently.

Second, we allow for unbalanced random access codes, where each entry of the
string x may have a different probability of being decoded correctly. We define
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8.2.2. DEFINITION. An (n,m, (p1,...,Pn))x-unbalanced random access code (URAC)
over a finite alphabet ¥ is an encoding of an n-element string x € X" into an
m-qubit state p, such that for any ¢ € [n], there exists a measurement M; with
outcomes ¥ such that for all z € £ we have Pr[M;(p,) = x¢] > ps.

Fortunately, it is straightforward to extend the analysis of Nayak [Nay99] to
this setting. We extend the proof by Nayak as opposed to other known proofs
of this lower bound in order to deal with unbalanced random access codes more
easily.

8.2.3. LEMMA. Let Px = Px, X ... X Px, be a probability distribution over ¥".
Then any (n,m, (p1, ..., pn))s-unbalanced random access code has

m > ZH(Xt) — H(p;) — (1 —p)log(|X| — 1)

t=1

where X; is a random variable chosen from Y according to the probability distri-
bution Px,.

Proof. The proof follows along the same lines as Lemma 4.1 and Claim 4.6
of [Nay99]. We state the adaption for clarity:

We first consider decoding a single element. Let o, with a € ¥ be density
matrices, and let P be a probability distribution over 3. Defineo =" . P(a)o,.
Let M be a measurement with outcomes Y that given any state o, gives the
correct outcome a with average probability p. Let X be a random variable over
. chosen according to probability distribution P, and let Z be a random variable
over Y corresponding to the outcome of the measurement. It now follows from
Fano’s inequality (see for example [Hay06, Theorem 2.2]) that Z(X, Z) = H(X)—
H(X|Z) > H(X)— H(p) — (1 — p)log(|X| — 1). Using Holevo’s bound, we then
have S(0) > 3oy P(a)S(0,) + H(X) — H(p) — (1 — p) log(|S] — 1).

We now consider an entire string x encoded as a state p,. Consider k£ with
n >k > 0 and define p, = Y _cnk qpzy with ¢. = II}_ , Px (z;) where we
used indices z = 2, ..., 2, and Px; to denote the probability distribution over
¥ according to which the j-th entry was encoded. We now claim that S(p,) >
Zaez PXn—k(a)S(pay) + H(Xn—k:) - H(pn—k) - (1 - pn—k) 10g(|2| - 1)' The pI"OOf
follows by downward induction over k: Consider n = k, clearly S(p,) > 0 and the
claim is valid. Now suppose our claim holds for k£ 4+ 1. Note that we have p, =
Y wes Px,_.(a)pay. Note that strings encoded by the density matrices p,, only
differ by one element a € >. We can therefore distinguish them with probability
Pn—k- From the above discussion we have that S(p,) > > .5 Px,_,(a)S(pay) +
H(Xn—k) - H(pn—k) - (1 - pn—k) 10g(|2| - 1)'

Using the inductive hypothesis, letting y be the empty string and using the
fact that S(p) < logd = m then completes the proof. O
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8.2.2 Non-local games and state discrimination

For our purpose, we need to think of non-local games as a special form of state
discrimination. When each subset of players performs a measurement on their
part of the state, they effectively prepare a certain state on the system of the
remaining players. Let X?i:i' denote the state of Player P; if the remaining play-
ers chose measurement settings 5_; and obtained outcomes a@_;. Note that the

—

probability that player P; holds X;:é is Pr{d_;, 5 ;] = Prla_;|8_;]T1}L, . ;m(se).
Define the state

1 5
o = & ZZV@@ Pria_;|s_;]x;"
87j a,j
where ¢q) = > 5, 2q, V(@ls) Prld_;|5-;] to ensure normalization. We call a
game independent, if the sets of probabilities {g; | a; € A;} and {q;, | ar € A;}
are uncorrelated for all measurement settings w,v € S; with v # v. Note that
go) is the probability that player P; holds state (;’, and that Zaje 4 g =1
since the game is one-to-one. If player P; now chooses measurement setting s; he
is effectively trying to solve a state discrimination problem, given the ensemble
{da), Cala; € Aj}.

Note that we already encountered this viewpoint in Chapter Consider
the simple case of the CHSH game. Here, Alice (Player 1) and Bob (Player 2)
had to give answers a; and as for settings s; and sy such that s; - s = a1 @ as.
Let ¢;' denote Bob’s state if Alice chose measurement setting s; and obtained
outcome a;. If Bob chooses setting so = 0, he has to solve the state discrimination
problem described by Figure [6.3t he must answer as = a1, and hence his goal
is to learn a;. That is, he must solve the state discrimination problem given by
po = ({8 +¢})/2 and p; = (¢ + ({)/2. For sy = 1, he has to solve the problem
given by Figure 6.4} For s; = 0, he must answer as = a1, but for s; = 1 he must
answer as # a;. Hence, he must solve the state discrimination problem given by

po = (¢0 +¢i)/2 and p1 = (¢Y + ¢5)/2

8.3 A lower bound

We now show how to obtain a random access encoding from a one-to-one non-local
game. This enables us to find a lower bound on the dimension of the quantum
state necessary for any player P; to implement particular non-local strategies.
Recall that we are trying to give a bound given all parameters of the game. In
particular, we are given the probabilities Pr[d_;|5_;] that the remaining players
obtain outcomes d@_; for their measurement settings s_;, as well as the value of
the game. Note that we do not need to know an actual state and measurement
strategy for the players. We just want to give a lower bound for a chosen set of
parameters, whether these can be obtained or not.
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8.3.1. THEOREM. Any one-to-one independent non-local game where player P;
obtains the correct outcome a; € A, for measurement setting s; € S; with
probability ps, for all 5 € Sy x ... x S;j 1 x Sjp1 x ... x Sy and d_; €
Ap x oo x Ay x Ajpr x o x Ayis a (1S m, (ps - - pisy1)) 4, -unbalanced
random access code.

Proof. To encode a string, the other players choose measurement settings s_;
and measure their part of the state as in the non-local game to obtain outcomes
d_j. Note that the string is chosen randomly by the measurement. Since our
game was one-to-one we can define a function

9(5-j,d—5) = [1(5—j,d-5), - fis; (5=, d—5)-

Let x = g(5_;,d_;) be the encoded string and note that p, = XZ::é- We have

Px,(c) = ¢, since our game is one-to-one. Since our game is independent, we
have that Px is a product distribution. To retrieve the ¢t-th entry of x, player
P; then has to distinguish C[:j as in the non-local game which he can do with
probability p,, by assumption. O

Now that we can obtain a random access code from a non-local game, we can
easily give a lower bound on the dimension of the state from a lower bound of
the size of the random access code. It follows immediately from Theorem [8.3.1
and Lemma [8.2.3] that

8.3.2. COROLLARY. In any one-to-one independent non-local game where player
P; obtains the correct outcome a € A; for measurement setting s € S; with
probability ps for all measurement settings 5_; € Sy x ... x S;_1 X Sj41 X ... xSy
and outcomes d_j € Ay x ... xX Aj_1 X Aj11 X ... X Ax of the other players, the
dimension d of player P;’s state obeys

0 > 952 HX)=H(p)—(1-po) (|4, -1)
where Xy is a random variable chosen from A; where Pr[X, = a] = ¢..

For almost all known games, we can obtain a simplified bound as each player
will choose a measurement setting uniformly at random. Likewise, in most cases
we can assume that the probability that the players obtain certain outcomes is
also uniform. Indeed, if we do not know a particular measurement strategy for
a given game, we can find a bound if we assume that the distribution over the
outcomes given the choice of measurement settings is uniform. In this case, we
also assume that the probability of giving the correct answer is the same for each
possible choice of measurement settings and is equal to the value of the game.
We then obtain
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8.3.3. COROLLARY. In any one-to-one independent non-local game where player
P; obtains the correct outcome a € A; for any measurement setting s € S; with
probability p where ¢! = 1/|A;| for all t € S; and measurement settings §_; €
S1x...x 821 xSjp1x. .. xSy and outcomes d_j € Ay x... X A;_1xXAj1x.. . XANn
of the other players, the dimension d of player P;’s state obeys

d > 2008(14;))~H(p)~(1-p) log(|4,|-1)]S; |

Note that if we are willing to assume that the optimal value of the game is
achieved when the players share a maximally entangled state, we can improve
this bound to d > max; 9(log(|A;])—H (p)—(1—p) log(|A;|-1))IS;]

Let’s look at a small example which illustrates the proof. Consider the CHSH
inequality. Here, we have only two players, Alice (Player 1) and Bob (Player
2). Bob’s goal is to obtain an outcome ay such that s; - $1 = a; + az mod 2.
This means we define the function g(si,a;) = = as ¢(0,0) = 0,0, ¢g(1,0) = 1,1,
9(0,1) = 1,0 and ¢(1,1) = 0, 1. For the lower bound we do not need to consider
a specific encoding, however, for the well-known CHSH state and measurements
we would have an encoding of poo = [0)(0], po1 = |=){—|, p1o = |+){+], and p1; =
[1)(1] and ¢, = ¢2, = 1/2 for all 21, x5 € {0, 1}. How many qubits does Bob need
to use if he wants to give the correct answers with probability p = 1/2+1/(2v/2)?
Since everything is uniform we obtain logd > (1 — H(p))2 =~ 0.8, i.e., Bob needs
to keep at least one qubit.

Our bound contains a tradeoff between the probability p of giving the cor-
rect answer, the number of measurement settings, and the number of possible
outcomes. Clearly, our bound will only be good, if the number of measurement
settings is large. It is also clear that it performs badly as p approaches 1/2
and |A;| is large, and thus for most cases our bound will be very unsatisfactory.
The following figures illustrate the tradeoff between the different parameters of

Corollary [8.3.3]

8.4 Upper bounds

Ideally, we would find an upper bound on the amount of entanglement we need
purely from the description of the game alone. Clearly, Tsirelson’s construction
from Chapter tells us that for any XOR game the local dimension of Alice’s
and Bob’s system is d < 2N/2 where N is the number of measurement settings.
Similarly to XOR games, we can consider mod k-games. Here, Alice and Bob
have to give answers aj, ay given questions s1, s; such that f(sy,s2) = a1 + ag
mod k for some function f : S} x Sy — {0,...,k — 1}. One may hope that for
mod k-games, similarly than for XOR-games, the following holds:

8.4.1. CONJECTURE. For any mod k-game, the dimension of Alice’s and Bob’s

systems obeys d < kN/2 where N is the number of measurement settings for Alice
and Bob.
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Figure 8.1: Tradeoff for p = 0.6.

An alternative approach to bounding the dimension would be to consider how
far we can reduce the size of an existing state and observables using Lemma [6.3.1
Suppose that Alice has only two measurement settings X, = X — X and X; =
X? — X! with X§ + X¢ =T and X{ + X} = 1. We know from Lemma [3.5.2] that
there exist projectors II; such that we can decompose X, as X, = > ;X
for s,b € 0,1, where rank(Il;) < 2. Hence, we can immediately conclude from
Lemma that if Alice only measures two possible observables with two out-
comes each, the dimension of her state does not need to exceed d = 2. This has
previously been proved by Masanes [Mas06]. Could we prove something similar
for three measurement settings? Sadly, Theorem tells us that this is not
possible! There do exist three measurements for which no such decomposition
exists. It is not hard to see that the question of how large Alice’s entangled
state has to be given a specific set of measurement operators is essentially equiv-
alent to the question of how many qubits we need to store in the problem of
post-measurement information to achieve perfect success. In both settings we are
interested in reducing the dimension by finding a way to block-diagonalize the
matrices.
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Figure 8.2: Tradeoff for 2 outcomes.

8.5 Conclusion

Bounding the amount of entanglement that we need to implement the optimal
strategy in non-local games remains a tricky problem. We have given a simple
lower bound on the amount of entanglement necessary for an extremely restricted
class of games. The CHSH game forms an instance of such a game. Even though
our bound is very weak, and the class of games quite restricted, we are hopeful
that our approach may lead to stronger statements in the future. We also showed
how our earlier considerations and Tsirelson’s construction led to an upper bound
for the specific case of XOR-games. Sadly, better bounds still elude us so far.



Chapter 9

Interactive Proof Systems

As we saw in the past chapters, two spatially separated parties, Alice and Bob, can
use entanglement to obtain correlations that are impossible to achieve classically,
without any additional communication. However, there do exist classical systems
whose strength, or security, indeed depends crucially on the fact that specific
parties cannot communicate during the course of the protocol. How are such
systems affected by the presence of entanglement? Can Alice and Bob use their
shared entanglement to gain a significant advantage? Here, we study interactive
proof systems which are a specific case of such a classical system. Surprisingly,
it turns out that the space-like separation is lost alltogether and we can simulate
two classical parties with just a single quantum one.

9.1 Introduction

9.1.1 Classical interactive proof systems

Before getting to the heart of the matter, we first need to take a closer look
at interactive proof systems. Classical interactive proof systems have received
considerable attention [BFLII, BOGKWSS| [CCLI0, [Fei9ll, LS9, [FLI2] since
their introduction by Babai [Bab85] and Goldwasser, Micali and Rackoff [GMR&9]
in 1985. An interactive proof system takes the form of a protocol of one or
more rounds between two parties, a verifier and a prover. Whereas the prover
is computationally unbounded, the verifier is limited to probabilistic polynomial
time. Both the prover and the verifier have access to a common input string x.
The goal of the prover is to convince the verifier that x belongs to a pre-specified
language L. The verifier’s aim, on the other hand, is to determine whether the
prover’s claim is indeed valid. In each round, the verifier sends a polynomial
(in ) size query to the prover, who returns a polynomial size answer. At the
end of the protocol, the verifier decides to accept, and conclude x € L, or reject
based on the messages exchanged and his own private randomness. A language
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has an interactive proof if there exists a verifier V' and a prover P such that: If
x € L, the prover can always convince V to accept. If x ¢ L, no strategy of
the prover can convince V' to accept with non-negligible probability. IP denotes
the class of languages having an interactive proof system. Watrous [Wat99] first
considered the notion of quantum interactive proof systems. Here, the prover
has unbounded quantum computational power whereas the verifier is restricted
to quantum polynomial time. In addition, the two parties can now exchange
quantum messages. QIP is the class of languages having a quantum interactive
proof system. Classically, it is known that IP = PSPACE [Sha92] [She92], where
PSPACE is the class of languages decidable using only polynomial space. For the
quantum case, it has been shown that PSPACE C QIP C EXP [Wat99, [KW00Q].
If, in addition, the verifier is given polynomial size quantum advice, the resulting
class QIP/qpoly contains all languages |[Raz05]. Let QIP(k) denote the class
where the prover and verifier are restricted to exchanging k£ messages. It is known
that QIP = QIP(3) [KW00] and QIP(1) C PP [Vya03, MWO05], where PP is the
class of all problems solvable by a probabilistic machine in polynomial time. We
refer to [MWO5] for an overview of the extensive work done on QIP(1), also
known as QMA. Very little is known about QIP(2) and its relation to either PP
or PSPACE.

In multiple-prover interactive proof systems the verifier can interact with mul-
tiple, computationally unbounded provers. Before the protocol starts, the provers
are allowed to agree on a joint strategy, however they can no longer communicate
during the execution of the protocol. Let MIP denote the class of languages hav-
ing a multiple-prover interactive proof system. Here, we are especially interested
in two-prover interactive proof systems as introduced by Ben-Or, Goldwasser, Kil-
ian and Widgerson [BOGKWSS]. Babai, Fortnow and Lund [BFLI1], and Feige
and Lovéasz [FLI92] have shown that a language is in NEXP if and only if it has a
two-prover one-round proof system, i.e., MIP[2] = NEXP. Feige and Lovész have
also shown that a system using more than two-provers is thus no more powerful
than a system with only two provers, i.e., MIP[2] = MIP. Let &MIP[2] denote
the restricted class where the verifier’'s output is a function of the XOR of two
binary answers. Even for such a system @MIP[2] = NEXP, for certain soundness
and completeness parameters [CHTW04a]. Classical multiple-prover interactive
proof systems are thus more powerful than classical proof systems based on a
single prover, assuming PSPACE # NEXP.

9.1.2 Quantum multi-prover interactive proof systems

Given the advent of quantum computing, one can also consider quantum in-
teractive proof systems with multiple provers. These can be grouped into two
categories: First, one can consider provers and a verifier that are quantum them-
selves and can exchange quantum messages. Kobayashi and Matsumoto have
considered such quantum multiple-prover interactive proof systems which form
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an extension of quantum single prover interactive proof systems as described
above. Let QMIP denote the resulting class. In particular, they showed that
QMIP = NEXP if the provers do not share quantum entanglement [KMO3]. If
the provers share at most polynomially many entangled qubits the resulting class
is contained in NEXP [KMO03].

Secondly, one can consider proof systems where all communication remains
classical, but the provers can share any entangled state as part of their strategy
on which they are allowed to perform arbitrary measurements. Cleve, Hgyer,
Toner and Watrous [CHTW04a] have raised the question whether a classical two-
prover system is weakened in such a setting. We write MIP* if the provers share
entanglement. The authors provide a number of examples which demonstrate that
the soundness condition of a classical proof system can be compromised, i.e. the
interactive proof system is weakened, when entanglement is used. In their paper,
it is proved that &@MIP*[2] C NEXP. Later, the same authors also showed that
®MIP*[2] C EXP using semidefinite programming [CHTWO04b]. Entanglement
thus clearly weakens an interactive proof system, assuming EXP # NEXP.

Intuitively, entanglement allows the provers to coordinate their answers, even
though they cannot use it to communicate. By measuring the shared entan-
gled state the provers can generate correlations which they can use to deceive
the verifier. Tsirelson [Tsi80, [Tsi87] has shown that even quantum mechanics
limits the strength of such correlations, as we saw in Chapter [l Recall that
Popescu and Roehrlich [PR94] [PR96, [PRI7| have raised the question why na-
ture imposes such limits. To this end, they constructed a toy-theory based on
non-local boxes [PR94, vD00|, which are hypothetical “machines” generating cor-
relations stronger than possible in nature. In their full generalization, non-local
boxes can give rise to any type of correlation as long as they cannot be used to
signal. Preda [Pre05] showed that sharing non-local boxes allows two provers to
coordinate their answers perfectly and obtained &MIPy; = PSPACE, where we
write @MIPy;, to indicate that the two provers share non-local boxes.

Kitaev and Watrous [KWO00] mention that it is unlikely that a single-prover
quantum interactive proof system can simulate multiple classical provers, because

then from QIP C EXP and MIP = NEXP it follows that EXP = NEXP.

Surprisingly, it turns out that when the provers are allowed to share entan-
glement it can be possible to simulate two such classical provers by one quantum
prover. This indicates that entanglement among provers truly leads to a weaker
proof system. In particular, we show that a two-prover one-round interactive
proof system where the verifier computes the XOR of two binary answers and the
provers are allowed to share an arbitrary entangled state, can be simulated by a
single quantum interactive proof system with two messages: @MIP*[2] C QIP(2).
Since very little is known about QIP(2) so far [KW00], we hope that our result
may help shed some light on its relation to PP or PSPACE. Our result also leads
to a proof that @MIP*[2] C EXP.
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9.2 Proof systems and non-local games

9.2.1 Non-local games

For our proof, it is necessary to link interactive proof systems to non-local games,
as we described in Chapter [6.2.3] Since we consider only two parties, we omit
unnecessary indices and use separate letters to refer to the sets of possible ques-
tions and answers. We briefly recap our setup, summarized in Figure 9.1} Let S,
T, A and B be finite sets, and 7 a probability distribution on S x T'. Let V be
a predicate on S x T'x A x B. Then G = G(V,7) is the following two-person
cooperative gamd'} A pair of questions (s,t) € S x T is chosen at random ac-
cording to the probability distribution 7. Then s is sent to player 1, henceforth
called Alice, and t to player 2, which we call Bob. Upon receiving s, Alice has
to reply with an answer a € A. Likewise, Bob has to reply to question ¢ with an
answer b € B. They win if V(s,t,a,b) = 1 and lose otherwise. Alice and Bob
may agree on any kind of strategy beforehand, but they are no longer allowed
to communicate once they have received questions s and t. The value w(G) of a
game G is the maximum probability that Alice and Bob win the game. We write
V(a,b|s,t) instead of V (s,t,a,b) to emphasize the fact that a and b are answers
given questions s and t.

Here, we are particularly interested in non-local games. Alice and Bob are
allowed to share an arbitrary entangled state |¥) to help them win the game. Let
HA and ‘H? denote the Hilbert spaces of Alice and Bob respectively. The state
|W) € HA ® HP is part of the quantum strategy that Alice and Bob can agree on
beforehand. This means that for each game, Alice and Bob can choose a specific
|¥) to maximize their chance of success. In addition, Alice and Bob can agree
on quantum measurements. For each s € S, Alice has a projective measurement
described by {X¢ | a € A} on HA. TFor each t € T, Bob has a projective
measurement described by {Y? | b € B} on HZ. For questions (s,t) € S x T,
Alice performs the measurement corresponding to s on her part of |¥) which gives
her outcome a. Likewise, Bob performs the measurement corresponding to ¢ on
his part of |¥) with outcome b. Both send their outcome, a and b, back to the
verifier. The probability that Alice and Bob answer (a,b) € A x B is then given
by

(W]X2 Y0,

The probability that Alice and Bob win the game is now given by

Pr[Alice and Bob win] = "7 (s,t) > V(a,bs,t)(¥|X¢ @ Y[¥).  (9.1)

st a,b

The quantum value w,(G) of a game G is the maximum probability over all
possible quantum strategies that Alice and Bob win. Recall that XOR game is

IPlayers 1 and 2 collaborate against the verifier
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Prover 1 Prover 2

Werifier

Figure 9.1: A one-round XOR proof system.

a game where the value of V' only depends on ¢ = a @& b and not on a and b
independently. For XOR games we write V' (c|s,t) instead of V'(a,b|s,t). Here,
we are only interested in the case that a € {0,1} and b € {0, 1} and XOR games.
Alice and Bob’s measurements are then described by {X?, X!} for s € S and
{Y?,Y;'} for t € T respectively. Note that X0+ X! = [ and Y;"+Y,° = [ and thus
these measurements can be expressed in the form of observables X, and Y, with
eigenvalues +1: X, = X9~ X! and Y; = ¥,” - V;'. Recall from Chapter|[6.3.2]that
Tsirelson [Tsi80, [Tsi87] has shown that for any |¥) € HA @ H? there exists real
unit vectors z,,y € RY with N = |S| + |T'| such that (¥|X,; @ V;|¥) = (xs|y:).
It is then easy to see from Eq. that for XOR games we can express the
maximum winning probability as

wy(G) = max % Z 7(s,t) Z Viels,t) (1 + (=1)xs|ye)) (9.2)

Ts,Yt
where the maximization is taken over all unit vectors z,, 1, € RY.

9.2.2 Multiple classical provers

It is well known [CHTWO04al [FL92], that two-prover one-round interactive proof
systems with classical communication can be modeled as (non-local) games. Here,
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Alice and Bob take the role of the two provers. The verifier now poses questions
s and t, and evaluates the resulting answers. A proof system associates with each
string  a game G,, where w(G,) determines the probability that the verifier
accepts (and thus concludes x € L). The string =, and thus the nature of the
game G, is known to both the verifier and the provers. Ideally, for all z € L the
value of w(G,) is close to one, and for x ¢ L the value of w(G,) is close to zero.
It is possible to extend the game model for MIP[2] to use a randomized predicate
for the acceptance predicate V. This corresponds to V' taking an extra input
string chosen at random by the verifier. However, known applications of MIP[2]
proof systems do not require this extension [Fei95]. Our argument in Section
can easily be extended to deal with randomized predicates. Since V is not a
randomized predicate in [CHTWO04al, we follow this approach.

We concentrate on proof systems involving two provers, one round of commu-
nication, and single-bit answers. The provers are computationally unbounded,
but limited by the laws of quantum physics. However, the verifier is proba-
bilistic polynomial time bounded. As defined by Cleve, Hgyer, Toner and Wa-
trous [CHTWO04al,

9.2.1. DEFINITION. For 0 < s < ¢ < 1, let @MIP,,[2] denote the class of all
languages L recognized by a classical two-prover interactive proof system of the
following form:

e They operate in one round, each prover sends a single bit in response to
the verifier’s question, and the verifier’s decision is a function of the parity
of those two bits.

e If x € L then there exists a strategy for the provers for which the probability
that the verifier accepts is at least ¢ (the completeness probability).

o If z ¢ L then, whatever strategy the two provers follow, the probability
that the verifier accepts is at most s (the soundness probability).

9.2.2. DEFINITION. For 0 < s < ¢ < 1, let @MIP{[2] denote the class cor-
responding to a modified version of the previous definition: all communication
remains classical, but the provers may share prior quantum entanglement, which
may depend on z, and perform quantum measurements.

We generally omit indices ¢, s, unless they are explicitly relevant.

In Chapter [7} we discussed how to find the optimal strategies for XOR-games.
In particular, we saw that we can determine the optimal value of w,(G,) in
time exponential in min(|S|, |T’|) using semidefinite programming. This implies
immediately that @MIP* C EXP, as was shown by Cleve, Hgyer, Toner and Wa-
trous [CHTWO04a| during their presentation at CCC’04. Here, we show something
stronger, namely that @MIP* C QIP(2).
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9.2.3 A single quantum prover

Instead of two classical provers, we can also consider a system consisting of a
single quantum prover P, and a quantum polynomial time verifier V,, as defined by
Watrous [Wat99]. Again, the quantum prover P, is computationally unbounded,
however, he is limited by the laws of quantum physics. The verifier and the prover
can communicate over a quantum channel. In this thesis, we are only interested in
one round quantum interactive proof systems: the verifier sends a single quantum
message to the prover, who responds with a quantum answer. We here express
the definition of QIP(2) [Wat99] in a form similar to the definition of @MIP*:

9.2.3. DEFINITION. Let QIP(2,¢,s) denote the class of all languages L recog-
nized by a quantum one-prover one-round interactive proof system of the follow-
ing form:

o If x € L then there exists a strategy for the quantum prover for which the
probability that the verifier accepts is at least c.

o If x ¢ L then, whatever strategy the quantum prover follows, the probability
that the quantum verifier accepts is at most s.

9.3 Simulating two classical provers with one
quantum prover

We now show that an interactive proof system where the verifier bases his decision
only on the XOR of two binary answers is in fact no more powerful than a system
based on a single quantum prover. The main idea behind our proof is to combine
two classical queries into one quantum query, and thereby simulate the classical
proof system with a single quantum prover. Similar techniques have been used
to prove results about classical locally decodable codes [KW03, WdWO05]. Recall
that the two provers can use an arbitrary entangled state as part of their strategy.

For our proof we make use of the fact that we can write the optimal value of

the game as in Eq. (9.2).

9.3.1. THEOREM. For all s and c such that 0 < s < ¢ < 1, @MIP, [2] C
QIP(2,¢,s).

Proof. Let L € ©MIP; [2] and let V, be a verifier witnessing this fact. Let
P! (Alice) and P? (Bob) denote the two provers sharing entanglement. Fix an
input string x. As mentioned above, interactive proof systems can be modeled as
games indexed by the string x. It is therefore sufficient to show that there exists
a verifier V, and a quantum prover P,, such that wsm,(G,) = w,(G,), where
wsim (G4 ) is the value of the simulated game.
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Let s,t be the questions that V, sends to the two provers P! and P? in the

original game. The new verifier V, now constructs the following state in V ® M
1
|[Pinit) = —=(10)_|0)]s) + 11) [1)]t)),
\/§ A Y g g
V.o M Vo M

and sends register M to the single quantum prover P,.

We first consider the honest strategy of the prover. Let a and b denote the
answers of the two classical provers to questions s and ¢ respectively. The quantum
prover now transforms the state to

1 a b
[Brones) = (=1 10) 0)}s) +(-1" 1) |DIE),

and returns register M back to the verifier. The verifier V, now performs a
measurement on V ® M described by the following projectors

Py = |WE)(Wg®1
P = |‘Ij;e><\1’s_t|®]
Preject = I_PO_Pla

where |UE) = (]0)]0)|s) 4 [1)[1)]£))/+/2. If he obtains outcome “reject”, he imme-
diately aborts and concludes that the quantum prover is cheating. If he obtains
outcome m € {0, 1}, the verifier concludes that ¢ = a @ b = m. Note that
Prim = a ® b|s, t]| = (Phonest| Pacd| Pronest) = 1, s0 the verifier can reconstruct the
answer perfectly.

We now consider the case of a dishonest prover. In order to convince the
verifier, the prover applies a transformation on M ® P and send register M back
to the verifier. We show that for any such transformation the value of the resulting
game is at most w,(G,): Note that the state of the total system in V@ M ® P
can now be described as

‘(I)dish> =

1% M 1% M

1

75(1016x) + 1)160)
where [9,) = 3, coup [} and [6) = Y, g [0)]B1) with §' = {0s]s €

S} and 7" = {1t|t € T}. Any transformation employed by the prover can be
described this way. We now have that

Prim = 0fs, 1] = (Bun| ol®un) = ({a3lad) + (B150) + ZR(a2lG0)193)

4
Prim = 115, = (@uial Ala) = ((adlad) + (5150) — SR(la2IohI9-4)

The probability that the prover wins is given by
Pr[Prover wins| = Zw(s, t) Z V(c|s,t) Prm = c|s, t].

st 66{0,1}
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The prover will try to maximize his chance of success by maximizing Pr[m = 0|s, t]
or Pr[m = 1|s,t]. We can therefore restrict ourselves to considering real unit
vectors for which (af|as) = 1 and (5!|5!) = 1, as the dimension of our vectors is
directly determined by their number. Hence, we may also assume that |o2) = 0
iff s # s and |BY') = 0 iff t # "1 any other strategy can lead to rejection and
thus to a lower probability of success. By substituting into Egs. ) and .
it follows that the probability that the quantum prover wins the game (when he
avoids rejection) is

—Z (s, )V (cls, 1) (1 + (=1)(azlB7))- (9-5)

s,t,c

In order to convince the verifier, the prover’s goal is to choose real vectors |as)
and | 3}) which maximize Eq. (9.5)). Since in |¢,) and |¢;) we sum over |S'|+|T"| =
|S| 4 |T| elements respectively, the dimension of P need not exceed N = | S|+ |T|.
Thus, it is sufficient to restrict the maximization to vectors in RISHIT! Given
Eq. , we thus have

i (G) = max 5 S (s, OV (el )(1+ (~1)°(a] ).

s,t,c

where the maximization is taken over vectors {af € RY : s € S}, and {3 € RV :
t € T}. However, we know from Eq. (9.2)) that

wy(G,) = max = Z s, )V (c|s, t) (1 + (=1)(zs|ys))

Ts,Yt
s,t,c

where the maximization is taken over unit vectors {z; € RY : s € S} and
{y; € RN : t € T'}. We thus have

Wsim(Ge) = wq(G:c)

which completes our proof. O

9.3.2. COROLLARY. For alls and c such that0 < s < ¢ <1, @MIP [2] € EXP.

Proof. This follows directly from Theorem and the result that QIP(2)

-
EXP [KW0q. O
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9.4 Conclusion

As we have shown, the strength of classical systems can be weakened considerably
in the presence of entanglement. In our example above, we showed that the
systems can be weakened so much that all space-like separation is lost: we saw
that two classical parties with entanglement are as powerful as a single quantum
party.

It would be interesting to show that this result also holds for a proof system
where the verifier is not restricted to computing the XOR of both answers, but
some other Boolean function. However, the approach based on vectors from
Tsirelson’s results does not work for binary games. Whereas it is easy to construct
a single quantum query which allows the verifier to compute an arbitrary function
of the two binary answers with some advantage, it thus remains unclear how the
value of the resulting game is related to the value of a binary game. Furthermore,
mere classical tricks trying to obtain the value of a binary function from XOR
itself seem to confer extra cheating power to the provers.

Examples of non-local games with longer answers [CHTWO04al, such as the
Kochen-Specker or the Magic Square game, seem to make it even easier for the
provers to cheat by taking advantage of their entangled state. Furthermore,
existing proofs that MIP = NEXP break down if the provers share entanglement.
It is therefore an open question whether MIP* = NEXP or, MIP* C EXP.

As described, non-locality experiments between two space-like separated ob-
servers, Alice and Bob, can be cast in the form of non-local games. For ex-
ample, the experiment based on the well known CHSH inequality [CHSHG9],
is a non-local game with binary answers of which the verifier computes the
XOR [CHTWO04a]. Our result implies that this non-local game can be simu-
lated in superposition by a single prover/observer: Any strategy that Alice and
Bob might employ in the non-local game can be mirrored by the single prover in
the constructed “superposition game”, and also vice versa, due to Tsirelson’s con-
structions [Tsi80), [Tsi87] mentioned earlier. This means that the “superposition
game” corresponding to the non-local CHSH game is in fact limited by Tsirelson’s
inequality [Tsi80], even though it itself has no non-local character. Whereas this
may be purely coincidental, it would be interesting to know its physical inter-
pretation, if any. Perhaps it may be interesting to ask whether Tsirelson-type
inequalities have any consequences on local computations in general, beyond the
scope of these very limited games.
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Chapter 10

Limitations

Finally, we turn our attention to cryptographic protocols directly. As we saw in
Chapter [1], it is impossible to implement bit commitment even in the quantum
setting! In the face of the negative results, what can we still hope to achieve?

10.1 Introduction

Here, we consider the task of committing to an entire string of n bits at once
when both the honest player and the adversary have unbounded resources. Since
perfect bit commitment is impossible, perfect bit string commitment is clearly
impossible as well. Curiously, however, we can still make interesting statements
in the quantum setting, if we give both Alice and Bob a limited ability to cheat.
That is, we allow Alice to change her mind about the committed string within
certain limited parameters, and allow Bob to gain some information about the
committed string. It turns out that it matters crucially how we measure Bob’s
information gain.

First, we introduce a framework for the classification of bit string commit-
ments in terms of the length n of the string, Alice’s ability to cheat on at most a
bits and Bob’s ability to acquire at most b bits of information before the reveal
phase. We say that Alice can cheat on a bits if she can reveal up to 2¢ strings suc-
cessfully. Bob’s security definition is crucial to our investigation: If b determines
a bound on his probability to guess Alice’s string, then we prove that a + b is at
least n. This implies that the trivial protocol, where Alice’s commitment consists
of sending b bits of her string to Bob, is optimal. If, however, b is a bound on the
accessible information that the quantum states contain about Alice’s string, then
we show that non-trivial schemes exist. More precisely, we construct schemes
with @ = 4logn + O(1) and b = 4. This is impossible classically. We also present
a simple, implementable, protocol, that achieves a = 1 and b = n/2. This proto-
col can furthermore be made cheat-sensitive. Quantum commitments of strings
have previously been considered by Kent [Ken03|], who pointed out that in the
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quantum world useful bit string commitments could be possible despite the no-
go theorem for bit commitment. His scenario differs significantly from ours and
imposes an additional constraint, which is not present in our work: Alice does
not commit to a superposition of strings.

10.2 Preliminaries

10.2.1 Definitions

We first formalize the notion of quantum string commitments in a quantum set-
ting.

10.2.1. DEFINITION. An (n,a,b)-Quantum Bit String Commitment (QBSC) is
a quantum communication protocol between two parties, Alice (the committer)
and Bob (the receiver), which consists of two phases:

o (Commit Phase) Assume that both parties are honest. Alice chooses a string
x € {0,1}"™ with probability p,. Alice and Bob communicate and at the end
Bob holds state p,.

e (Reveal Phase) If both parties are honest, Alice and Bob communicate and
at the end Bob outputs x. Bob accepts.

We have the following two security requirements:

e (Concealing) If Alice is honest, then for any strategy of Bob

> oph. <2

z€{0,1}"

where pfm 15 the probability that Bob correctly guesses x before the reveal
phase.

e (Binding) If Bob is honest, then for any strategy of Alice

> w2

z€{0,1}"

where p2 is the probability that Alice successfully reveals x (Bob accepts the
opening of x).

Bob thereby accepts the opening of a string x, if he performs a test depending
on the individual protocol to check Alice’s honesty and concludes that she was
indeed honest. Note that quantumly, Alice can always commit to a superposition
of different strings without being detected. Thus even for a perfectly binding bit
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string commitment (i.e. a = 0) we only demand that er{()’l}n p <1, whereas
classically one wants that p% = §, ,». Note that our concealing definition reflects
Bob’s a priori knowledge about x. We choose an a priori uniform distribution
(i.e. p, =27") for (n,a,b)-QBSCs, which naturally comes from the fact that we
consider n-bit strings. A generalization to any (Px,a,b)-QBSC where Px is an
arbitrary distribution is possible but omitted in order not to obscure our main
line of argument.

Instead of Bob’s guessing probability, one can take any information measure
B to express the security against Bob. In general, we consider an (n, a,b)-QBSCpg
where the new Concealing-condition reads

e (General Concealing) If Alice is honest, then for any ensemble € = {p,, p.}
that Bob can obtain by a cheating strategy B(E) < b.

Later, we will show that for B being the accessible information, non-trivial proto-
cols, i.e. protocols with a+b < n, do exist. Recall that the accessible information
was defined in Section as Zuee(€) = maxy I(X,Y), where Py is the prior
distribution of the random variable X, Y is the random variable of the outcome
of Bob’s measurement on &, and the maximization is taken over all measurements
M.

10.2.2 Model

We work in the model of two-party non-relativistic quantum protocols of Yao
[Ya095|, simplified by Lo and Chau [LC97] which is usually adopted in this con-
text. Here, any two-party quantum protocol can be regarded as a pair of quantum
machines (Alice and Bob), interacting through a quantum channel. Consider the
product of three Hilbert spaces ‘H4, Hp and H¢e of bounded dimensions, repre-
senting the Hilbert spaces of Alice’s and Bob’s machines and the channel, respec-
tively. Without loss of generality, we assume that each machine is initially in a
specified pure state. Alice and Bob perform a number of rounds of communication
over the channel. Each such round can be modeled as a unitary transformation
on Hy ® He and Hp ® He respectively. Since the protocol is known to both
Alice and Bob, they know the set of possible unitary transformations used in the
protocol. We assume that Alice and Bob are in possession of both a quantum
computer and a quantum storage device. This enables them to add ancillae to the
quantum machine and use reversible unitary operations to replace measurements.
The state of this ancilla can then be read off only at the end of the protocol, and
by doing so, Alice and Bob can effectively delay any measurements until the very
end. The resulting protocol will be equivalent to the original and thus we can
limit ourselves to protocols where both parties only measure at the very end.
Moreover, any classical computation or communication that may occur can be
simulated by a quantum computer.
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10.2.3 Tools

We now gather the essential ingredients for our proof. First, we now show that
every (n,a,b)-QBSC is an (n,a,b)-QBSC,. The security measure £(£) is defined
by

§(€) == n — Ha(paslp), (10.1)
where pap = >, p.|){(z| ® p, and p = Y pyp, are only dependent on the
ensemble €& = {p,, p.}. Ha(+|-) is an entropic quantity defined in [Ren05]

Hy(paslp) = — log Tr ([ﬂ ® o )pas] ) .

Interestingly, this quantity is directly connected to Bob’s maximal average prob-
ability of successfully guessing the string:

10.2.2. LEMMA. Bob’s maximal average probability of successfully guessing the
committed string, i.e. supy >, pxpf'y where M = {M,} ranges over all mea-

surements and pyﬁ;&M = Tr(Myp,) is the conditional probability of outputting y
given p,, obeys
Slip prpf',;‘/f > 9—Hz(paslp)

Proof. By definition, the maximum average guessing probability is lower
bounded by the average guessing probability for a particular measurement strat-
egy. We choose the square-root measurement which has operators

We use pB = Tr(M,p,) to denote the probability that Bob guesses x given p,,

x|z
hence

max _1 _1
log > papy™ > log Y paTr(p 2 pep”2ps)

_1 _1
= logTr (Zpi|$><wl®p 2 Dapp %)

— tog'te ([t 7 H)pas] )
= —Ha(paslp)

Related estimates were derived in [BK02].
Furthermore, we make use of the following theorem, known as privacy ampli-
fication against a quantum adversary with two-universal hash functions, which
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we state in a form that is most convenient for our purposes in this chapter.
A class F of functions f : {0,1}" — {0,1}* is thereby called two-universal if
for all x # y € {0,1}" and for uniformly at random chosen f € F we have
Pr[f(z) = f(y)] < 27*. For example, the set of all affine functiond’] from {0, 1}"
to {0,1}* is two-universal [CW79]. The following theorem expresses how hash
functions can decrease Bob’s knowledge about a random variable when he holds
some quantum information. In our case, Bob will hold some quantum memory
and privacy amplification is used to find Alice’s attack.

10.2.3. THEOREM (TH. 5.5.1 IN [RENO5] (SEE ALsO [KMRO5])). Let G be a
class of two-universal hash functions from {0,1}" to {0,1}°. Application of g € G
to the random variable X maps the ensemble & = {py, p.} to & = {q, 09} with

probabilities ¢ = Zmeg,l(y) Pz and quantum states o = erg,l(y) Deps. Then

é S d(e,) <

geg

2*%[H2(pAB\p)*S]’ (10.2)

N —

where d(€) := D(Y, pa|z){z]| @ ps,1/2" @ p) (and similarly for d(&,)).

Finally, the following reasoning that is used to prove the impossibility of quan-
tum bit commitment [LCI7, May96b] will be essential: Suppose py and p; are
density operators that correspond to the state of Bob’s system if Alice committed
a “0” or a “1” respectively. Let |¢g) and |¢;1) be the corresponding purifications
on the joint system of Alice and Bob: Alice holds the purification of py and p;. If
po equals p; then Alice can find a local unitary transformation U that Alice can
apply to her part of the system such that |¢,) = U ®@[|¢y). This enables Alice to
change the total state from |¢g) to |¢1) and thus cheat using entanglement! This
reasoning also holds in an approximate sense [May96b|, here used in the following
form:

10.2.4. LEMMA. Let D(pg, p1) < € and assume that the bit-commitment protocol
is error-free if both parties are honest. Then there exists a method for Alice to
cheat such that the probability of successfully revealing a 0 during the reveal phase,
given that she honestly committed herself to a 1 during the commit phase, is at

least 1 — /2¢.

Proof. D(po, p1) < € implies maxy |[(¢o|U @ I|¢1)| > 1 — ¢ by Uhlmann’s theo-
rem [UhI76]. Here, |¢o) and |¢;) correspond to the joint states after the commit
phase if Alice committed to a ’0’ or '1’ respectively where the maximization ranges
over all unitaries U on Alice’s (i.e. the purification) side. Let |[¢g) = U ® I|¢1)
for a U achieving the maximization, be the state that Alice prepares by applying

!Geometrically, an affine function is a linear function plus a translation
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U to the state on her side when she wants to reveal a '1’, given a prior honest
commitment to '0’. We then have

D(|do) (¢ol, [40) (¢0])

1 — [{¢ol|tho)|?
1—(1—¢)?
V2.

If Bob is honest, the reveal phase can be regarded as a measurement resulting in a
distribution Py (or Pyz) if |¢g) (or |1y)) was the state before the reveal phase. The
random variables Y and Z can take values {0,1} (corresponding to the opened
bit) or the value ‘reject (r)’. Since the trace distance does not increase under
measurements, D(Py, Pz) < D(|¢o){¢ol, [¢o)(vo]) < v2e. Hence 1(|Py(0) —
Pz(0)| + | Py (1) — Pz(1)| + |Py(r) — Pz(r)]) < v/2e. Since |¢) corresponds to
Alice’s honest commitment to 0 we have Py(0) = 1, Py(1) = Py(r) = 0 and
hence Pz(0) > 1 — /2. O

IAINA

10.3 Impossibility
of quantum string commitments

As we saw above, any (n, a,b)-QBSC is also an (n,a,b)-QBSC, with the security
measure £(€) defined in Eq. . To prove our impossibility result we now prove
that an (n, a,b)-QBSC; can only exist for values a, b and n obeying a +b+c > n,
where c is a small constant independent of a, b and n. This in turn implies the
impossibility of an (n, a,b)-QBSC for such parameters. Finally, we show that if
we execute the protocol many times in parallel, the protocol can only be secure
ifa+b>n.

The intuition behind our proof is simple: To cheat, Alice first chooses a two-
universal hash function g. She then commits to a superposition of all strings for
which g(x) = y for a specific y. We now know from the privacy amplification
theorem above, that even though Bob may gain some knowledge about x, he is
entirely ignorant about y. But then Alice can change her mind and reveal a string
from a different set of strings for which g(x) = ¢’ with y # 3/ as we saw above!
The following figure illustrates this idea.

10.3.1. THEOREM. (n,a,b)-QBSC, schemes with a + b+ ¢ < n do not ewist,
where ¢ = Hlogh — 4 ~ 7.61 is a constant.

Proof.  Consider an (n,a,b)-QBSC; and the case where both Alice and Bob
are honest. Alice committed to x. We denote the joint state of the system Alice-
Bob-Channel H4 ® Hp ® He after the commit phase by |¢,) for input state |x).
Let p, be Bob’s reduced density matrix, and let & = {p,, p.} where p, =27".
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Figure 10.1: Moving from a set of string with g(x) = y to a set of strings with
g(xz) = (y mod 5) + 1.

Assuming that Bob is honest, we will give a cheating strategy for Alice in the
case where a4+ b+ 5logh —4 < n. The strategy will depend on the two-universal
hash function ¢ : X = {0,1}" — Y = {0,1}" ™, for appropriately chosen m.
Alice picks a y € Y and constructs the state (3, -1(, [2)[2))/+/[g7(y)[. She
then gives the second half of this state as input to the protocol and stays honest
for the rest of the commit phase. The joint state of Alice and Bob at the end of the
commit phase is thus [¢9) = (3_,c,-1(,) [2)|¢2))/V/|97(y)]. The reduced states
on Bob’s side are 0 = % > veg-1(y) PxPx With probability qy = weg-1(y) Pe- We
denote this ensemble by &,. Let 09 =3 gjoy.

We now apply Theorem with s = n —m and &(€) < b and obtain
% Z d(&;) < € where ¢ = 12_’(’” %), Hence, there is at least one g such that

d(&,) < ¢. Intuitively, this means that Bob knows only very little about the value
of g(x). This g defines Alice’s cheating strategy. It is straightforward to verify
that d(&,) < e implies

27N " D(0?, 0Y) < 2. (10.3)

yeY

We therefore assume without loss of generality that Alice chooses yg € ) with

D(o§ ,09) < 2e.
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We first observe that the probability to successfully reveal some x in g~!(y)
given [¢9) is onﬂ We say that Alice reveals y if she reveals an x such that
y = g(x). We then also have that the probability for Alice to reveal y given [¢9)
successfully is one. Let p, and ¢J denote the probabilities to successfully reveal
x and y respectively and p? Iy be the conditional probability to successfully reveal
x, given y. We have

DoBe=D0 D Wy, =)
x Y zeg~(y) Y
where the inequality follows from our observation above.

As in the impossibility proof of bit commitment, Alice can now transform
19 ) approximately into |b7) if of is sufficiently close to o by using only lo-
cal transformations on her part. Indeed, Lemma tells us how to bound
the probability of revealing y, given that the state was really [¢,,). Since this
reasoning applies to all y, on average, we have

Sa = > (1-v2yDioh, o))

Yy

> gnm gy /o \/ 2m=n " D(0%y, o)
Y

Y

> 2" (1 - 2v/2),

where the first inequality follows from Lemma/10.2.4] the second from Jensen’s in-
equality and the concavity of the square root function, the third from the triangle
inequality and the fourth from Eq. (10.3) and D(oj ,09) < 2. Recall that to be

secure against Alice, we require 2 > 2" (1 — 2/2¢). We insert ¢ = %2*%("“1’),
define m = b+ v and take the logarithm on both sides to get

a+b+d>n, (10.4)

=

where § = v — log(1 — 277/4*1). Keeping in mind that 1 — 27741 > 0 (o
equivalently v > 4), we find that the minimum value of ¢ for which Eq. ((10.4))
is satisfied is 6 = 5logh — 4 and arises from v = 4(log5 — 1). Thus, no (n,a, b)-
QBSC, with a + 0+ 5log5 — 4 < n exists.

It follows immediately that the same restriction holds for an (n,a,b)-QBSC:

2 Alice learns z, but can’t pick it: she committed to a superposition and x is chosen randomly
by measurement.
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10.3.2. COROLLARY. (n,a,b)-QBSC schemes, with a + b+ ¢ < n do not exist,
where ¢ = Hlogh — 4 ~ 7.61 is a constant.

Proof. For the uniform distribution p, = 27", we have from the concealing
condition that pﬁm < 2%, which by Lemma [10.2.2| implies £(€) < b. Thus, a
(n,a,b)-QBSC is an (n,a,b)-QBSC; from which the result follows. O

Since the constant ¢ does not depend on a, b and n, multiple parallel executions
of the protocol can only be secure if a + b > n. This follows by considering m
parallel executions of the protocol as a single execution with a string of length
mn.

10.3.3. COROLLARY. Let P be an (n,a,b)-QBSC with P™ an (mn,ma, mb)-
QBSC. Thenn < a+ b+ ¢/m. In particular, no (n,a,b)-QBSC with a +b < n
can be executed securely an arbitrary number of times in parallel.

Thus, we can indeed hope to do no better than the trivial protocol. It follows
directly from [KMPO04] that the results in this section also hold in the presence
of superselection rules, where, very informally, quantum actions are restricted to
act only on certain subspaces of a larger Hilbert space.

10.4 Possibility

Surprisingly, if one is willing to measure Bob’s ability to learn x using a weaker
measure of information, the accessible information, non-trivial protocols become
possible. These protocols are based on a discovery known as “locking of classical
information in quantum states” which we already encountered in Chapter [5]

The protocol, which we call LOCKCOM(n, U), uses this effect and is specified
by a set U = {Uy, ..., Uy} of unitaries. We have

Protocol 1: LOCKCOM(n,U)

1: Commit phase: Alice has the string x € {0,1}" and randomly chooses
r € {1,...,|U|}. She sends the state U,|z) to Bob, where U, € U.

2: Reveal phase: Alice announces r and x. Bob applies U and measures in
the computational basis to obtain z’. He accepts if and only if 2’ = z.

We now first show that our protocol is secure with respect to Definition [10.2.1]if

Alice is dishonest. Note that our proof only depends on the number of unitaries
used, and is independent of a concrete instantiation of the protocol.

10.4.1. LEMMA. For any LOCKCOM(n,U) protocol the security against a dis-
honest Alice is bounded by 2* < U],
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Proof. Let p, denote the probability that Alice reveals x successfully. Then,
Pe < >, Dy, Where p,, is the probability that z is accepted by Bob when the
reveal information was r. Let p denote the state of Bob’s system. Summation
over x now yields

> b <) Pan
= Y Trla)(z|UfpU,

= ZTrp = 27

O

In order to examine security against a dishonest Bob, we have to consider the
actual form of the unitaries. We first show that there do indeed exist interesting
protocols. Secondly, we present a simple, implementable, protocol. To see that
interesting protocols can exist, let Alice choose a set of O(n?) unitaries indepen-
dently according to the Haar measure (approximately discretized) and announce
the resulting set U to Bob. They then perform LOCKCOM(n,U). Following the
work of [HLSWO04], we now show that this variant is secure against Bob with
high probability. That is, there exist O(n*) unitaries that bring Bob’s accessible
information down to a constant: Z,..(£) < 4:

10.4.2. THEOREM. Forn > 3, there exist (n,4logn + O(1),4)-QBSC;,_ proto-
cols.

Proof. Let U,,, denote the set of m randomly chosen bases and consider the
LOCKCOM(n, a,b) scheme using unitaries U = U,q,. Security against Alice is
again given by Lemma [10.4.1 We now need to show that this choice of unitaries
achieves the desired locking effect and thus security against Bob. Again, let
d = 2" denote the dimension. As we saw in Section [5.2.1] we have that

1
Toce(E) <logd + max —H(X;),
) < logd-+max 3 A

where X, denotes the outcome of the measurement of |¢) in basis j and the
maximum is taken over all pure states |¢). According to [HLSW04, Appendix B]
there is a constant C” > 0 such that

1 m
Prlinf — H(X;)) < (1—¢)logd—3
st 3 HOG) < (1=2)logd =)

2d ,
(E) Q_W(mfcacTZ)?_l),

€

IN
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for d > 7 and ¢ < 2/5. Set ¢ = @. The RHS of the above equation
then decreases provided that m > 5 (logd)*. Thus with d = 2" and logm =

4logn + O(1), the accessible information of the ensemble corresponding to the
commitment is then Z,..(£) < logd — (1 —¢)logd + 3 = elogd + 3 = 4 for our
choice of €. O

Unfortunately, the protocol is inefficient both in terms of computation and
communication. It remains open to find an efficient constructive scheme with
those parameters.

In contrast, for only two bases, an efficient construction exists and uses the
identity and the Hadamard transform as unitaries. For this case, the security
of the standard LOCKCOM protocol follows immediately from the locking argu-
ments of Chapter 5] It has been shown that this protocol can be made cheat-
sensitive [Chr05].

10.4.3. THEOREM. LOCKCOM(n,1,n/2) usingtd = {I®", H®"} is a (n,1,n/2)-
QBSCr,  protocol.

Proof. The result follows immediately from Lemma[10.4.1) and the fact that by
Corollary Zoce(€) < n/2 for Bob. 0

We can thus obtain non-trivial protocols by exploiting the locking effects dis-
cussed in Chapter [5] Note, however, that the security parameters are very weak.
Indeed, if Alice uses only two possible bases chosen with equal probability then
Bob is always able to obtain the encoded string with probability at least 1/2: he
simply guesses the basis and performs the corresponding measurement.

10.5 Conclusion

We have introduced a framework for quantum commitments to a string of bits.
Even if we consider string commitments that are weaker than bit commitments,
no non-trivial protocols can exist if we choose a very strong measure of security.
A property of quantum states known as locking, however, allowed us to propose
meaningful protocols for a much weaker security demand. One could extend our
method to the case of weak secure function evaluation as was done for the original
bit commitment protocol in [Lo97]. After completion of our work, Jain [Jai05] has
also shown using a different method that QBSC, protocols with a +160+31 <n
cannot exist.

A drawback of weakening the security requirement is that LOCKCOM proto-
cols are not necessarily composable. Thus, if LOCKCOM is used as a sub-protocol
in a larger protocol, the security of the resulting scheme has to be evaluated on
a case by case basis. However, LOCKCOM protocols are secure when executed
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in parallel. This is a consequence of the definition of Alice’s security parameter
and the additivity of the accessible information (see Chapter , and sufficient for
many cryptographic purposes.

However, two important open questions remain: First, how can we construct
efficient protocols using more than two bases? It may be tempting to conclude
that we could simply use a larger number of mutually unbiased bases, such as
given by the identity and Hadamard transform. Yet, as we saw in Chapter
using more mutually unbiased bases does not necessarily lead to a better locking
effect and thus better string commitment protocols. Finally, are there any novel
applications for this weak quantum string commitment?

Fortunately, it turns out that we can implement protocol with very strong
security parameters if we are willing to introduce additional assumptions. We
now show how to obtain oblivious transfer from the assumption that qubits are
affected by noise during storage.



Chapter 11
Possibilities: Exploiting storage errors

Given the negative results from the last chapter, what can we still hope to achieve?
Fortunately, the situation is not quite as bleak if we are taking advantage of
the technical limitation that quantum storage is necessarily noisy. Here, the
very problem that still prevents us from implementing a quantum computer can
actually be turned to our advantage! As we saw in Chapter [I] the primitive of
oblivious transfer allows us to implement essentially all cryptographic protocols
among two mutually distrustful players, and hence we focus on this primitive.

11.1 Introduction

As outlined in Chapter [1} it was recently shown that secure OT is possible when
the receiver Bob has a limited amount of quantum memory [DFSS05, IDFR*07]
at his disposal. Within this ‘bounded-quantum-storage model’ OT can be imple-
mented securely as long as a dishonest receiver Bob can store at most n/4 —O(1)
qubits coherently, where n is the number of qubits transmitted from Alice to Bob.
The problem with this approach is that it assumes an explicit limit on the physical
number of qubits (or more precisely, the rank of the adversary’s quantum state).
However, at present we do not know of any practical physical situation which en-
forces such a limit for quantum information. On the other hand it is a fact that
currently and in the near-future storing photonic qubits is noisy. We therefore
propose an alternative model of noisy-quantum storage inspired by present-day
physical implementations: We require no explicit memory bound, but we assume
that any qubit that is placed into quantum storage undergoes a certain amount
of noise. Here, we take the 1-2 OT protocol from [DFR07] as our starting point,
and analyze it in this model. This simple 1-2 OT protocol can be implemented
using photonic qubits (using polarization or phase-encoding) with standard BB84
quantum key distribution [BB84l [GRTZ02] hardware, only with different classical
post-processing.

163
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Our adversary model is that of collective attacks (in analogy with collective
eavesdropping attacks in the quantum key distribution setting). More precisely:

e Bob may choose to (partially) measure (a subset of) his qubits immediately
upon reception using an error-free product measurement.

e Bob may store each incoming qubit, or post-measurement state from a prior
partial measurement, separately and wait until he gets additional informa-
tion from Alice (at Step 3 in Protocol 1).

e Once he obtained the additional information he may perform an arbitrary
coherent measurement on his stored qubits and stored classical data.

We assume that a qubit ¢; undergoes some noise while in storage, where we
denote the combined channel given by Bob’s initial (partial) measurement, fol-
lowed by the noise by super-operator &;. The source of noise can be due to the
transfer of qubit onto a different physical carrier, such as an atomic ensemble or
atomic state for example, or into an error-correcting code with fidelity less than 1.
In addition, the (encoded) qubit will undergo noise once it has been transferred
into ‘storage’. Hence, the quantum operation S; in any real world setting will nec-
essarily include some form of noise. Note that such noise is typically much larger
than the noise experienced by honest players who only need to make immediate
complete measurements in the BB84 basis.

First of all, we show that for any initial measurement by Bob, and any noisy
superoperator §; the 1-2 OT protocol is secure if the honest players can perform
perfect noise-free quantum operations. As an explicit example, we consider de-
polarizing noise for which reduce the set of optimal attacks to two simple ones:
measure in the so-called Breidbart basis or let the qubits undergo depolarizing
noise. This allows us to obtain an explicit tradeoff between the amount of noise
in storage and the security of the protocol.

In a real implementation using photonic qubits the execution of the protocol
by the honest players is imperfect: their quantum operations can be inaccurate
or noisy, weak laser pulses instead of single photon sources are used and qubits
undergo decoherence in transmission. Note, however, that unlike in QKD, we also
want to execute such protocols over very short distances (for example in banking
applications) such that the depolarization rate during transmission in free-space
is very low. Our practical 1-2 OT-protocol is a small modification of the perfect
protocol, so that we can separately deal with erasure errors (i.e. photon loss) and
the rate of these errors does not affect the security of the protocol. We then show
for this practical protocol how one can derive trade-offs between the amount of
storage noise, the amount of noise for the operations performed by the honest
players, and the security of the protocol. At the end, we discuss the issue of
analyzing fully coherent attacks for our protocol. Indeed, there is a close relation
between the 1-2 OT protocol and BB84 quantum key distribution.
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Our security analysis can in principle be carried over to obtain a secure iden-
tification scheme in the noisy-quantum-storage model analogous to [DFSS07].
This scheme achieves password-based identification and is of particular practical
relevance as it can be used for banking applications.

11.1.1 Related work

Precursors of the idea of basing the security of 1-2 OT on storage-noise are already
present in [BBCS92b] which laid the foundations for the protocol in [DERT07],
but no rigorous analysis was carried through in that paper. Furthermore, it
was pointed out in [Sch07, [DFSS08] how the original bounded-quantum-storage
analysis applies in the case of noise levels which are so large that the rank of a
dishonest player’s quantum storage is reduced to n/4. In contrast, we are able to
give an explicit security tradeoff even for small amounts of noise. We furthermore
note that our security proof is not exploiting the noise in the communication
channel (which has been done in the classical setting to achieve cryptographic
tasks, see e.g. [CKS88| [Cré97, [CMWO04]), but is solely based on the fact that the
dishonest receiver’s quantum storage is noisy. Another technical limitation has
been considered in [Sal98] where a bit-commitment scheme was shown secure
under the assumption that the dishonest committer can only measure a limited
number of qubits coherently. Our analysis differs in that we allow any coherent
measurement at the very end. Furthermore, the security analysis of our protocol
is considerably simpler and more promising to be extended to cover more general
cases.

11.2 Preliminaries

11.2.1 Definitions

We start by introducing some tools, definitions and technical lemmas. To define
the security of 1-2 OT, we need to express what it means for a dishonest quantum
player not to gain any information. Let pxg be a state that is part classical, part
quantum, i.e. a cg-state pxp = > .p Px(2)|x)(x| ® pf. Here, X is a classical
random variable distributed over the finite set X according to distribution Pkx.
In this Chapter, we will write the non-uniformity of X given pp = > Px(x)p5,
as

1
d(X|pp) = B

I/|1X| @ pp — Y Px(x)|x){z| ® pj;

1

Intuitively, if d(X|pg) < € the distribution of X is e-close to uniform even given
PE, 1.e., pg gives hardly any information about X. A simple property of the non-
uniformity which follows from its definition is that for any cg-state of the form
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PxXED = PxE @ pp, we have
d(X|pep) = d(X|pp). (11.1)

We prove the security of a randomized version of OT. In such a protocol, Alice
does not choose her input strings herself, but instead receives two strings .Sy,
Sy € {0, 1}* chosen uniformly at random by the protocol. Randomized OT (ROT)
can easily be converted into OT: after the ROT protocol is completed, Alice uses
her strings Sy, S obtained from ROT as one-time pads to encrypt her original
inputs Sy and Sy, i.e. she sends an additional classical message consisting of
§0 @ Sy and 5’1 @ S7 to Bob. Bob can retrieve the message of his choice by
computing S¢ @ (S'C ® Se) = Sc. He stays completely ignorant about the other
message Si_¢ since he is ignorant about S;_¢. The security of a quantum protocol
implementing ROT is defined in [DFSS05, IDERT07] for a standalone setting. A
more involved definition allowing for composability can be found in [WWQ7]. In
the following, we use pp to denote the complete quantum state of Bob’s lab at the
end of the protocol including any additional classical information he may have
received directly from Alice. Similarly, we use PCs)SyA and psys;A 1O denote the
c-q states corresponding to the state of Alice’s lab at the end of the protocol
including her classical information about Bob’s choice bit C' and outputs S}, and

S} as defined below.

11.2.1. DEFINITION. An e-secure 1-2 ROT is a protocol between Alice and Bob,

where Bob has input C' € {0, 1}, and Alice has no input. For any distribution of
(OF

e (Correctness) If both parties are honest, Alice gets output Sy, S; € {0,1}¢
and Bob learns Y = S¢ except with probability e.

o (Receiver-security) If Bob is honest and obtains output Y, then for any
cheating strategy of Alice resulting in her state p,, there exist random
variables S, and S} such that Pr[Y = S;,] > 1 — ¢ and C is e-independent

of 55,51 and pa, ie., D(pcs(g,sgA, pc & Psg,s;A) <e.

e (Sender-security) If Alice is honest, then for any cheating strategy of Bob
resulting in his state pp, there exists a random variable C' € {0,1} such
that d(Sl_C/|SC/C/pB) S E.

Note that cheating Bob may of course not choose a C' beforehand. Intuitively,
our requirement for security states that whatever Bob does, he will be ignorant
about at least one of Alice’s inputs. This input is determined by his cheating
strategy. Our requirement for receiver security states that C' is independent of
Alice’s output, and hence Alice learns nothing about C.

The protocol makes use of two-universal hash functions that are used for
privacy amplification similar as in QKD, which we already encountered in Sec-
tion [10.2.3] For the remainder of this Chapter, we first define
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11.2.2. DEFINITION. For a measurement M with POVM elements { M, }.cx let
pﬁ/{m = Tr(M,p%) the probability of outputting guess y given p},. Then

Py(Xlpp) i= sup > Px(x)pl,

is the maximal average success probability of guessing x € X given the reduced
state pg of the cq-state pxg.

We will employ privacy amplification in the form of the following Lemma, which
is an immediate consequence of Lemma [10.2.2] and Theorem [10.2.3| (Theorem
5.5.1 in [Ren05]):

11.2.3. LEMMA. Let F be a class of two-universal hash functions from {0,1}"
to {0,1}¢. Let F be a random variable that is uniformly and independently dis-
tributed over F, and let pxg be a cq-state. Then,

d(F(X)|F, pp) < 257"/ Py(X]pr)

If we have an additional k bits of classical information D about X,

d(F(X)|F, D, pg) < 2% 1/ P,(X|pg).

Furthermore, we will need the following lemma which states that the optimal
strategy to guess X = x € {0,1}" given individual quantum information about
the bits of X is to measure each register individually.

11.2.4. LEMMA. Let pxgp be a cqg-state with uniformly distributed X = z €
{0,1}" and pf = pp, ® ... @ pg. Then the mazimum probability of guessing
x given state pg is Py(X|pr) = I} Py(Xi|pr,), which can be achieved by mea-
suring each register separately.

Proof. For simplicity, we will assume that each bit is encoded using the same
states pp = p%i and p; = p}ﬂi. The argument for different encodings is analogous,
but harder to read. First of all, note that we can phrase the problem of finding
the optimal probability of distinguishing two states as a semi-definite program
(SDP)

maximize 1 (Tr(Mopo) + Tr(Mip1))
subject to My, M; >0
MQ -+ M1 - ]I

with the dual program
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minimize  1Tr(Q)
subject to @ > po
Q=>p

Let p, and d, denote the optimal values of the primal and dual respectively.
From the weak duality of SDPs, we have p, < d.. Indeed, since My, M; = 1/2
are feasible solutions, we even have strong duality: p, = d. [VB96].

Of course, the problem of determining the entire string = from p, := p7, can
also be phrased as a SDP:

maximize - > vefoayr Tr(Mups)
subject to  Vx, M, >0
er{o,l}" M, =1

with the corresponding dual

minimize %TrA(Q)
subject to  Vx,Q > p,.

Let p, and d, denote the optimal values of this new primal and dual respectively.
Again, p, = d,.

Note that when trying to learn the entire string x, we are of course free
to measure each register individually and thus (p.)" < p.. We now show that
cz* < (d.)™ by constructing a dual solution Q from the optimal solution to the
dual of the single-register case, Q),: Take Q = Q®". Since Q, > po and Q, > p;
it follows that Vz, Q2" > p,. Thus Q is satisfies the dual constraints. Clearly,
277Tr(Q) = (27 'Tr(Q,))"™ and thus we have d, < (d,)" as promised. But from
()" < Du, Pu = d., and p, = d. we immediately have p, = (pa)™. O

The next tool we need is an uncertainty relation for noisy channels and mea-
surements. Let oo = |0)(0], o1+ = |1)(1], 0o.x = |[+){+] and 01« = |—)(—]
denote the BB84-states corresponding to the encoding of a bit z € {0, 1} into ba-
sis b € {+, x} (computational resp. Hadamard basis). Let o = (09 4+ + 01+)/2
and oy = (09,x + 01,x)/2. Consider the state S(o,,) for some super-operator S.
Note that P,(X|S(0p)) (see Lemma denotes the maximal average success
probability for guessing a uniformly distributed X when b = + or b = x. An
uncertainty relation for such success probabilities can be stated as

Py(X|8(04)) - Py(X[S(0x)) < A(S), (11.2)

where A is a function from the set of superoperators to the real numbers. For
example, when § is a quantum measurement M mapping the state o, onto
purely classical information it can be argued (e.g. by using a purification argument
and Corollary 4.15 in [Sch07]) that A(M) = 1(1 + 27'/2) which can be achieved
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by a measurement in the Breidbart basis, where the Breidbart basis is given by
{|0)B, [1) g} with

0)p = cos(m/8)|0) + sin(7/8)|1)

1)p = sin(n/8)|0) — cos(m/8)|1)

It is clear that for a unitary superoperator U we have A(U)? = 1 which can be
achieved. It is not hard to show that

11.2.5. LEMMA. The only superoperators S: Hi, — How with dim(H;,) = 2 for
which Py(X|S(04)) - Py(X|S(0x)) =1 are reversible operations.

Proof.  Using Helstrom’s formula [Hel67] we have that P,(Z|S(0,)) = 3[1 +
|S(o0) — S(01)|], /2] and thus for A(S) = 1 we need that for both b € {x,+},
|S(00s) —S(01)|]1/2 = 1. This implies that S(og;) and S(o1,) are states which
have support on orthogonal sub-spaces for both b. Let S(oo4) = D). pi|tr) (V]
and S(o1,1) = Y, qelvir) (¥jr| where for all &, (¢5|iy) = 0. Consider the pu-
rification of S(o;;) using an ancillary system ie. |¢;p) = Usl|i)s|0). We can
wite [go.+) = S o/Belte k) and o) = S, Gl k). Hence Us|0) o) =
\/Li(|¢o,+> + |¢1.4)) and similar for Ug|1)]0). So we can write

18(00,x) — S(o1,:)|l, = Z\/—pqu ) (| + [ () 22\/—pqu

1

For this quantity to be equal to 2 we observe that it is necessary that pp = q¢x.
Thus we set p, = qx. We observe that if any of the states |¢;,) (or 1) are non-
orthogonal, i.e. |(¢|¢)| > 0, then we have || >, pr(Jvw) (V| + i) (W) < 2.

Let S, be the two-dimensional subspace spanned by the orthogonal vectors
1) and [¢;-). By the arguments above, the spaces Sy are mutually orthogonal.
We can reverse the super-operator S by first projecting the output into one of
the orthogonal subspaces S; and then applying a unitary operator Uy that maps
[4) and |¢i) onto the states |[0) and |1). O

Finally, we need the following little technical lemma:

11.2.6. LEMMA. For any 3 < p; <1 with [[[_, pi < p", we have

n

1
T+ p) < postor. (11.3)

i=1

Proof.  With \ := log(4/3), it is easy to verify that p;* + pl=* < 2 for
1/2 < p; <1 and therefore,

n

1 1
2—H +pi) Hp? (P9 < g5pp 2

i=1
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11.3 Protocol and analysis

11.3.1 Protocol

We use €p to denote the uniform choice of an element from a set. We further use
x|7 to denote the string x = x1,...,x, restricted to the bits indexed by the set
7 C{1,...,n}. For convenience, we take {4, x} instead of {0, 1} as domain of
Bob’s choice bit C' and denote by C the bit different from C.

Protocol 2: 1-2 ROT!(C, T)[DFR*07]

1: Alice picks X € {0,1}" and © € {+, x}". Let Z, = {i | ©, = b} for
be {+, x}. At time ¢t = 0, she sends 0x, 0, ® ... ® 0x, o, to Bob.

2: Bob measures all qubits in the basis corresponding to his choice bit C' €
{+, x}. This yields outcome X' € {0,1}".

3: Alice picks two hash functions F,, Fx €r F, where F is a class of two-
universal hash functions. At time t = T', she sends Z, ,Z,., F'; ,Fx to Bob.
Alice outputs Sy = F (X|z,) and Sy = Fx(Xz,) [}

4: Bob outputs S¢ = FC(‘X\,IC)'

“If Xz, is less than n bits long Alice pads the string Xz, with 0’s to get an n bit-string
in order to apply the hash function to n bits.

11.3.2 Analysis

We now show that this protocol is secure according to Definition [11.2.1]

(i) Correctness: It is clear that the protocol is correct. Bob can determine the
string Xz, (except with negligible probability 27" the set Z¢ is non-empty) and
hence obtains S¢.

(ii) Security against dishonest Alice: this holds in the same way as shown
in [DFR707]. As the protocol is non-interactive, Alice never receives any infor-
mation from Bob at all, and Alice’s input strings can be extracted by letting her
interact with an unbounded receiver.

(iii) Security against dishonest Bob: Our goal is to show that there exists
a C" € {+, x} such that Bob is completely ignorant about Sz In our adver-
sary model, Bob’s collective storage cheating strategy can be described by some

superoperator
S=Q)S
i=1

that is applied on the qubits between the time they arrive at Bob’s and the
time 7T that Alice sends the classical information. We define the choice bit C’
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as a fixed function of Bob’s cheating strategy S. Formally, we set C' = + if
[T, Py(Xi|Si(o1)) > 11, Py(XilSi(0x)) and C” = x otherwise.
Due to the uncertainty relation for each S; (from Eq. (11.2))) it then holds

that
HPg(Xi|3i(Uﬁ)) < HA(Sz‘) < (Amax)"

where Ay := max; A(S;). This will be used in the proof below.
In the remainder of this section, we show that the non-uniformity

5sec = d(S@|SC/C/pB)

is negligible in n for a collective attack. Here pp is the complete quantum
state of Bob’s lab at the end of the protocol including the classical information
T:,Zy, Fy, Fy he got from Alice and his quantum information @), Si(ox,.e,)-
Expressing the non-uniformity in terms of the trace-distance allows us to observe
that 0gee = 277 Zae{+ - d(Se|© = 6,S5c:C'pp). Now, for fixed © = 0, it is
clear from the construction that Scv, C", For and ez, Si(ox,,cv) are indepen-
dent of Sz = FC/(XIIF) and we can use Eq. Hence, one can bound the
non-uniformity as in Lemma [11.2.3] i.e. by the square—root of the probability of
correctly guessing X iz given the state ®z’ezg Si(oy,z7). Lemma [11.2.4] tells us

that to guess X, Bob can measure each remaining qubit individually and hence

we obtain
5sec < 25_1 27" Z H P9<X2|81(0-@))
Oe{+,x}n || i€l

<25 fon 3 L1 Pixisiom)

0e{+,x}n i€l

I/\
w\

2- "H 1+ Py (Xi|Si(oz))) 4

where we used the concavity of the square-root function in the last inequality.
Lemma [11.2.6|together with the bound [ [, P,(X;|Si(0&)) < (Amax)” lets us con-
clude that

log(4/3)

6sec S 23_1 : (Amax>

Lemma [11.2.5(shows that for essentially any noisy superoperator A(S) < 1. This
shows that for any collective attacks there exists an n which yields arbitrarily
high security.

11.4 Practical oblivious transfer

In this section, we prove the security of a ROT protocol that is robust against noise
for the honest parties. Our protocol is thereby a small modification of the protocol
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considered in [Sch07]. Note that for our analysis, we have to assume a worst-case
scenario where a dishonest receiver Bob has access to a perfect noise-free quantum
channel and only experiences noise during storage. First, we consider erasure
noise (in practice corresponding to photon loss) during preparation, transmission
and measurement of the qubits by the honest parties. Let 1 — perase be the total
constant probability for an honest Bob to measure and detect a photon in the
{+, x} basis given that an honest Alice prepares a qubit (or weak laser pulse) in
her lab and sends it to him. The probability pe;ase is determined among others by
the mean photon number in the pulse, the loss on the channel and the quantum
efficiency of the detector. In our protocol we assume that the (honest) erasure
rate perase 18 tndependent of whether qubits were encoded or measured in the
+- or X-basis. This assumption is necessary to guarantee the correctness and
the security against a cheating Alice only. Fortunately, this assumption is well
matched with physical capabilities.

Any other noise source during preparation, transmission and measurement
can be characterized as an effective classical noisy channel resulting in the output
bits X’ that Bob obtains at Step [3|of Protocol [11.4 For simplicity, we model this
compound noise source as a classical binary symmetric channel acting indepen-
dently on each bit of X. Typical noise sources for polarization-encoded qubits are
depolarization during transmission, dark counts in Bob’s detector and misaligned
polarizing beam-splitters. Let the effective bit-error probability of this binary
symmetric channel be peor < 1/2.

Before engaging in the actual protocol, Alice and Bob agree on the system
parameters Perase and Peror similarly to Step 1 of the protocol in [BBCS92h).
Furthermore, they agree on a family {C,} of linear error correcting codes of
length n capable of efficiently correcting n:pepror €rrors. For any string « € {0, 1},
error correction is done by sending the syndrome information syn(x) to Bob from
which he can correctly recover x if he holds an output 2’ € {0,1}" obtained by
flipping each bit of x independently with probability peror- It is known that for
large enough n, the code C,, can be chosen such that its rate is arbitrarily close
to 1 — A(Perror) and the syndrome length (the number of parity check bits) are
asymptotically bounded by [syn(z)| < h(Peror)n [Cré97], where h(peyor) is the
binary Shannon entropy. We assume the players have synchronized clocks. In
each time slot, Alice sends one qubit (laser pulse) to Bob.
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Protocol 3: Noise-Protected Photonic 1-2 ROT(C,T)
1: Alice picks X € {0,1}" and © € {+, x}".

2: For 7 = 1,...,n: In time slot ¢ = 4, Alice sends oy, o, as a phase- or
polarization-encoded weak pulse of light to Bob.

3: In each time slot, Bob measures the incoming qubit in the basis corre-
sponding to his choice bit C' € {+, x} and records whether he detects a
photon or not. He obtains some bit-string X’ € {0, 1}™ with m < n.

4: Bob reports back to Alice in which time slots he received a qubit. Alice
restricts herself to the set of m < n bits that Bob did not report as
missing. Let this set of qubits be Siemain With |Siemain| = m.

5: Let Zy, = {i € Siemain | ©; = b} for b € {+, x} and let m, = |Z;|. Alice
aborts the protocol if either m or my < (1 — Perase)/2 — O(y/n). If this
is not the case, Alice picks two hash functions F,, F\, €r F, where F
is a set of two-universal hash functions. At time ¢t = n + T, Alice sends
I.ZI., F,F., and the syndromes syn(Xz, ) and syn(X,) according
to codes of appropriate length my, to Bob. Alice outputs Sy = Fy (X|z, )
and Sy = Fx(Xz,).

6: Bob uses syn(Xjz,) to correct the errors on his output X|7 . He obtains

the corrected bit-string X.., and outputs S, = For(Xeor)-

Let us consider the security and correctness of this modified protocol.
(i) Correctness: By assumption, pease is independent of the basis in which Alice
sent the qubits. Thus, Siemain 18 With high probability a random subset of the
transmitted qubits of of size m &~ (1 — perase)n = O(y/n) qubits independent of
the value of bases ©. This implies that in Step |5| the protocol is aborted with a
probability exponentially small in m, and hence in n. The codes are chosen such
that Bob can decode except with negligible probability. These facts imply that if
both parties are honest the protocol is correct (i.e. S¢ = Si) with exponentially
small probability of error.
(ii) Security against dishonest Alice: Even though in this scenario Bob does com-
municate to Alice, the information stating which qubits were erased is by assump-
tion independent of the basis in which he measured and thus of his choice bit C'.
Hence Alice does not learn anything about his choice bit C. Her input strings
can be extracted as in Protocol 1.
(iii) Security against dishonest Bob: Our analysis is essentially identical to our
analysis for Protocol 1 where we address the error-correcting properties as in [Sch07].
First of all, we note that Bob can always make Alice abort the protocol by report-
ing back an insufficient number of received qubits. If this is not the case, then we
define C" as in the analysis of Protocol 1 and we need to bound the non-uniformity



174 Chapter 11. Possibilities: Ezploiting storage errors

dsec as before. Let us for simplicity assume that m, = m/2 (this is true with high
probability, up to a factor of O(y/n) which becomes negligible for large n) with
m & (1 — Perase)n. We perform the same analysis, where we restrict ourselves to
the set of remaining qubits. We first follow through the same steps simplifying
the non-uniformity using that the total attack superoperator S is a product of
superoperators. Then we use the bound in Lemma for each 6 € {+, x}"
where we now have to condition on the additional information syn(Xz_;) which
is MA(Perror) /2 bits long. Note that Bob does not gain any information when
Alice aborts the protocol, since her decision to abort is a function of the bits Bob
reported as being erased and he can thus compute Alice’s decision himself. Using
the second part of Lemma [11.2.3] and following identical steps in the remainder
of the proof implies

m log(4/3)
5sec S 2%—1+h(perror)Z(AmaX) g2 3 m ) (114)
From this expression it is clear that the security depends crucially on the value
of Apax versus the binary entropy A(peror). The trade-off in our bound is not
extremely favorable for security as we will see.

11.5 Example: depolarizing noise

Let us now consider the security in an explicit example, where Bob’s storage is
affected by depolarizing noise, and he is not able to encode the incoming qubits
into a higher-dimensional system such as an error correcting code.

Again, we first address the simpler setting where the honest players experience
no noise themselves. In order to explicitly bound A(S;) we should allow for
intermediate strategies of Bob in which he partially measures the incoming qubits
leaving some quantum information undergoing depolarizing noise. To model this
noise we let S; = N o P;, where P; is any noiseless quantum operation of Bob’s
choosing from one qubit to one qubit that generates some classical output. For
example, P; could be a partial measurement providing Bob with some classical
information and a slightly disturbed quantum state, or just a unitary operation.
Let

N(p) :=rp+(1—7)3

be the fixed depolarizing 'quantum storage’ channel that Bob cannot influence

(see Figure [11.1)).
To determine dg.., we have to find an uncertainty relation similar to Eq. (11.2))

by optimizing over all possible partial measurements P;,

A2 = max A(S)? = max Py(X|Si(04)) - Py(X|Si(ox)). (11.5)

max

We solve this problem for depolarizing noise using the symmetries inherent in our
problem. In Section [11.5.1] we prove the following.
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Figure 11.1: Bob performs a partial measurement P;, followed by noise A/, and outputs
a guess bit x4 depending on his classical measurement outcome, the remaining quantum
state, and the additional basis information.

11.5.1. THEOREM. Let N be the depolarizing channel and let maxs, A(S;) be
defined as above. Then

=S
)

max A(S;) =

K3

% forr >
1
st 35 for7‘<7§

Our result shows that for r < 1/ V2 a direct measurement M in the Breidbart
basis is the best attack Bob can perform. For this measurement, we have A(M) =
1/2+41/(2v/2). If the depolarizing noise is low (r > 1/4/2), then our result states
that the best strategy for Bob is to simply store the qubit as is.

11.5.1 Optimal cheating strategy

We now prove Theorem in a series of steps. Recall, that to determine the
security bound, we have to find an uncertainty relation similar to Eq. by
optimizing over all possible partial measurements P and final measurements M
as in Eq.[11.5] To improve readability, we will drop the index ¢ and use S in place
of §; to denote the cheating operation acting on a single qubit. For our analysis, it
will be convenient to think of P as a partial measurement of the incoming qubit.
Note that this corresponds to letting Bob perform an arbitrary CPTP map from
the space of the incoming qubit to the space carrying the stored qubit. It will
furthermore be convenient to consider the maximizing the sum instead:

D(S) = max P, (X[S(04)) + Py (XIS(7).

This immediately gives us the bound A(S) < I'(S)/2. In the following, we will
use the shorthand

P+ = Py(X|S(04))
px = Py(X[S(ox))
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for the probabilities that Bob correctly decodes the bit after Alice has announced
the basis information.

Any measurement Bob may perform can be characterized by a set of measure-
ment operators { F;} such that 3, F)l Fj, = I. The probability that Bob succeeds
in decoding the bit after the announcement of the basis is simply the average over
the probability that he correctly decodes the bit, conditioned on the fact that he
obtained outcome k. ILe., for b € {+, x}

1 1 - ~
o= ) Pup <§ + Z||p0\kbN<Ug,b) - plkbN(Ulf,b)||1>
k

1

1 - -
= 5+ 2 panllr(powd, — puedts) + (1= ) (o — pur)L/2]1,
k

where
Oob+ 01

2

is the probability of obtaining measurement outcome k conditioned on the fact
that the basis was b (and we even see from the above that it is actually indepen-
dent of b), 6’571, = FroouF, ,I /Prjob is the post-measurement state for outcome k&, and
Po|kb 15 the probability that we are given this state. Definitions are analogous for
the bit 1.

We now show that Bob’s optimal strategy is to measure in the Breidbart basis
for r < 1/+/2, and to simply store the qubit for 7 > 1/4/2. This then immediately
allows us to evaluate An.c. To prove our result, we proceed in three steps: First,
we will simplify our problem considerably until we are left with a single Hermitian
measurement operator over which we need to maximize. Second, we show that
the optimal measurement operator is diagonal in the Breidbart basis. And finally,
we show that depending on the amount of noise, this measurement operator is
either proportional to the identity, or proportional to a rank one projector. Our
individual claims are indeed very intuitive.

For any measurement M = {F}, let B(M) = p}! + p)! for the measurement
M, where pY and p)' are the success probabilities similar to Eq. (11.6), but
restricted to using the measurement M. First of all, note that we can easily
combine two measurements. Intuitively, the following statement says that if we
choose one measurement with probability «, and the other with probability (3
our average success probability will be the average of the success probabilities
obtained via the individual measurements:

4. CLAIM. Let My = {F}} and My = {F?} be two measurements. Then B(aM;+
BMy) = aB(M;) + BB(My), where where aMy + My = {\/aF}} U {/BF?} for
a,>0and a+ (G =1.

1
Pipp = Tr <F,c F,j) = §Tr(FkF,I)

Proof. Let F = {F,}/_, and G = {G}}!_, be measurements, 0 < o < 1 and
M = {JaF}_, u{VI— aGk}iii’cH be the measurement F with probability
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a and measurement G with probability 1 — a. We denote by p, p% pM the
probabilities corresponding to measurements F, G, M respectively. Observe that
for 1 <k < f, pyp = ITr(aF,F)) = apyy, and analogously for f+1 <k < f+g,
we have pi‘fb = (1- Oz)pf'b. We observe furthermore that for 1 < k£ < f and

; ;
~k,M  aFpoguF Froz pF, ~kF
z € {0, 1}, a cancels out by the normalization, 5,7, = — 5+ = b =G

p]kv\[zb o ka|zb
and similarly for f +1 < k < f + ¢g. Finally, we can convince ourselves that

pﬁfkb = pf‘kb = pf‘(kff)b, as the probability to be given state 66“7{, is the same when
the measurement outcome and the basis is fixed. Putting everything together,
we obtain

f+g
Zpkb( Hp0|kbN<‘70b ) — p%bN(&lf,’sz)Hl)
- Zapklb( HIEN G ~ PN GED L)

1 -
+ Z(l_a>pg,,(2 IS N @o5) p?kwa?f)Hl)

We can now make a series of observations.

5. CLAIM. Let M = {F;} and G = {[, X, Z, XZ}. Then for all g € G we have
B(M) = B(gMg").

Proof. This claim follows immediately from that fact that for the trace norm
we have ||[UAUT||; = ||A||; for all unitaries U, and by noting that for all g € G,
g can at most exchange the roles of 0 and 1. L.e., we perform a bit flip before
the measurement which we can correct for afterwards by applying classical post-
processing: we have for all g € G that

Pojkp N —Fkgao’bgTF,I — PV —Fkgal’bgTF’I
Pk|ob Pk|1b

FoopFY Froi b Fl
PoysN (M) — prwN (M)
Pk|ob Pk|1b

Pkjp

1

= Pr'|b

1

It also follows that
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11.5.2. COROLLARY. For all k we have for all b € {+, x} and g € G that
FroopF) Fo1Ff
PopsN ZEY0b Tk — pywN ZEPLb R
Pkjob Pk|1b .

Pojs N —Fkga(),bgTF,I — PN —FkgangTF,I
| Pk|ob l Pk|1b

1
Proof. This follows from the proof of Claim 5 O

6. CLamM. Let G ={1,X,Z, XZ}. There exists a measurement operator F such
that the maximum of B(M) over all measurements M is achieved by a measure-
ment proportional to {gFg' | g € G}.

Proof. Let M = {F;} be a measurement. Let K = |[M| be the number of
measurement, operators. Clearly, M = {F} ;} with

~ 1
Fg,k = ZnggT>
is also a quantum measurement since » |, I3 gT’kFg,k = I It follows from Claims

and |5 that B(M) = B(M). Define operators

1
Ny = ———gFpg".
2Tr(F] Fy,)
Note that
1
Y Nyp=———— > X'ZFRZ'X"=1
4G 2Tr(F) Fy,) wwefo.1)

(see for example Hayashi [Hay06]). Hence M, = {Ny;} is a valid quantum
measurement. Now, note that M can be obtained from M;, ..., Mk by averaging.
Hence, by Claim [4] we have

~

B(M) = B(M) < max B(My).

Let M* be the optimal measurement. Clearly, m = B(M™*) < max;, B(M}) <m
by the above and Corollary [11.5.2] from which our claim follows. O

Note that Claim [6]also gives us that we have at most 4 measurement operators.
Wlog, we will take the measurement outcomes to be labeled 1,2, 3, 4.

Finally, we note that we can restrict ourselves to optimizing over positive-
semidefinite (and hence Hermitian) matrices only.
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7. CLAIM. Let F' be a measurement operator, and let
g(F) == 14> pup|[popN(05s) — pipN (070) ||,
bk
with o4 = FooF')Tr(Foo,FT) and 01y = Foi,F1)Tr(Foy,FT). Then there
exists a Hermitian operator F', such that g(F) = g(F).

Proof. Let F' = FU be the polar decomposition of Ff, where Fis positive
semidefinite and U is unitary [HJ85], Corollary 7.3.3]. Evidently, since the trace is
cyclic, all probabilities remain the same. It follows immediately from the defini-
tion of the trace norm that |[UAUT||; = ||A|]; for all unitaries U, which completes
our proof. O

To summarize, our optimization problem can now be simplified to
M M
mAE}XB(M) =maxpy +p, <

mlf}x I+ Zpk\b ‘ ‘p0|bN(<76,b) - Pl\bN(Uib) | ‘1
b,k

=142)
b

where the maximization is now taken over a single operator F, and we have
used the fact that we can write pojs = prjon/(20kp) and we have 4 measurement
operators.

r(F(oop — 01p)F) + (1 —r)Tr(F(oop — gl’b)F)g

1

F is diagonal in the Breidbart basis

Now that we have simplified our problem already considerably, we are ready to
perform the actual optimization. Since we are in dimension d = 2 and F' is
Hermitian, we may express F' as

F = alg)(g] + Blot) (o],

for some state |¢) and real numbers a, . We first of all note that from 3, FyF} =
I, we obtain that

Tr (Z FkaT> => T(FRF) =

> Tr(gFgg'Fg') = 4Tx(FF) = Ta(I) = 2,
ge{lLX,Z,XZ}

and hence Tr(FF) = o+ (3% = 1/2. Furthermore using that |¢)(¢|+|¢*) (¢t| =1
we then have

F = pl+ (a=B)o){4l, (11.6)
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with # = v/1 — a?. Our first goal is now to show that |¢) is a Breidbart vector
(or the bit-flipped version thereof). To this end, we first formalize our intuition
that we may take |¢) to lie in the XZ plane of the Bloch sphere only. Since we
are only interested in the trace-distance term of B(M), we restrict ourselves to
considering

C(F) ::Z

b

r(F(oop —01)F) + (1 —1r)Tr(F(oop — ng)F)g

1

8. CLAIM. Let F be the operator that mazimizes C(F), and write F' as in Eq.(11.6).
Then |¢) lies in the XZ plane of the Bloch sphere. (i.e. Tr(FY)=0).

Proof. We first parametrize the state in terms of its Bloch vector:

I X Y Z
ohp| = =LA

Since |¢) is pure we can write y = /1 — 22 — 22. Hence, we can express F' as

F=-((a+BI+(a-p) (=X +yY +22)).

N —

Noting that o9y — 014+ = Z and 0px — 01,x = X we can compute for the
computational basis

P = r(FZF)+ (1 - T)TI“(FZF)%

- 3 ((%ﬁ - %) Atr (=B wzX + (0= F)PyzY + (0= 5)°2 +20a5) 2)).

and for the Hadamard basis:
T = r(FXF)+(1- r)Tr(FXF)g

-1 ((2(); _ %) 2L+ (((a - B2 + 2a8) X)

+ (o= B)ayY + (a— B)’52Z)

Note that [[P[[y = >_; |A;(P)|, where J; is the j-th eigenvalue of P. A lengthy
computation (using Mathematica), and plugging in f = /1/2 —a? and y =

v1 — 22 — 22 shows that we have

M(P) = i ((4@2 — 1)z —ry/2% + 8a2(2a2 — 1) (22 — 1))
Ao(P) = %1 ((4042 —1) 2 +7y/22 + 8a%(202 — 1) (2% — 1))
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Similarly, we obtain for the Hadamard basis that

M) = i ((4a2 — 1)z —ry2? +8a2(202 — 1)(2? — 1))
Mo(T) = i ((4a2 — 1)z +ry/2? + 802202 — 1)(2? — 1))
We define
o = (-1):
gla,z) = i\/zﬁ +8a2(2a2 — 1) (22 — 1).
ha,z,r) = [fle,z) +rg(a, )| +|fla,z) —rg(e, z)]

Note that our optimization problem now takes the form

maximize  h(a,x,r) + h(a, z,7)

subject to 2%+ 22 <1
0<z<l1
0<2z<1,

where we can introduce the last two inequality constraints without loss of gener-
ality, since the remaining three measurement operators will be given by X F X,
ZFZ,and XZFZX.

To show that we can let y = 0 for the optimal solution, we have to show that
for all @ and all r, the function h(«,z,r) is increasing on the interval 0 < z <1
(and indeed Mathematica will convince you in an instant that this is the case).
Our analysis is is further complicated by the absolute values. We therefore first
consider

h(a,z,7)* = 2(f (o, 2)* + g, 2)? + | f (o, 2)* — 7 g(a, 2)?],

where we have used the fact that f and g are real valued functions. In principle,
we can now analyze h (a, z,7)? = 2(f(a, )* + r’g(a, x)* + f(a, 2)* — rig(a, x)?
and h_(a,z,7)* = 2(f(a, 2)* + r?g(a,z)? — f(a,2)? + r?g(a, x)? separately on
their respective domains. By rewriting, we obtain

1
hy(a,z,r)* = 1—17"2(:62 +8a%(2a2 — 1)(z% — 1)),

and
1\ 2
h_(a,x,7)* =4 <a2 - Z> 72,

Luckily, the first derivatives of h, and h_ turns out to be positive everywhere
for our choice of parameters 0 < a < 1/ \/5, and 0 < r,z < 1. Hence, by further
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inspection at the transitional points we can conclude that A is an increasing
function of x. But this means that to maximize our target expression, we must
choose x and z as large as possible. Hence, choosing y = 0 is the best choice and
our claim follows. O

We can now immediately extend this analysis to find

9. CLAIM. Let F be the operator that mazimizes C(F), and write F as in Eq.(11.6).
Then
|9) = g(cos(m/8)|0) + sin(/8)[1)),

for some g € {1, X,Z, XZ}.

Proof. Extending our analysis from the previous proof, we can compute the
second derivative of both functions. It turns out that also the second deriva-
tives are positive, and hence h is convex in z. By Claim [§, we can rewrite our
optimization problem as

maximize  h(a,x,r) + h(a, z,7)
subject to 2?2 +22=1
0<z<l1
0<2<1

It now follows from the fact that h is convex in z and the constraint 2% 4+ 22 = 1
(by computing the Lagrangian of the above optimization problem), that for the
optimal solution we must have z = z, and our claim follows. O

Optimality of the trivial strategies

Now that we have shown that F'is in fact diagonal in the Breidbart basis (or the
bit flipped version thereof) we have only a single parameter left in our optimiza-
tion problem. We must now optimize over all operators F' of the form

F = alp) (o] + /1/2 — a2t ) (9],

where we may take |¢) to be |0)p or |1). Our aim is now to show that either F'
is the identity, or F' = |¢)(¢| depending on the value of r.

10. CrAM. Let F' be the operator that mazimizes C(F'). Then F = cl (for some
ceR) forr>1/v2, and F = |¢)(¢| for r < 1/\/2, where

|9) = g(cos(m/8)|0) + sin(/8)[1)),

for some g € {I, X, Z, XZ}.
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Proof. We can now plug in £ = z = 1//2 in the expressions for the eigen-
values in our previous proof. Ignoring the constant positive factors which do not
contribute to our argument, we can then write

M(P) = (40® —1) —rvV1— 160t + 802,
M(P) = (40®—1) +rV1—16a* + 8a2.

And similarly for the Hadamard basis. We again define functions
fla) = (4®—1)

gla) = V1— 1604+ 8a>
h(a,r) = |f(04,£L’) + rg(oz,x)| + |f(a7$) - Tg(O./,I)l

Note that our optimization problem now takes the form

maximize  2h(a, 1)
. 1

subject to 0 < a < 7

Since we are maximizing, we might as well consider the square of our target

function and ignore the leading constant as it is irrelevant for our argument.

ho,r)* = 2(f(e)* +r%g(a)” + | f(a)* — r*g(a)?],

To deal with the absolute value, we now perform a case analysis similar to the
one above. Computing the zeros crossings of the function f(a)? — r?g(a)?, we
analyze each interval separately. Computing the first and second derivatives on
the intervals we find that h(a,r)? has exactly two peaks: The first at a = 0, and
the second at o = 1/2. We have that h(0,7)* = 2 for all r, and h(1/2,7)? = 4r2.
Hence, we immediately see that the maximum is located at o = 0 for r < 1/ V2,
and at a = 1/2 forer/ﬂ. O

Theorem [I1.5.1 now follows directly from Claim [I0} Bob either measures in
the Breidbart basis, or stores the qubit as is. We believe that a similar analysis
can be done for the dephasing channel, by first symmetrizing the noise by applying
a rotation over 7/4 to our input states.

11.5.2 Noise tradeoff

We now consider the more practical setting, where the honest parties also experi-
ence noise. Clearly, there is a strict tradeoff between the noise perror On the channel
experienced by the honest parties, and the noise experienced by dishonest Bob.
Our practical security bound is fairly weak. In the near-future we may anticipate
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Figure 11.2: h((1—ar)/2)/4+log(+$2)log(4/3)/2, where we only show the region
below 0, i.e., where security can be attained.

that storage is better than direct measurement if good photonic memories be-
come available. However, we are free in our protocol to stretch the waiting time
T between Bob’s reception of the qubits and his reception of the classical basis
information, say, to seconds, which means that one has to consider the overall
noise rate on a qubit that is stored for seconds.

We again consider the case of depolarizing noise during storage. For r < 1/ V2
(when it is better for Bob to measure in the Breidbart basis), we obtain that our
protocol is secure as long as

h(Pearor) < 20 (% T 2—55) log(3/4).

Hence, we require that peyor & 0.029. This puts a strong restriction on the noise
rate of the honest protocol. Yet, since our protocols are particularly interesting at
short distances (e.g. in the case of secure identification), we can imagine very short
free-space implementations such that depolarization noise during transmission
is negligible and the main depolarization noise source is due to Bob’s honest
measurements.

For r > 1/4/2 (when it’s better for Bob to store the qubit as is) we also obtain
a tradeoff involving . As an example, suppose that the qubits in the honest proto-
col are also subjected to depolarizing noise at rate 1 — 74 ponest- 1he effective clas-
sical error rate for a depolarizing channel is then simply perror = (1 — 7'd honest ) /2-
Thus we can consider when the function A(pewor)/4 + log(11")log(4/3)/2 goes
below 0. If we assume that 7gponest = ar, for some scaling factor 1 < a < 1/r
(i.e., the honest party never has more noise than the dishonest party), we obtain
a clear tradeoff between a and r depicted in Figure [11.2]
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11.6 Conclusion

We have introduced the model of noisy-quantum storage. In this model, we have
determined security bounds for a perfect ROT protocol given collective storage
attacks by Bob. Furthermore, we showed how to construct a practical ROT where
we do allow the honest parties to experience noise during transmissions and their
operations as well. We provided an explicit security tradeoff between the noise
affecting the honest parties, and the noise during storage for a dishonest Bob.

Ideally, we would like to show security against general coherent noisy attacks.
The problem with analyzing a coherent attack of Bob described by some super-
operator S affecting all his incoming qubits is not merely a technical one: one
first needs to determine a realistic noise model in this setting. It may be possible
using variations of de Finetti theorems as in the proof of QKD [Ren05] to prove
for a symmetrized version of our protocol that any coherent attack by Bob is
equivalent to a collective attack. Yet, the present scenario differs in that it is not
as straightforward to achieve a symmetrization of the protocol. However, one can
in fact analyze a specific type of coherent noise, one that essentially corresponds
to an eavesdropping attack in QKD. Note that the 1-2 OT protocol can be seen
as two runs of QKD interleaved with each other. The strings f(zz,) and f(zz,)
are then the two keys generated. The noise must be such that it leaves Bob with
exactly the same information as the eavesdropper Eve in QKD. In this case, it
follows from the security of QKD that the dishonest Bob (learning exactly the
same information as the eavesdropper Eve) does not learn anything about the
two keys.

In terms of long-term security, fault-tolerant photonic computation (e.g., with
the KLM scheme [KLMO01]) might allow a dishonest Bob to encode the incoming
quantum information into a fault-tolerant quantum memory. This implies that
in storage, the effective noise rate can be made arbitrarily small. However, the
encoding of a single unknown state is not a fault-tolerant quantum operation:
already the encoding process introduces errors whose rates cannot be made ar-
bitrarily small with increasing effort. Hence, even in the presence of a quantum
computer, there is a residual storage noise rate due to the unprotected encoding
operations. The question of security then becomes a question of a trade-off be-
tween this residual noise rate versus the intrinsic noise rate. Finally, it remains to
address composability of the protocol within our model, which has already been
considered for the bounded-quantum-storage model [WW07].






Appendix A

Linear algebra and semidefinite
programming

Semidefinite programming is a useful tool to solve optimization problems. Since
we employed semidefinite programming in Chapters 3], [7, and [11] we briefly state
the most important notions. We refer to [BV04] for an in-depth introduction.

A.1 Linear algebra prerequisites

Before turning to semidefinite programming in the next section, we first briefly
recall some elementary definitions from linear algebra. We thereby assume the
reader is familiar with basic concepts, such as matrix multiplication and addition.
Unless explicitly indicated, all vector spaces V' considered here are over the field
of complex numbers. We use V = C% to denote a d-dimensional complex vector
space, and C%*? to denote the space of complex d x d matrices. A set of vectors
1), ..., |va) € Vis linearly independent if > a;|v;) = 0 implies that a; = ... =
aqg = 0. A basis of a d-dimensional vector space V is a set of linearly independent
vectors |v1), ..., |vg) € V, the basis vectors, such that any vector |u) € V can be
written as a linear combination of basis vectors. If there exists a vector |v) € V
with |v) # 0 such that A|v) = A|v), we say that |v) is an eigenvector of A and
the scalar A the corresponding eigenvalue.

The inner product of two vectors |u),|v) € V with |u) = (ui,...,uq) and
|v) = (v1,...,vq) is given by (ulv) = >, ujv;. The 2-norm of a vector is given by
l||v)]| = +/(v|v). Unless otherwise indicated, all norms of a vector are 2-norms in
this text. We also use |||v)||y to denote emphasize that the norm is defined on a
vector space V. Two vectors |u), |[v) € V such that (u|v) = 0 are orthogonal. If,
in addition, |||u)|| =|||v)|| = 1 then they are also called orthonormal.

A Hilbert space is defined as a vector space V' with an inner product, where
the vector space is complete. We refer to [Con9(] for a formal definition of the
notion of completeness and merely note that informally a vector space is complete
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if for any sequence of vectors in said space approaching a limit, the limit is also
an element of the vector space. A bounded operator is an operator A : V — V'
such that there exists a ¢ € R satisfying ||A|v)||y» < ¢|||v)||y for all v € V. The
smallest such c is also called the operator norm of A.

The transpose of a matrix A is written as AT and given by A;f’; = Aj;, where
A;; denotes the entry of the matrix A at column ¢ and row j. Similarly, the
conjugate transpose A of A is of the form Asz = A% We use I to denote the
identity matrix defined as I = [I;;] with I;; = ¢;;. A matrix U is called unitary
if UUT = U'U = 1. Furthermore, M is called Hermitian if and only if M = M.
Any Hermitian matrix can be decomposed in terms of its eigenvalues ); and
eigenvectors |u;) as M = 3 ; Ajlu;)(u;], where |u;)(u;| is a projector onto the
vector |u;). We also call this the eigendecomposition of M. The support of M is
the space spanned by all its eigenvectors with non-zero eigenvalue.

The tensor product of an m x n-matrix A and an m’ x n’ matrix B is given
by the mm’ x nn/-matrix

AHB e AlnB

AnB ... AyB
A © B = 21 ‘ 2

AuB ... AuB

The tensor product is also defined for two vector spaces V and V'. In particular,
if the basis of the d-dimensional vector space V is given by {|v;),...,|vs)} and
the basis of the d’-dimensional vector space V' is given by {|v]),...,|v})}, then
W =V @V’ denotes the d- d'-dimensional vector space W with basis {[v;) ® [v}) |
i€[d],jeld]}).

The direct sum of an m x n-matrix A and an m’ x n’ matrix B is given by
the m +m’ x n + n’ matrix

A 0
(05)

Two vector spaces V and V' defined as above can also be composed in an analo-
gous fashion yielding a d + d’ dimensional vector space W =V & V', where any
|lw) € W can be written as |w) = |v) & [v') for some |v) € V and |v) € V' with
lv) & V) = (v1,...,04,0],...,05) for |[v) = (vq,...,v4) and |[V) = (v}, ..., V}).

The trace of a matrix A is given by the sum of its diagonal entries Tr(A) =
> Aii. Note that Tr(A + B) = Tr(A) + Tr(B), and Tr(AB) = Tr(BA). If A is
an Hermitian matrix, then Tr(A) is the sum of its eigenvalues.

Finally, the rank of a matrix A is denoted as rank(A) and given by the maximal
number of linearly independent columns (or rows) of A.
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A.2 Definitions

We now turn to the definitions relevant for our discussion of semidefinite pro-
gramming. A Hermitian matrix M is positive semidefinite if and only if all of its
eigenvalues are non-negative [HJI85, Theorem 7.2.1]. Throughout this text, we
use M > 0 to indicate that M is positive semidefinite. We know from [HJ85|
Theorem 7.2.11]:

A.2.1. PROPOSITION. For a Hermitian matriv M € C%¢ the following three
statements are equivalent:

1. M >0,
2. Mz > 0 for all vectors x € C¢,

3. M = G'G for some matriz G € C*4,

M is called positive definite if and only if all of its eigenvalues are positive: we
have zTMz > 0 for all vectors + € C%. We use M > 0 to indicate that M is
positive definite. We also encounter projectors, where a Hermitian matrix M is a
projector if and only if M? = M. Note that this implies that M > 0. We say that
two projectors My and My are orthogonal projectors if and only if MM, = 0.

Furthermore, we use S% to denote the set of all Hermitian matrices, S? =
{X e C™ | X = X'}, and 8 = {X € 8% | X > 0} for the set of all positive
semidefinite matrices. A set 7 is a cone, if for any a > 0 and T € 7 we have
aT € T. A set T is conver, if for any a € [0,1] and 71,75 € 7 we have
aly +(1—a)Ty € T. Aset T is called a convex cone, if T is convex and a cone:
for any aq, s > 0 and 17, Ty € 7 we must have that o717 + asTy € 7. Note that
S¢ is a convex cone: Let aj,ap > 0, and A, B € 8. Then for any z € C* we
have

xT(ozlA + apB)x = a1zt Az + asax’ Bx > 0.

Hence, ay A + asB € S¢. The following will be of use in Chapter .

A.2.2. PROPOSITION. Let A, B € S%. Then A > 0 if and only if for all B > 0
Tr(AB) > 0.

Proof. Suppose that A > 0. Note that we can decompose B = } . Aj|u;)(u;|
where for all j A; > 0 since B > 0. Hence, Tr(AB) = >, A\;Tr(Alu;)(u;]) =
> Aj{uslAlug) > 0, since A > 0.

To prove the converse, suppose on the contrary that for all B > 0 we have
Tr(AB) > 0, but A 2 0. If A # 0, then there exists some vector |v) such that
(v|AJv) < 0. Let B = |v)(v|. Clearly, B > 0 and Tr(AB) = (v|A|v) < 0 which is
a contradiction. O
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A.3 Semidefinite programming

Semidefinite programming is a special case of convex optimization. Its goal is to
solve the following semidefinite program (SDP) in terms of the variable M € S¢

maximize  Tr(CM)
subject to  Tr(A;M)=b,i=1,...,p,and M >0

for given matrices C, Ay, ..., A, € 8% The above form is called the standard form
of an SDP, and any SDP can be cast in this fashion (possibly at the expense
of additional variables) [BV04]. To gain some geometric intuition about this
task, note that M > 0 means that M must lie in the cone ij. The constraints
Tr(A;M) = b; determine a set of hyperplanes which further limit our possible
solutions. A matrix M is called feasible, if it satisfies all constraints.

An important aspect of semidefinite programming is duality. Intuitively, the
idea behind Lagrangian duality is to extend the objective function (here Tr(C'M))
with a weighted sum of the constraints in such a way, that we will be penalized
if the constraints are not fulfilled. The weights then correspond to the dual
variables. Optimizing over these weights then gives rise to the dual problem. The
original problem is called the primal problem. For the above SDP in standard
form, we can write down the Lagrangian as

L(M,\,..., 0 K) = Te(CM)+ zp: Ai(b; — Tr(A;M)) + Tr(K M)

=1

= T((C =Y XA+ K)M)+ 3 Aib,
where K > 0. The dual function is then

Mo A K) = Tr((C = S NA; + K)M) + S b,
g(\ pr K) 5]1\1})(?(( Z )); )

{ S b i C =0 NA+ K =0

00 otherwise

From C' — ) . \jA; + K =0 and K > 0, we obtain that K = —C' + ). \;A4; > 0.
This gives us the dual problem as

minimize > oAb
subject to Y. NA; > C,

where the optimization is now over the dual variables ;.
We generally use d* to denote the optimal value of the dual problem, and p*
for the optimal value of the primal problem. Weak duality says that d* > p*.
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Let’s see why this is true in the above construction of the dual problem. Let /()
and {)\g*)} be the optimal solutions to the primal and dual problem respectively.

In particular, this means that M) and {AE*)} must satisfy the constraints. Then
d—p = > Ab - Tr(CMW)

= ) A Tr(AM W) — Te(CMY)

- Tr <<—C + Z)\E*)Ai> M<*>> >0,

by Proposition since M®) > 0 and Y, )\E*)Ai > (. An important conse-
quence of weak duality, is that if we have d* = p* for a feasible dual and primal
solution respectively, we can conclude that both solutions are optimal. If solutions
exist such that d* = p*, we also speak of strong duality. We know from Slater’s
conditions [BV04], that strong duality holds if there exists a feasible solution to
the primal problem which also satisfies M > 0.

A.4 Applications

In many quantum problems, we want to optimize over states, or measurement
operators. Evidently, semidefinite programming is very well suited to this case:
When optimizing over a state p, we ask that p > 0 and Tr(p) = 1. When
optimizing over measurement operators M, ..., M} belonging to one POVM, we
ask that M; > 0 for all j € [k] and ), M; = I. Concrete examples can be found

in Chapters [3] [7], and [L1}






Appendix B

C*-Algebra

As C*-algebras are not usually encountered in computer science, we briefly state
the most important results we will refer to for convenience. In particular, they
help us understand the framework of post-measurement information we encoun-
tered in Chapter |3 as well as the structure of bipartite non-local games in Chap-
ter [6l

B.1 Introduction

Instead of starting out with the usual axioms of quantum states and their evolu-
tions, any physical system can be characterized by a C*-algebra <7 of observables.
States of this system are now identified purely by means of measurements of these
observables. This starting point is rather beautiful in its abstraction: So far, noth-
ing has been said how we can represent elements of this algebra. Yet, it turns out
that all the usual axioms can be derived from this abstract structure: we can rep-
resent observables as operators and states as vectors in a Hilbert space. In fact,
any such algebra &7 is isomorphic to an algebra of bounded operators on a Hilbert
space. So why should we bother adopting this abstract viewpoint? It turns out
that C*-algebras often make it easier to understand the fundamental differences
between the classical and the quantum setting. If the algebra o7 is abelian, we
have a classical system. Otherwise, our system is inherently quantum. Commu-
tativity leads to several nice structural properties of an algebra which have been
exploited to answer many central questions in quantum information: When can
we clone physical states? What information can be extracted without disturbing
the system? That is, what part of a system is in fact classical and what is truly
quantum?

Here, we will mere scratch the surface of this formalism. In particular, we will
focus on finite-dimensional C*-algebras only, which is all we will need in Chap-
ters |3 and |§] For more information, consult any textbook on the topic [Tak79,
BRO2. [Arv76]. We assume that the reader is familiar with the basic concepts such
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as a Hilbert space and refer to [Con90] for an introduction. First, we need to in-
troduce some essential definitions in Section [B.2l We then examine states and
observables, and their familiar representation in a Hilbert space in Section [B.3.2]
In Section B.4] we then concentrate on commutation: We will sketch how from
commutation relations we in fact obtain a bipartite structure. It turns out that
commutation relations also play an important role in determining which opera-
tions leave states invariant. Looking at the structure of the problem, it turns out
that in fact many problems ranging from cloning to post-measurement informa-
tion and bipartite non-local games are quite closely related.

B.2 Some terminology

A Banach algebra &7 is a linear associative algebral| which is also a Banach space,
with the property that for all A and B € &/ we have

IAB [ <[l Al B

The norm || A || of A is thereby a real number satisfying the usual requirements
that for all A € & we have || A || > 0 where || A | = 0 if and only if A = 0,
[aAl =al Al, [ A+ B <A+ B, and | AB | < [| Al[| Bl. o is
called a x-algebra if it has the additional property that it admits an involution
A — A" € o such that for all A and B € & the following holds: (A" = A,
(A+ B)' = AT + BT, («A)" = aAT, and (AB)" = BTAT. A C*-algebra is now an
even more special case: in addition we also have that || ATA || = || A ||” for all
A € o/. This also gives us | AT || = || A ||. In the following we will simply use the
term “algebra” to refer to a C*-algebra. The trick is not to be intimidated. It is
easier to have a more concrete picture in mind: For example, the algebra B(H) of
all bounded operators on a Hilbert space H is a C*-algebra, when we take sums
and products of operators in the usual way and take our norm to be the operator
norm || A || = sup(]| Av || | v € H,|| v || = 1), where || v ||> = (v|v) for the inner
product (-|-) of the Hilbert space. This algebra is closed under all the usual
operations such as addition, multiplication, and multiplication by scalar{?| and
the involution operation. This involution is now the adjoint operation A — AT,
which in physics is usually denoted by t instead of *. In some physics papers, you
will therefore also find the name f-algebra instead. As in the example of post-
measurement information, we are also often interested in the x-algebra generated
by a given set of operators. Any operator X in a Hilbert space H determines a
C*-algebra o7 which we will denote by & = (X). This is the smallest C*-algebra
which contains both X and the identity, i.e. (X) =[x c5%. What’s included
in (X)? Recall that & is closed under the adjoint operation so we definitely

! An associative algebra over the complex numbers is a vector space over the complex numbers
with a multiplication that is associative.
2We will take the underlying field to be C.
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have XT. In addition, our conditions above imply that we will see all possible
polynomials in X and X'. For example, X +XT and X X are also elements of the
algebra. We use (Xi,..., Xx) to denote the C*-algebra generated by operators
Xi,..., Xk, and (S) to denote the algebra generated by operators from the set
S.

If an algebra & satisfies 8 C &7, we call & a subalgebra of o/. An algebra
o/ is unital if it contains the identity. We will always use I to denote the identity
element. Since we restrict ourselves to the finite-dimensional case, we can assume
that any C*-algebra is in fact unital [Tak79]. We will always take </ to be unital
here. An element A € &7 of a Banach algebra <7 is called invertible if there exists
some A’ € & such that AA" = A’A = 1. Furthermore, for a C*-algebra &7, the
spectrum of A € o is given by Sp(A) = {A € C | A — Al is not invertible}.
Note that for any A € B(H), this is just the spectrum of the operator relative to
B(H) in the usual sense.

A left ideal in some algebra <7 is a subalgebra 4 C o/ such that for any
elements B € # and A € o/ we have that AB € 2. Similarly, £ is called a right
ideal if BA € . A two-sided ideal or simply ideal has both properties: £ is both
a left and right ideal of 7. An algebra 7 is called simple if its only ideals are {0}
and 7 itself. An algebra .7 is called semisimple, if it can be written as the direct
sum of simple algebras. To get a better feeling for what this actually means, it
is perhaps again helpful to think of a particular representation of the algebra in
terms of bounded operators on a Hilbert space. In terms of representations, being
simple means that the representation is irreducible. Being semisimple then means
that the representation is completely reducible: i.e. for the representation 7 of
A we can express m(A) as a sum of irreducible representations. We will examine
this decomposition in more detail in Section [B.4.1]

B.3 Observables, states and representations

B.3.1 Observables and states

A physical system is characterized by a set of measurable quantities, i.e. observ-
ables. As mentioned above, we will assume that a physical system is in fact
described by a C*-algebra &7 of observables. As we will see below, we can take
the observables to live in a Hilbert space H, and &/ C B(H). Where do the states
come in? In the language of C*-algebras, states are positive linear functionals on
o/: A linear functional on an algebra is a function f : .o/ — C such that for all
A, B € of we have f(A+ B) = f(A) + f(B) and f(aA) = af(A) where a € C
is a scalar. A linear functional is called positive if f(A) > 0 for any A € &
whenever A > 0. A state on &/ is a positive linear functional f on .&Z with the
additional property that it has norm 1, i.e., f(I) = 1. The set of states is a
convex set of linear functionals and its extreme elements are called pure states.
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The set of all states on an algebra o7 is also called the state space, often denoted
by £(47). Any observable A € & in our algebra is uniquely characterized by
the expectation of all states when we measure A: So the value of f(A) for all
states f € £(4) in our state space uniquely characterizes any element A of our
algebra. The converse is also true: the value of f(A) for all A € &/ completely
characterizes the state f. To get a better feeling for this, it is again helpful to
think of an algebra &7 C B(H). Given a vector v living in the Hilbert space H,
we can construct a linear functional on &7 by letting f(A) = (v|Av). The same
is true if we consider any abstract @/ and its representation 7 on a Hilbert space,
by letting f(A) = (v|m(A)v) given v € H.

B.3.2 Representations

We now examine how an abstract C*-algebra can be represented by a set of
operators on a Hilbert space, via the famous construction by Gelfand, Naimark
and Segal. An account of this construction can be found in any standard textbook
on C*-algebra [Tak79, [BR0O2, [Arv76]. For completeness, we here give a heavily
annotated, largely self-contained, explanation of the GNS construction. As it
turns out, by the GNS construction, any C*-algebra is isomorphic to an algebra
of bounded operators, a result which we will merely state here. When trying to
find a representation of a C*-algebra <7, our goal is to find a pair (7, H) where
H is a Hilbert space and 7 : & — Z(H) is a *-homomorphism which maps any
element of our algebra to a bounded operator in the chosen Hilbert space.

B.3.1. THEOREM (GNS). Let o/ be a unital C*-algebra, and let f be a positive
linear functional on <. Then there exists a representation (Hy,ms) of & with a
Hilbert space Hy, a *—homomorphisnﬂ 2o/ — B(Hy) and a vector &5 € Hy
such that for all A € of

f(A) = (Oy|mp(A)Dy).

Proof. First, we construct the Hilbert space H;. Since 4/ is a Banach space,
we can turn it into a pre-Hilbert Spaceﬁ by defining the positive semidefinite
sesquilinear form

(AIB)s = f(ATB),

for all A, B € /. Note that this form may be degeneratd’l In order to eliminate
this degeneracy, consider

Zr={A| A€ & and f(ATA) = 0}.

3 A homomorphism that preserves the *.

4We take a pre-Hilbert space to be a vector space with a positive semidefinite sesquilinear
form, and a strict pre-Hilbert space to be a vector space with an inner product.

®Such a form is nondegenerate if and only if: (A|B); = 0 for all B € & implies that A = 0.
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Note that Z; is a linear subspace of o/ since for all I, J € Zy we have f((I +
I+ ) = FI'T) + FIT) + FITT) + £(I1) < 24/FTTT)FITT) = 0, where
we used the Cauchy-Schwarz inequalit

We now show that Z; is a left ideal of .&/: Let I € Z; and A, B € &/. We then
need to show that Al € Z;. Indeed, from (AI)T(AI) > 0 we have

0 < F((AD(AD) = f(I'ATAT) < \/F(ITT) F((ATAT)I(ATAD)) = 0,

where the inequality follows from the Cauchy-Schwarz inequality.
The Hilbert space Hy is then constructed by completing the quotient space
</ /T;. This works as follows: Define the equivalence classes

\I’A:{A+I|]€If}

Note that these equivalence classes constitute a complex vector space on their
own, where addition and scalar multiplication are defined via the following oper-
ations inherited from /. We have V4,5 = W4+ Vg and ¥,4 = aV,4. We can
then define the inner product

(Ua|Tp) = (A|B); = f(A'B).

Note that ¥, and Vg of course depend on f. One can verify that this a correct
definition. Indeed, the inner product does not depend on our choice of represen-
tative from each equivalence class: Let I, I, € Ty, and let A, B € «/. Then

F(A+ L)(B+ 1) = f(ATB) + f(A'L) + f(I]B) + f(I]],) = f(ATB),

where the last equality follows again from the Cauchy-Schwarz inequality. We
can now obtain H; by forming the completion of this space. It is well-known in
functional analysis that any strict pre-Hilbert space can be embedded as a dense
subspace of a Hilbert space in such a way that the inner product is preserved.

Second, we must construct my. We first define the action of 7;(A) on the
vectors constructed above as

Tf(A)\I/B = ‘IJAB.

Note that this definition is again independent of our choice of representative from
each equivalence class since for all A, B € o/ we have

T (A)Vpir = Vapin = Vapyar = Yap = 1(A)¥p,

since Z; is a left ideal of & and we already saw that AI € Z;. It remains to show
that 7 is a homomorphism and that 7(A) is indeed bounded. To see that 7y is
a homomorphism, note that

Wf(AB)\IJC - \IJABC’ = Wf(A)Wf(B)\I’C

SIn this context the CS-inequality gives us that for all A, B € & we have |f(ATB)|? <
f(ATA)f(B'B)
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and
Wf()\A + "YB)\IJC = Va4 = AV, + ¥ p = ()\ﬂ'f(A) + ’}/Wf(B))\I/C,
as desired. To see that 7;(A) is bounded, consider

| 7 (A Vg > = (Vap|¥ag) = f((AB)'(AB))
f(BTATAB) < | A|*f(B'B) < || A ||| ¥ |,

where we used the fact that from BTATAB < || A ||?B'B we have f(BTATAB) <
| A |°f(BTB) (see for example [Tak79]).

Finally, we need to construct the vector ®;. Since 7 is unital we can take
CI)f = \IJ]I. This giV@S us <(I)f’7Tf(A)(I)f> = <‘IJH’7Tf<A)\IJ]1> = <\I’H“IJA> = f(]ITA) =
f(A). Note that mp(A)¥; = Uy, ie., &; = Yy is cyclic for (Hy, ). O

The resulting representation is irreducible if and only if f is pure [BR02,
Theorem 2.3.19]. By considering a family of states F, and applying the GNS
construction to all f € F' and taking the direct sum of representations it is then
possible to show that:

B.3.2. THEOREM. (GN) Let o/ be a unital C*-algebra. Then </ is isomorphic
to an algebra of bounded operators on a Hilbert space 'H.

B.4 Commuting operators

</ is abelian if and only if the physical system corresponding to this algebra is
classical. Thus to distinguish the quantum from the classical problems, commu-
tation will be central to our discussion. In fact, it leads to very nice structural
properties which we already exploited in Chapter |3, First, however, we will need
a bit more terminology. The commutator of two operators A and B is given by
[A,B] = AB — BA. For quantum applications, two observables A and B are
called compatible if they commute, i.e., [A, B] = 0. Conversely, A and B are
called complementary if [A, B] # 0. The center %, of an algebra o7 is the set of
all elements in .o/ that commute with all elements of &7, i.e.

Yy ={Z2|Ze A NAc o [Z A =0}

It is easy to see that if &7 only has a trivial center, i.e. 2, = {cl|c € C}, & is
simple [Tak79]. If &7 C B(H) for some Hilbert space H, then the commutant of
o/ in B(H) is

Comm(a) ={X | X € B(H),VA € & : [X,A] =0}.

We have %, = o/ N Comm(<).
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B.4.1 Decompositions

In any of our problems, the interesting case is when the algebra &7 under con-
sideration is in fact simple: that is, “fully quantum”. In all problems we will
consider, it will turn out that we can always break down the problem into smaller
components by decomposing any 7 into a sum of simple algebrasﬂ Luckily, such
a decomposition always exists in the finite-dimensional case:

B.4.1. LEMMA. Let o7 be a finite-dimensional C*-algebra. Then there exists a

decomposition
o~ Pt
J

such that <7; is simple.

Proof. Let %4 be the center of o/. Clearly, since o7 is finite-dimensional, Z, is
a finite-dimensional abelian C*-algebra. Since %, is finite, there exist a finite set
of positive linear functionals {fi,..., fi,}, such that f;(AB) = f;(A)f;(B) and
fi(A) € Spy, (A) for all A, B € ffA.ﬂ For all 1 < k < m, choose II; € Z4 such
that f;(IIy) = 0, for all j. Note that IIy, ..., II,, are projectors and Zj I, =1
since for all j we have f;(II;II,) = f;(Ix)f;(Il;) since 2, is abelian. Now we
have " -
o =1l= Y Tl => L1,

jk=1 j=1
since for all A € & we have II; AIl, = II;1I; A = 0 since II;,II;, € Z,4. Note that
of; = 11;47/11; only has a trivial center: its only elements that commute with any
element of «7; are scalar multiples of II;. Hence, <7 is simple. O

In fact, it is possible to show that [Tak79]:

B.4.2. COROLLARY. Let & be a finite-dimensional C*-algebra Then there exists
‘H and a decomposition
H=DN:
J

such that

o = PB(H,),

Note that this means that any element A € &/ can be written as A = ), I; AIl;
where II; is a projection onto H;.

"Recall that we only consider the finite-dimensional case.
8For a matrix algebra these are just the eigenvectors with equal eigenvalue
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B.4.2 Bipartite structure

As we saw in Chapter [3, commutation relations induce a beautiful structure
captured by the Double Commutant theorem. We here sketch a proof of the parts
of this theorem which is interesting for understanding non-local games: Consider
a bipartite system H! ® H?, and operators A = A®1? and B = I @ B with
A € B(H') and B € B(H?). Clearly, [A, B] = 0 since A and B act on two different
subsystems. Curiously, however, we can essentially reverse the argument: A set
of commutation relations gives rise to a bipartite structure itself!

B.4.3. LEMMA. Let ‘H be a finite-dimensional Hilbert space, and let {X? €
B(H) | s € S} and {Y;? € B(H) | s € T}. Then the following two statements are
equivalent:

1. Foralls€ S, t€T,ac€ A andb € B it holds that [X2,Y}"] = 0.

2. There exist Hilbert spaces HA, H? such that H = H* @ H® and for all
s €S, a€ A we hae X* € B(H?) and for allt € T, b € B we have
YP € B(HP).

This statement can easily be extended to more than two players. Here, we will
only address the finite-dimensional case.

First of all, recall that by Lemma [6.3.1 we can greatly simplify our problem
for non-local games and restrict ourselves to C*-algebras that are simple. As we
saw earlier in Lemma [B.4.1} it is well known that we can decompose any finite
dimensional algebra into the sum of simple algebras. We furthermore need that
for any simple algebra, the following holds:

B.4.4. LEMMA. [Tak79] Let H be a Hilbert space, and let of C B(H) be simple.
Then H = HA @ HP and o = B(H) @ 15,

We are now ready to prove Lemma First, we examine the case where
we are given a simple algebra &7 € B(H), for some Hilbert space H. We will need
the following version of Schur’s lemma.

B.4.5. LEMMA. Let Z be the center of B(H). Then Z = {cl|c € C}.

Proof. Let C' € Z and let d = dim(H). Let B = {E};|i,j € [d]} be a basis for
B(H), where E;; = [i)(j| is the matrix of all 0’s and a 1 at position (z,7). Since
C € Z and E;; € B(H) we have for all i € [d]

Note that CEy; (or E;C) is the matrix of all 0’s but the ith column (or row) is
determined by the elements of C'. Hence all off diagonal elements of C' must be

0. Now consider
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Note that C(E;; + E;;) (or (E;; + Ej;)C) is the matrix in which the ith and jth
columns (rows) of C' have been swapped and the remaining elements are 0. Hence
all diagonal elements of C' must be equal. Thus there exists some ¢ € C such that
C=c. O

Using this Lemma, we can now show that

B.4.6. LEMMA. Let C € B(HA ® HP) such that for all B € B(H?) we have
[C,(1*® B)] =0
Then there exists an A € B(H?) such that C = A® 5.

Proof. Let d4 = dim(H*) and dp = dim(H?). Note that we can write any C
as

011 ce CldA

C — . .

9

CdAl CdAdA

for da x d4 matrices A;;. We have C(I* ® B) = (I* ® B)C if and only if for all
i,j € [da] Ci;B = BCyj, i.e. [Ci;, B] = 0. Since this must hold for all B € B(H?),
we have by Lemma that there exists some a;; € C such that C;; = aij]IB .
Hence C' = A ® I with A = [ay]. O

For the case that the algebra generated by Alice and Bob’s measurement
operators is simple, Lemma now follows immediately:
Proof. [Proof of Lemma if &7 is simple] Let &7 = ({X?¢}) C B(H) be the
algebra generated by Alice’s measurement operators. If o is simple, it follows

from Lemma that & = B(HA)®1% for H = HA®@HP. It then follows from

Lemma that for all t € T and b € B we must have Y,> € B(HP). O

Thus, we obtain a tensor product structure! Recall that Lemma [6.3.1] states
that for non-local games this is all we need.

In general, what happens if &7 is not simple? We now sketch the argument in
the case the o7 is semisimple, which by Lemma[B.4.1| we may always assume in the
finite-dimensional case. Fortunately, we can still assume that our commutation
relations leave us with a bipartite structure. We can essentially infer this from
van Neumann’s famous Double Commutant Theorem [Tak79, BR02], partially
stated here.

B.4.7. THEOREM. Let &7 be a finite-dimensional C*-algebra. Then there ezists
H =HA® HE and a decomposition

H=EPH a1}
J
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such that
o = PBMH) 1}
J

and

Comm() = @]IJA R B(H}). (B.1)

Proof. (Sketch) We already now from Lemma [B.4.1] that &7 can be decomposed
into a sum of simple algebras. Clearly, the RHS of Eq. is an element of
Comm(./). To see that the LHS is contained in the RHS, consider the projection
I onto H;'. Note that II}' € o7, and thus for any X € Comm(&/) we have
[X, 1] = 0. Hence, we can write X = . (II# @ I7) X (TI# @ [¥), and thus we can
restrict ourselves to considering each factor individually. The result then follows

immediately from Lemma [B.4.6] O

If we have more than two players, the argument is essentially analogous, and
we merely sketch it in the relevant case when the algebra generated by the play-
ers’s measurements is simple, since Lemma directly extends to more than
two players as well. Suppose we have N players Py,...,Pxy and let ‘H denote
their joint Hilbert space. Let & be the algebra generated by all measurement
operators of players Py, . ... Py_; respectively. Then it follows from Lemma[B.4.6]
and Lemma that H = H» V-1 @ HY where & = B(HY"~1) and for all
measurement operators M of player Py we have that M € B(H"). By apply-
ing Lemma recursively we obtain that there exists a way to partition the
Hilbert space into subsystems H = H! ® ... ® HY such that the measurement
operators of player P; act on H’ alone.

In quantum mechanics, we will always obtain such a tensor product struc-
ture from commutation relations, even if the Hilbert space is infinite dimen-
sional [Sum90]. Here, we start out with a type-I algebra, the corresponding
Hilbert space and operators can then be obtained by the famous GNS construc-
tion [Tak79], an approach which is rather beautiful in its abstraction. In quantum
statistical mechanics and quantum field theory, we will also encounter factors of
type-II and type-III. As it turns out, the above argument does not generally hold
in this case, however, there are a number of conditions that can lead to a similar
structure. Unfortunately, we cannot consider this case here and merely refer to
the survey article by Summers [Sum90].

B.4.3 Invariant observables and states

As we saw in Chapter [3] expressing our problem in terms of commutation relations
enables us to exploit their structural consequences. Particularly interesting is
also the fact that we can characterize the set of states which are invariant by a
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quantum channel by means of such relations, repeated here for convenience sake:

B.4.8. LEMMA. (HKL) [HKLO3] Let A : H — H be a unital quantum channel
with A(p) =3, VmpVil, and let S be a set of quantum states. Then

Vp e S, A(p) = p if and only if Ym¥p € S, [V,n, p] = 0.

Let’s see what this means for a specific unital channel A(p) = > V,,pV!
and a particular ensemble given by states pi,...,p, € H. As in Chapter |3 we
now consider the x-algebra generated by pi, ..., p,. Let o/ denote the resulting
algebra. By Theorem [B.4.7, we know that we can write

MN@IB% ) @ 1P

and
Comm(«) = PI @ B(H?).

Clearly, we have from the above that if A leaves our ensemble of states untouched,
we must have V,,, € Comm(&) for all m. Thus we know that V,,, must be of the
form ]Igl] ® ij on each factor. What does this mean operationally? Suppose
we can write H = @j H; such that p, = Zj 1L, pI1; for each py, where II; is a
projector onto H;. That is, we can simultaneously block-diagonalize all p,. Then
we know that V,,, must be equal to the identity on each factor H;, i.e. V,, must
be of the form @j ¢;11; for some ¢; with |¢;| = 1. Another nice application of this

viewpoint is an algebraic no-cloning theorem, as put forward by Lindblad [Lin99].

B.5 Conclusion

Even though the sheer number of new definitions may appear daunting, we saw
that the language of C*-algebras can help us get a grip on some of the fundamental
properties of quantum states quite easily. Of course, the language of C*-algebras
is not the most convenient one for all problems. Yet, there are many cases for
which the language of C*-algebras is especially useful. As we saw earlier, one
of these cases is when we consider measurements performed by two parties on a
bipartite system. Another class of problems deals with questions of the following
forms: Which operations leave a given set of states invariant? How much can we
learn from a given state without disturbing it? What part of a state is “truly”
quantum and which parts can we consider to be classical? How can we encode
our states such that they are left untouched by a set of operations?

For example, another application is the compression of quantum states. Koashi
and Imoto consider how a quantum state can be decomposed into a quantum,
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a classical and a redundant part to aid compression. In their paper, they pro-
vide an algorithm which in fact allows us to compute (with a lot of pain) the
decomposition of an algebra and its commutant algebra [KI02]. It is probably
not so surprising by now that other tasks involving invariance under operations
are also closely related: Choi and Kribs [CK06] have phrased the principle of
decoherence-free subspaces in terms of what they call algebraic noise commu-
tant formalism. In this text, we have exploited C*-algebras to investigate the
use of post-measurement information in Chapter 8. As we saw in Chapter [§]
the question of how much post-measurement information is needed is in fact
closely related to how much entanglement we need to succeed in non-local games.
Whereas these two problem may appear unrelated at first sight, their structural
similarities show their close connection. Likewise, these similarities also enabled
us in Chapter [6] to investigate how much we can really gain by receiving additional
post-measurement information. Finally, the close connection of C*-algebras and
Clifford algebras discussed in Appendix [C] was one of the factors that led us to
discover the uncertainty relations of Chapter @l Hence, C*-algebras sometimes
help us to understand the similarities between problems, and aid our intuition.



Appendix C

Clifford Algebra

Similar to C*-algebra, Clifford algebra plays little role in computer science even
though it has recently found numerous applications in the area of computer graph-
ics. Here, we informally summarize the most important facts we need in this text.
Our aim is merely to provide the reader with some intuition underlying our un-
certainty relation in Chapter {4} and refer to [Lou01] for an in-depth introduction.

C.1 Introduction

Clifford algebra is closely related to C*-algebra. Yet, it exhibits many beautiful
geometrical aspects which remain inaccessible to us otherwise. In particular, we
will see that commutation and anti-commutation carries a geometric meaning
within this algebra.

For any integer n, the unital associative algebra generated by I'y,...,I's,,
subject to the anti-commutation relations

is called Clifford algebra. It has a unique representation by Hermitian matrices on

n qubits (up to unitary equivalence) which we fix henceforth. This representation
can be obtained via the famous Jordan-Wigner transformation [JW2§]:

F2j—1 = 0'?;8(]_1) ® Oy ® H@(n_j)’

Ty = 090D @ o, @ [80—3),

for j =1,...,n. A Clifford algebra of n generators is isomorphic to a C*-algebra
of matrices of size 22 x 22 for n even and to the direct sum of two C*-algebras
of matrices of size 2("~1/2 x 20°=1/2 for n odd [Tsi87].

205
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C.2 Geometrical interpretation

The crucial advantage of the Clifford algebra is that we can view the operators
I'y,..., 'y, as 2n orthogonal vectors forming a basis for a 2n-dimensional real
vector space R*". Each vector a = (ay,...,as,) € R*" can then be written as
linear combination of basis elements as a = > ;a; ;. The Clifford product of two
vectors a and b is given by

ab=a-b+aAb,

where a - b = Zj a;b;I is the inner product of two vectors and a A b is the
outer product, as given below. We will write scalars as scalar multiples of the
identity element whose matrix representation is simply the identity matrix. If we
represent I'q, ..., 'y, using the matrices from above, then the Clifford product is
simply the matrix product of the resulting matrices. Hence, we will now adopt
this viewpoint with the representation in mind. Note that the Clifford product

satisfies a = |a|*l = 3_; a3l, where |a| = |lally = |/, a3 is the 2-norm of the

vector a which we refer to as the length of a vector.

C.2.1 Inner and outer product

We can see immediately from the definition of the Clifford product that the
inner product of two vectors a,b € R?" as depicted in Figure is given by
a-b=lal|b| cos L, and can be expressed as:

1 1
a-bzé{a,b}zé(aquba).

Figure C.1: Two vectors

Hence, anti-commutation takes a geometric meaning within the algebra: two
vectors anti-commute if and only if they are orthogonal!
Similarly, we can write

1 1
a/\bzﬁ[a,b] :§(ab—ba).
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Geometrically, this means that two vectors are parallel if and only if they com-
mute.

To gain some intuition, let’s look at the simple example of R?: Here, we have
a = a1’y + axl's and b = b1I'; + boI'y. The Clifford product of a and b is now
given as

ab = Z ajbijFk = (albl + &ng)ﬂ + (CleQ — blaz)FlFQ.
jk

The element a A b = (a1by — byag)'1I'y represents the oriented plane segment of
the parallelogram determined by a and b in Figure below. The area of this
parallelogram is exactly |a A b| = |a1by — byas|. Note that we have aAb = —bAa,
as shown in Figure [C.3] Thus a A b not only gives us the area but also encodes a
direction.

a >
:’/ f'/
y /
/ /
:I,/-" a /\ b b b //f"
4 bAa
/
/ 4
/
/ '
/
a

Figure C.3: bAa

Figure C.2: a A b

In higher dimensions, the elements generated by a A b A ¢ etc similarly corre-
spond to oriented plane or volume segments. Note that we have I'; AT'; = I;I';
for all basis vectors I'; and I';. We will refer to products of £ elements of the form
Iy, ... T, as k-vectors.

C.2.2 Reflections

The power of the Clifford algebra mainly lies in the fact that we can express
geometrical operations involving any k-vector in an extremely easy fashion using
the Clifford product. Here, we will only be concerned with performing operations
on l-vectors.

Consider the projection of a vector a onto a vector m as depicted in Figure|C.4!
Let a; be the part of a that is parallel to m, and a, the part of a that lies
perpendicular to m. Clearly, we may write a = a) + a,. Using the definition of
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a,

v

9

Figure C.4: Projections onto a vector

the Clifford product, we may write

m
— = (a-m)m',
m|

where we define m' = m/|m|? to be the inverse of m. Indeed, we have mm' = L.
If m is a unit vector, then in terms of the matrix representation given above
m' is the adjoint of the matrix m. For the product of two vectors we define
(nm)T = minT. We can also write

a| = |a|cos

ai=a—ay=a—(a-m)m' = (am — (a-m))m' = (a Am)m’.

We can now easily determine the reflection of a around the vector m, as depicted

in Figure [C.5}
t=ay—arL=(a-m—aAm)m' =(m-a+mAa)m'=mam'.

Consider n = 1. Then the 2-dimensional real vector space is given by basis vectors
I't = X and I'y; = Z. Indeed, this is the familiar X Z-plane of the Bloch sphere
depicted in Figure . Consider the Hadamard transform H = (X + Z)/V/2.
Figure [C.7] demonstrates that H plays exactly this role: it reflects X around the
vector H to obtain HXH = Z. Given t, we can also easily derive the vector
obtained by reflecting a around the plane perpendicular to m (in 0), as shown in
Figure [C.6]

—t = —mam!.

C.2.3 Rotations

From reflections we may now obtain rotations as successive reflections. Suppose
we are given vectors m and n as shown in Figure [C.8 To rotate the vector a by
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a,

v

9

Figure C.5: Reflection of a around m

an angle that is twice the angle between m and n, we now first reflect a around
b to obtain b = mam'. We then reflect b around n to obtain

¢ =nbn' = nmam'n' = RaRT,

where we let R = nm. As desired, R rotates a by an angle of 2(¢) + ¢).
We can easily convince ourselves that R does not affect any vector d that is
orthogonal to both n and m.

RAR' = nmdm'n' = dnmm'n' = d,

where we have used the fact that two vectors anti-commute if and only if they
are orthogonal. Note also that RR" = I. It can be shown that if V is a k-vector,
then RV R' is also a k-vector for any rotation R [DL03]. Indeed, this is easy to
see, for the k-vector formed by orthogonal basis vectors:

Ry, A...AT)R" = R(y,...Ty,,)R' = R, R"...RT; R!
RI;, R' A ... ARD;, RY,

where we have used the fact that rotations preserve the angles between vectors.
We will need this fact in our proof in Chapter [4]

Clifford algebra offers a very convenient way to express rotations around ar-
bitrary angles in the plane m A n [Lou01]. In Chapter , however, we will only
need to understand how we can find the rotation R that takes us from a given
vector g = Zj g;1'; with length |g| to the vector |g|I';. Indeed, our strategy works
for finding the rotation of any vector g to a target vector ¢ of the same length.

Consider Figure [C.9]
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t=-maml

a

)

Figure C.6: Reflection of a plane perpendicular to m

H=(X+Z) V2

Figure C.7: Hadamard transform as reflection
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Figure C.8: Rotating in the plane m A n.

-mg’m

Figure C.9: Rotating ¢ to |g|T';.
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For convenience, we first normalize g to obtain the vector

We then compute the vector m/’ lying exactly half-way between ¢’ and our target
vector I'; and normalize it to obtain

— g+Ty g +TI
9+ T4l 2(1 +gi/lg])

We now first reflect ¢’ around the plane perpendicular to the vector m to obtain
—mg'm, followed by a reflection around the plane perpendicular to the target
vector I';:

Ty (—mg'm)T'y = Tymg'mI’; = Rg'R',

with R = I'ym, where we have used the fact that both I'; and m have unit length
and hence m = m' and T'; = FI. Evidently,

R =T ! —Ty(¢d +T)d
g 1mg ’g/+1"1| 1(g+ l)g
1 1
= ——T(¢*+T¢) = ————(T1+¢) =m,
9" + T 1l 1) |9’+F1\( 1+9)
and hence

R¢'R" = mmI'y =T.
We then also have that
RgR" = |g|Rg'R" = |g|T

as desired. We will employ a similar rotation in Chapter [4]

C.3 Application

Here, the primary benefit which we gain by considering a Clifford algebra, is that
we can parametrize matrices in terms of its generators, and products thereof.
Suppose we are given some matrix

1
p=- <H+ij3j),
J

where IU{B,} form a basis for the d x d complex matrices, such that for all j # j’
we have Tr(B;By) = 0, Tr(B;) = 0, B} =1, and b; € R. We saw in Chapter
how to construct such a basis for d = 2" based on mutually unbiased bases. In
fact, this gives us the well-known Pauli basis, given by the 22" elements of the



C.3. Application 213

form B; = le» ® ... ® B} with B; € {l,0,,04,0.}. When solving optimization
problems within quantum information, we are often faced with the following
problem: When is p a quantum state? That is, what are the necessary and
sufficient conditions for the coefficients b; such that p > 07

For d = 2, this is an easy problem: We can write p = (I+ > ..., 4 1j0;)/2
where 77 = (r,,ry,r,) is the Bloch vector we encountered in Chapter . We have
that p > 0 if and only if —I < zj rio; <, ie.

2
1
<Z’I"j(7j> = 5 errj/{aj,aj/} = (Z’f’?) I S I.
J 7' J

Thus, we have p > 0 if and only if ) y r]z < 1. Geometrically, this means that
any point on or inside the Bloch sphere corresponds to a valid quantum state
as illustrated in Figure 2.1} Sadly, when we consider d > 2, our task becomes
considerably more difficult. Clearly, since Tr(p?) < 1 for any quantum state, we
can always say that

Tr(p®) = % (Tr(]l) +2 Z b;Tr(B;) + Z bjbj/Tr(Bij/)>
1 2
::EG+;qmw
::$G+ZW>SL

giving us i b? < d — 1. Unfortunately, this condition is too weak for almost
all practical applications. There exist many matrices which obey this condition,
but nevertheless do not correspond to valid quantum states. Luckily, we can say
something much stronger using the Clifford algebra.

Let’s consider the operators 'y, ..., 'y, themselves. Evidently, each operator
I'; has exactly two eigenvalues +1: Let |n) be an eigenvector of T'; with eigenvalue
A. From I'? = T we have that A? = 1. Furthermore, we have T';(T;|n)) = —AL|n).
Thus, if A is an eigenvalue of I'; then so is —A. We can therefore express each I';
as

L, =19 T},

where I'Y and I'! are projectors onto the positive and negative eigenspace of T';
respectively. Furthermore, note that we have for all 7, j with ¢ # j

1
Tr(F,LFJ) = §TI'(F1FJ + Fjrz) = 07
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that is all such operators are orthogonal with respect to the Hilbert-Schmidt inner
product. We now use the fact that the collection of operators

I
L (1<j<2n)
ijg = FijFg (1 <5< k<t< 2n)

Fl?...(2n) =iy Ty =1 T

forms an orthogonal basis for the d x d matrices with d = 2™ [Die06]. By counting,
the above operators form a complete operator basis with respect to the Hilbert-
Schmidt inner product. In fact, by working out the individual basis elements
with respect to the representation above, we see that this basis is in fact equal
to the Pauli basis. Notice that the products with an odd number of factors are
Hermitian, while the ones with an even number of factors are skew-Hermitian, so
in the definition of the above operators we introduce a factor of 7 to all with an
even number of indices to make the whole set a basis for the Hermitian operators.
Hence we can write every state p € 'H as

1
p=- (]I+Zngj+Zgjkrjk+--~+90F0)>
j j<k

with real coefficients g;, gji, - . ..
It is clear from the above that if we transform the generating set of I'; linearly,

L= Tl
j

then the set {I'},..., I } satisfies the anti-commutation relations if and only if
(Tjk)jx is an orthogonal matrix: these are exactly the operations which preserve
the inner product. In that case there exists a matching unitary U(T) € B(H)
which transforms the operator basis as

I, = U(T)I;U(T)"

As an importance consequence, it can be shown [Die06] that any operation U(T)
transforms the state p as

U(T)pU(T)! =

IS

(H +T(9)+ Y gl + ...+ g6r0> ,

j<k
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where we write T'(g) to indicate the transformation of the vector g = >, g;I';
by T'. For example, for the rotation R constructed earlier, we may immediately
write

1
RpRT = E (H + RgRJr + Z gijijRT + ...+ goRroRT> ,

j<k

1
= 3 <H+ 9| +Zg}krjk+~-+géfo> ;

j<k
Thus, we can think of the 1-vector components of p as vectors in a generalized
Bloch sphere. In Chapter [, we will extend this approach to include the I'y as an

additional “vector”. There, we use these facts to prove a useful statement which
leads to our uncertainty relations:

C.3.1. LemMA (LEmMA [4.3.2)). For any state p, we have ). g7 < 1.

With respect to our discussion above, this is indeed a generalization of what
we observed for the Bloch sphere in d = 2. Note that we obtain a whole range
of such statements as we can find different sets of 2n anti-commuting matrices
within the entire set of 22" basis elements above.

C.4 Conclusion

Luckily, we made some progress to give a characterization of quantum states
in terms of their basis coefficients that was sufficient to prove our uncertainty
relation from Chapter [l Parametrizing states using Clifford algebra elements
provides us with additional structure to characterize quantum states that is not
at all obvious when looking at them from a linear algebra point of view alone.
We hope that parametrizing states in this fashion could enable us to make even
stronger statements in the future. It is also interesting to think about standard
quantum gates as geometrical operations within the Clifford algebra. Indeed, this
is possible to a large extent, but lies outside the scope of this text.

Clearly, the subspace spanned by the elements I'y, ..., I'5, plays a special role.
Note that when considering the state minimizing our uncertainty relation, only
its 1-vector coefficients played any role. The other coefficients do not contribute
at all to the minimization problem. It is interesting to observe that we have in
fact already seen a similar effect in Chapter [l Recall that we used Tsirelson’s
construction to turn vectors a,b € R?*" back into observables by letting A =
>-;ja;T; and B =37, b;I';. The optimal strategy of Alice and Bob could then be
implemented using the maximally entangled state of local dimension d = 2"

1
[O)(P] =~ <H+ > gl +) :TjRj@RJ) :
- :

J
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where g; = £1 and we used the R; simply as a remainder term. Clearly, the
coefficients r; do not contribute to the term (V|A @ B|¥) at all, and only the
coefficients g; matter. However, in dimension d = 2" we have only 2n such terms.
Curiously, the remaining terms are only needed to ensure that p > 0. Numerical
feasibility analysis using semidefinite programming for d = 4 and d = 8 reveals
that we do indeed need to take the maximally entangled state, and cannot omit
any of the remaining terms.
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Samenvatting

Quantum computing heeft een grote invloed op cryptografie gehad. Met de ont-
dekking van Shors quantum algorithme voor het factoriseren van grote getallen
kunnen opeens bijna alle klassieke systemen gebroken worden zodra een quantum
computer is gebouwd. Het is daarom belangrijk om andere manieren te verzinnen
om veilige cryptografische protocollen te kunnen implementeren. Dit proefschrift
draagt ertoe bij om zowel de fysieke beperkingen, als ook de mogelijkheden van
cryptographie in een quantum omgeving beter te begrijpen. Wij bekijken eerst
twee aspecten die een cruciale rol spelen voor de veiligheid van quantum proto-
collen: onzekerheidsrelaties en quantum entanglement. Hoe kunnen wij goede
onzekerheidsrelaties voor een groot aantal meetinstellingen vinden? Wat is het
effect van entanglement op klassieke protocollen? En, welke beperkingen legt
entanglement quantum protocollen op? Ten slotte, kunnen wij deze beperkingen
omzeilen onder realitische aanames?

Informatie in quantum toestanden

In dit deel houden wij ons bezig met het extraheren van informatie uit quan-
tum toestanden. Een van de meest fundamentele doelen is het onderscheiden
van quantum toestanden. Gegeven een set van mogelijke toestanden, wat is de
toestand die wij op dit moment voor handen hebben? Wij bestuderen een vari-
ant van dit probleem dat van belang is voor de veiligheid van protocollen in het
bounded quantum storage model. We ontvangen na de meting, of meer algemeen
nadat een quantum memory bound toegepast wordt, nog extra informatie. Wij
introduceren een algemeen algebraisch raamwerk, dat het mogelijk maakt om dit
probleem voor elke set van toestanden op te lossen en geven twee voorbeelden.
Verder onderzoeken wij entropische onzekerheidsrelaties, die een andere manier
vormen om Heisenberg’s onzekerheids principe te beschrijven. Dit is meestal
een beter manier om “onzekerheid” te beschrijven aangezien de ondergrens niet
afhangt van een bepaald toestand maar alleen van de metingen zelf. Entropische
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onzekerheidsrelaties hebben recentelijk meer invloed gekregen binnen het veld
van quantum cryptografie in het bounded storage model, waar de veiligheid van
protocollen uiteindelijk athangt van zulke onzekerheidsrelaties. Dus nieuwe onzek-
erheidsrelaties kunnen tot nieuwe protocollen leiden.

Onzekerheidrelaties zijn bekend voor twee of d + 1 wederzijds “unbiased mea-
surements”. Wij bewijzgn eerst nauwe entropische onzekerheidsrelaties voor metin-
gen met een groot aantal “mutually unbiased bases” (MUBs) in dimensionen
d = s?. Wij laten ook zien dat MUBs geen goede keuze zijn voor “locking” van
klassieke informatie in quantum toestanden; ook als wij meer dan twee van zulke
MUBs gebruiken neemt het locking effect niet toe.

Onze resultaten laten zien dat men heel voorzichtig dient te zijn om “maxi-
maal incompatibele” metingen als wederzijds “unbiased” te veronderstellen. Maar
welke eigenschappen moeten een meting hebben om heel ‘incompatibel’ te zijn?
Gelukkig kunnen wij zulke eigenschappen vinden voor metingen met twee uitkom-
sten. Voor anti-commuterende metingen die generatoren van een Clifford algebra
vormen, bewijzen wij optimale onzekerheidsrelaties voor de Shannon entropie, en
bijna optimale relaties voor de collision entropie. Onze resultaten kunnen worden
toegepast op quantum cryptographie.

Entanglement

In dit deel onderzoeken wij quantum entanglement. Allereerst, kijken wij naar
Tsirelson inequalities. Wij laten zien hoe wij de optimale strategie voor spelletjes
met twee uitkomsten met behulp van semidefinite programming kunnen bepalen.
Als voorbeeld laten wij een upper bound voor de gegeneraliseerde CHSH ongeli-
jkheid zien.

Verder laten wij zien hoe klassieke interactieve bewijssystemen met twee spel-
ers (provers) kunnen veranderen als de spelers entanglement kunnen delen. Dit is
een voorbeeld van hoe de veiligheid van klassieke systemen kan veranderen, ook
al is het alleen mogelijk een beperkt soort quantum operaties uit te voeren: Het
bewijssysteem wordt significant verzwakt ook al hebben de spelers geen toegang
tot een quantum computer.

Applicaties voor de cryptografie

In deel IV onderzoeken wij de consequenties van onzekerheidsrelaties en entan-
glement in quantum systemen voor de cryptografie. Traditioneel houdt de cryp-
tografie zich vooral bezig met het veilig versturen van berichten. Maar met de
opkomst van het internet zijn nieuwe taken van belang geworden. Wij willen
protocollen creeren voor het elektronisch stemmen, online veilingen, onderteke-
nen van contracten en vele andere applicaties, waarbij de deelnemers elkaar niet
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vertrouwen. De focus ligt daarbij op twee primitieven, met behulp waarvan wij al
deze problemen kunnen oplossen: bit commitment en oblivious transfer. Klassieke
protocollen voor deze primitieven zijn gebaseerd op computationele aanames die
met behulp van een quantum computer gebroken kunnen worden. Helaas is het
bekend dat zelfs in de quantum wereld deze primitieven niet helemaal zonder
aannames geimplementeerd kunnen worden. Wat hopen wij dan wel te kunnen
bereiken?

Als bit commitment onmogelijk is, kunnen wij misschien de taak een klein
beetje aanpassen en dan nuttige protocollen vinden? Hier bekijken wij commit-
ments van een hele string van bits tegelijk, waar de tegenstander niet is beperkt.
Als bit commitment onmogelijk is, is perfecte string commitment ook niet mo-
gelijk. Maar wij geven elke tegenstander de mogelijkheid om een beetje vals te
spelen. Wij geven een raamwerk voor een familie van string commitment pro-
tocollen. Hoe wij informatie meten blijkt een cruciale rol te spelen; voor een
heel sterke maat van informatie laten wij zien dat zelfs deze imperfecte string
commitments niet mogelijk zijn. Maar voor een zwakkere manier om informatie
te meten construeren wij toch niet-triviale protocollen die klassiek niet mogelijk
Zijn.

Ten slotte laten wij zien dat bit commitment en oblivious transfer wel mo-
gelijk worden, indien wij de tegenstander realistische beperkingen opleggen. Wij
introduceeren het noisy-storage model, dat nauw is gerelateerd aan het bounded-
storage model. Wij laten zien dat het mogelijk is om oblivious transfer te imple-
menteren, zolang de tegenstander qubits niet zonder fouten kan opslaan. Gegeven
de status van de experimentele mogelijkheden vandaag de dag, lijkt dit een real-
istische aanname, maar is athankelijk van de implementatie moeilijk te bepalen.
Dezelfde problemen die het ook zo moeilijk maken om een quantum computer te
bouwen komen ons hier ten goede!






Summary

Quantum computing had a profound impact on cryptography. Shor’s discovery
of an efficient quantum algorithm for factoring large integers implies that nearly
all existing classical systems based on computational assumptions can be bro-
ken, once a quantum computer is built. It is therefore imperative to find other
means of implementing secure protocols. This thesis aims to contribute to the
understanding of both the physical limitations, as well as the possibilities of cryp-
tography in the quantum setting. To this end, we first investigate two notions
that are crucial to the security of quantum protocols: uncertainty relations and
entanglement. How can we find good uncertainty relations for a large number
of measurement settings? How does the presence of entanglement affect classi-
cal protocols? And, what limitations does it impose on implementing quantum
protocols? Finally, can we circumvent some of those limitations using realistic
assumptions?

Information in Quantum States

In this part, we start by investigating how to extract information from quan-
tum states. One of the most basic tasks is the discrimination of quantum states.
Given an ensemble of known quantum states, which one do we hold in our hands?
We study a variant of this problem which is of central importance for the secu-
rity of protocols in the bounded-quantum-storage model. Here, we are given
additional information about the state after the measurement or, more generally,
after a quantum memory bound is applied. We prove general bounds on the suc-
cess probability which answer in the negative the question whether deterministic
privacy amplification is possible in all known protocols in the bounded-quantum-
storage model. To this end, we introduce a general algebraic framework which
allows us to solve this problem for any set of states and provide two explicit
examples.
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We then turn to examine entropic uncertainty relations, which are an alter-
native way to state Heisenberg’s uncertainty principle. They are frequently a
more useful characterization, because the “uncertainty” is lower bounded by a
quantity that does not depend on the state to be measured. Recently, entropic
uncertainty relations have gained importance in the context of quantum cryp-
tography in the bounded-storage model, where proving the security of protocols
ultimately reduces to bounding such relations. Proving new entropic uncertainty
relations could thus give rise to new protocols. Such relations are known for two
or d + 1 mutually unbiased measurements. We prove tight entropic uncertainty
relations for measurements in a large number of specific mutually unbiased bases
(MUBSs) in square dimensions. In a similar way, we show that such MUBs are
unsuitable for locking classical correlations in quantum states: Using 2 or all of
them does not increase the locking effect.

Our result shows that one needs to be careful about thinking of “maximally
incompatible” measurements as being necessarily mutually unbiased. But what
properties do measurements need to have in order to give strong uncertainty
relations? We find very strong uncertainty relations from the generators of a
Clifford algebra. In particular, we prove that for £ such anti-commuting observ-
ables X, ..., Xy we obtain optimal uncertainty relations for the Shannon entropy
and nearly optimal relations for the collision entropy. Our results have immediate
applications to quantum cryptography in the bounded-storage model.

Entanglement

In this part, we investigate the intriguing notion of quantum entanglement. We
demonstrate how to find the optimal quantum strategies for correlation inequal-
ities where each measurement has exactly two outcomes using semidefinite pro-
gramming. As an example, we prove a tight upper bound for a well-known gen-
eralized CHSH inequality.

Furthermore, we consider how a classical two-prover interactive proof system
changes if the provers are allowed to share entanglement. In this setting, a polyno-
mial time bounded verifier is allowed to ask questions to two unbounded provers,
who are trying to convince the verifier of the validity of a specific statement, even
if the statement is false. The provers may thereby agree on any strategy ahead
of time, but can no longer communicate once the protocol starts. Surprisingly,
it turns out that, when the provers are allowed to share entanglement, it is pos-
sible to simulate two such classical provers using a single quantum prover. This
indicates that entanglement among provers truly weakens the proof system, and
provides an example of how classical systems can be affected, even if we only
allow a very limited set of quantum operations.
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Applications to Cryptography

In this part, we consider the consequences of uncertainty relations and entan-
glement in quantum systems to cryptography. Traditional cryptography is con-
cerned with the secure and reliable transmission of messages. With the advent
of widespread electronic communication and the internet, however, new crypto-
graphic tasks have become increasingly important. We would like to construct
secure protocols for electronic voting, online auctions, contract signing and many
other applications where the protocol participants themselves do not trust each
other. main focus is on two primitives, which form an important building block
for constructing multi-party protocols: bit commitment and oblivious transfer.
Classical protocols for such problems are usually based on computational assump-
tions which do not stand up to a quantum computer. Unfortunately, it has been
shown that even quantum computers do not help in this case and that perfect
quantum bit commitment and oblivious transfer are impossible. In the face of
such negative statements, what can we still hope to achieve?

Given that perfect bit commitment is impossible, perhaps we can alter the
task slightly and obtain useful protocols? Here, we considered commitments to
an entire string of bits at once, when the attacker has unbounded resources at
his disposal. Evidently, if perfect bit commitment is impossible, perfect string
commitment is also impossible as well. However, we showed that we can ob-
tain non-trivial quantum protocols, where the participants have a small ability
to cheat. To this end, we introduced a framework for the classification of string
commitment protocols. In particular, we proved that the measure of information
is crucial to the security: For a very strong notion of security, we showed that
even slightly imperfect quantum string commitments are also impossible. Never-
theless, we showed that for a weaker measure of information we can indeed obtain
nontrivial protocols, which are impossible in a classical world.

Luckily, it turns out that we can implement oblivious transfer if we are willing
to assume that storing qubits is noisy. We introduce the model of noisy quantum
storage, which is similar to the model of bounded quantum storage. Here, how-
ever, we consider an explicit noise model inspired by present day technology. If
the honest parties can perform perfect quantum operations, then we show that
the protocol is secure for any amount of noise. In case the honest participants are
only able to perform noisy operations themselves, we analyze a practical protocol
that can be implemented using present-day hardware. We show how to derive
explicit tradeoffs between the amount of storage noise, the amount of noise in the
operations performed by the honest participants and the security of the protocol.
Here, the very problem that makes it so hard to implement a quantum computer
can actually be turned to our advantage.
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