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Chapter 1

Introduction

What if I told you that the money in your accounts will not be safe anymore next
week? Or that your messages or health data will be public? What would you
do? Now imagine that millions of other people do the same. The result could be
local or even global disruption. With the advent of quantum computing, ques-
tions like these become increasingly urgent. Large-scale functioning quantum
computers are able to break widely used asymmetric encryption schemes, and
quantum-secure cryptography aims to prevent such threats. Hence, there is a
pressing need to research quantum-secure cryptography. There are two possible
avenues to this: classical cryptography that is secure against quantum attacks
(post-quantum cryptography) and cryptography that actively uses quantum in-
formation to achieve security (quantum cryptography). This thesis sits in the
realm of quantum cryptography.

But first, what is the fuss about ‘quantum’? Quantum theory is arguably the
most profound theory of nature we have come up with so far and aims to describe
the fundamental interactions of matter — with astounding success over the past
century. It is, however, beyond the scope of this thesis to discuss the equally old
and fascinating debate about what this theory ‘means’. Many different arguments
and interpretations have been proposed, some claiming that quantum theory is
the theory of processing information under reasonable axioms [Har01l, CDP11,
Harll, MMAPG13], giving theoretical foundation to the idea that ‘information
is physical’ [Lan91].

The focus of this work will be more on what it enables us to do in certain
areas, specifically in cryptography.

But why is there even a need for quantum theory? And how do you even
come up with a theory that is so counterintuitive and whose interpretation still
puzzles us more than 100 years after its first inception? Again, many books can be
written aiming to partially answer these questions. We will just briefly comment
a few sentences on this.

It is an established fact by now that classical physics cannot accurately pre-
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dict all observed phenomena, particularly not on an atomic and subatomic scale.
Quantum theory started with Planck’s law, for the first time accurately describing
black-body radiation by introducing the idea that the energy of electromagnetic
radiation is fundamentally made up of discrete packets, or ‘quanta’, thereby giv-
ing birth to the idea of the photon. This idea shook the foundation of theoretical
physics and in the following decades a new theory of matter — quantum theory
— was developed, revamping our understanding of nature at a fundamental level.
Some time later, in the 1960s, John Bell delivered the final blow to the classical
understanding of our world by proposing a testable inequality that could show
that our world cannot be classical in the sense of being governed by a local re-
alistic hidden variable theory [Bel64]. And indeed, another few decades later it
was demonstrated in a loophole-free way that nature violates Bell’s inequality,
and therefore our intuitive classical understanding of the world is fundamentally
not true [HBD*15]. In some sense, however, one can argue that quantum theory
is more natural than classical theory, because it actually takes into account the
observer!, rather than giving a Platonic observer-independent theory of nature.
And after all, observers are part of nature and must be accounted for in a proper
theory of nature.

Since the inception of quantum theory, its crucial differences to the classical
worldview have been distilled, of which some of the most prominent are: the
existence of non-commuting observables (which leads to the uncertainty princi-
ple), the existence of pure superposition states (rejecting classical definiteness,
and leading to interference phenomena), the existence of entangled states (which
lead to stronger-than-classical correlations between events) and the existence of
randomness as a fundamental feature of nature (which leads to true random num-
bers). Moreover, quantum states can constructively and destructively interfere
and observing a quantum system can change its state.

Quantum theory has already changed our world by enabling a comprehensive
understanding of semiconductors and the invention of the transistor, which are
the backbone of all modern technology. In this sense, it has already enabled the
information age we live in on a physical level, even though on a mathematical
level current technology has not leveraged it for information processing yet. But
this appears to be changing, and we may be on the brink of entering the quantum
information age. Research on quantum information theory and practice since the
1980s has been very fruitful, and we are able to build (very) small-scale quantum
computers and quantum networks today.

But what are they good for? This is still unclear to some degree, but potential
applications are sometimes modest polynomial, sometimes drastic exponential,
speedups for certain algorithms solving specific problems. Such speedups may
lead to efficiency and productivity gains, or even allow to solve problems that

! Although it is not fully understood yet, and the measurement problem is one of the central
conceptual difficulties in quantum theory.



are simply too hard for classical computers to solve. At this point, much is still
speculative, but giving us the ability to solve certain problems that are intractable
for any current or future classical computer could lead to significant advances
in the fields where quantum computing is applicable, like material science or
simulating life processes. Equally important, it may lead to purely scientific
advances in our understanding of nature by allowing us to simulate quantum
systems natively using quantum computers.

Another large space for applications, and related to the topic of this thesis, is
quantum cryptography. It is enabled by the aforementioned central properties of
quantum mechanics that differentiate it from classical theory from an information-
theoretic point of view. For example, the security of quantum key distribution
(QKD) can be intuitively understood from several such angles and unconditional
and everlasting security for QKD can be proven [BB84, TL17]. Furthermore,
quantum mechanics enables completely new primitives that are classically not
possible, one of which will be the topic of this thesis: position-based quantum
cryptography.

The primary principle enabling position-based quantum cryptography is that
of no-cloning, and stronger-than-classical correlations are also frequently used.
Unknown quantum information cannot be copied perfectly, in contrast to the
classical data our computers copy every day all day. This property crucially pre-
vents the attack based on copying the input information to which any classical
position verification protocol is vulnerable. As described extensively throughout
this thesis, from that, and together with the constraint that the speed of light
is finite, one can build protocols that allow for (somewhat) secure position veri-
fication of an untrusted party without any extra cryptographic credentials like a
key, a shared secret or a previous interaction. What this means is detailed in the
review in Chapter 3, and a summary of our results can be found in the abstract
at the end of this thesis.

With quantum computers steadily progressing, securing our data against
quantum attacks has high priority, and in order to prevent disruption we better
have quantum-secure cryptography in place before a cryptographically relevant
quantum computer exists. Making a contribution to this effort, and improving
our understanding of fundamental aspects of quantum theory, have been the main
goals of the research in this thesis.






Chapter 2

Preliminaries

In this chapter we lay the plumbing for this dissertation. We will focus on stan-
dard finite-dimensional Hilbert space quantum theory'. Familiarity with the
quantum information formalism, and graduate-level maturity in mathematics are
assumed. The tools we introduce are standard and can mostly be found, for
example, in [NC10, Wat18].

We start with some basic definitions. An inner product induces a geometry in
a vector space. The standard inner product for two vectors is defined by (u,v) =
>~ ufv;. For linear operators, it is called the Hilbert Schmidt inner product and is
defined by (M, N) = Tr [M N ] A norm is a function that generalises measuring
the length of an object. By measuring the length of a difference, it can also
calculate distances between objects. The p-norm of a vector is given by |[jv]], ==

> )% The Schatten p-norm of a linear operator M is defined as || M|, =

1
Te[(MTM)E]>.

An important norm inequality for linear operators is Holder’s inequality, which
reads [(M, N)| < || M||,||N|lp, with 1/p+1/p. = 1. An inner product canonically
induces a norm function, the 2-norm. Vector spaces equipped with an inner
product, and thus a norm, are called inner product spaces and complete inner
product spaces are called Hilbert spaces, commonly denoted by H. Those spaces
are the playground of quantum mechanics.

2.1 Quantum information theory tools

In this section, we introduce some basic tools to deal with quantum information,
as needed throughout this thesis. First, we will talk about the fundamental
objects: quantum states and quantum channels.

!Many of the things we introduce in this chapter could be formulated more generally or, at
times, more rigorously, but that is not the point here. We would like to keep things simple and
clear for the start.
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Quantum states

Let H, H' be finite-dimensional Hilbert spaces. Isometries V are linear maps
from H to H' that preserve the geometry of the space (i.e. inner products) and
thus fulfil VIV = 14. Unitaries are isometries with dim ' = dim#H and thus
UU'T = U'U = 1. We denote the set of unitaries acting on a Hilbert space H by
U(H) or just U if the Hilbert space is clear from the context. Denote by D(H)
the set of quantum states on H, which is defined as D(H) = {p = 0] Tr[p] = 1}.
The operator defining a quantum state is called density matriz and to indicate
the registers it lives on we often write pag or pAZ. If the density matrix of a state
p has rank one, then it is a pure state and can be written as a projector onto a
state vector |) € H, i.e. p = |[1)(¢]. If it has rank higher than one, p is called
a mixed state. If a multipartite quantum state can be decomposed into smaller
ones as pag = pa @ pp we call it a product state, if it is a mixture of product
states we call it separable, otherwise it is an entangled state.

Relating quantum states

An important measure of distance between quantum states is the trace distance.

2.1.1. DEFINITION. The trace distance between two quantum states p, o is de-
fined as

1
Dip,0) = 5llo = ol (2.1)

For pure states |¢) , [¢) this reduces to D (|¢) (|, [¥)(¥]) = /1 — [{$|1)]?. Fur-

thermore, the trace distance can be obtained variationally by optimising over
unitaries U in

Dilp,r) = mavx 2| T o — o) (2:2)

Likewise, one can think about the similarity of quantum states. This is quantified
by the fidelity.

2.1.2. DEFINITION. The fidelity between two quantum states p, o is defined as
Flp, o) = /ool = Tr{ \/Epﬁ} | (23)

For pure states |6) , ¢) this reduces to F(¢,1) = F(16)(@],lu)(]) = [{glv)]
and, moreover, F(p, [)(1]) = /(G 10]0).

The fidelity function has a nice composition property for product states. For
quantum states po ® p1, 09 ® 01 we have F(py ® p1,00 @ 01) = F(po, 00)F(p1,01).
The Fuchs-van de Graaf inequalities relate the fidelity and the trace distance.
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2.1.3. PROPOSITION. For any quantum states p, o the trace distance and fidelity
are related by

1- F(/Ov U) < Dtr(pv O) < 1- F(P, 0)2' (24)

It is a consequence of the quantum formalism that any mixed quantum state
pa of a system A can be regarded as a pure state 1) (¢)] 5 of a larger system
AB. Then we say that |¢) 45 is a purification of p4, and they must be related
by Trp[|Y) (Y] 5] = pa. Often we are not interested in the detailed structure of
system B and call it a reference system or the environment. This property could,
at first sight, be regarded as inconspicuous, but appears to be the defining prop-
erty that separates quantum theory from other reasonable probabilistic theories
of information processing [CDP11].

The purification of a state is not unique, but any two purifications of a state
are related by a local unitary acting on the environment.

2.1.4. LEMMA. Let|Y) 45 ,|0) 45 e two purifications of pa, which means we have
Trp[|¢) (W] 48] = pa = Trpllg)(P|ap]- Then there exists a unitary on system B
such that |9) ,p = 1R U |¥) 455

This unitary equivalence of purifications can be used to prove Uhlmann’s theorem,
which characterises the fidelity in terms of an inner product of purifications.

2.1.5. THEOREM. (Uhlmann) For quantum states pa,oa it holds that

F(pa,04) = max F ] = max , 2.5
(pasoa) = meax Flgamvap) = max [GI) (25)

where the optimisation runs over all purifications |@) 45, |¥) 4 Of pa,oa, respec-
tively. By Lemma 2.1.4, this can be restated as

Flpa, 04) = max [(¢.[1 @ Ulgh)|, (2:6)

where |pu) g, |Vx) ap are some fized purifications.

Bell states

Bell states are one of the most special families of states, because they are maxi-
mally entangled. They have many interesting properties. Too many to list here,
so we will just introduce them. The qubit Bell states are

) = %<|oo> +[11)),
1B_) = —(joo) — [11)),
vz (27)
w,) = 7<|01>+|1o>>
W) = (o)~ [10).

%\
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They can all be generated by acting locally on @) as follows. Define |®;;), where
i € {0,1} denotes the parity bit (whether the state is ® or ¥) and j € {0,1}
denotes the phase bit (whether the phase is + or —). Then |®;;) = 1@ X'Z7 [D.),
where X, Z are two of the well-known Pauli matrices. The state |®.) can be
generated by acting on |00) with CNOT(H ® 1). They are similarly defined for
higher local dimension.

Quantifying entanglement

We can quantify the entanglement of quantum states using entanglement mea-
sures, which are functions from D(#H) to Rsg. Any good entanglement measure
E should fulfil at least points 1., 2. and 4. of the following properties [PV07]:

1. E should evaluate to 1 on maximally entangled qubit states, or logd if the
local dimension is d. So E(pag) = logd if pap is maximally entangled.

2. E should evaluate to 0 on separable states. So E(pap) = 0 if we have the
form pap = >, pip’y @ pls for a probability distribution {p;};.

3. E does not increase on average under local operations and classical commu-
nication (LOCC) channels applied to pap. This property is called LOCC
momnotonicity.

4. For a pure state [¢)(¢],5 it reduces to the entropy of entanglement, i.e.
E([¥) (4 ap) = H(pa) = H(pp).

A function that fulfils the first three properties is called an entanglement mono-
tone. Entanglement has another intriguing property: it is monogamous. That is,
if a system A is maximally entangled with system B of the same dimension, then
neither of them can be entangled to anything else. Formally, it can be expressed
by the inequality

E(pag) + E(pac) < E(,OA\Bc), (2.8)

where E(papc) denotes the entanglement across the partition A|BC. This can
be generalised to more subsystems.

There are many entanglement measures, each with different interpretations,
for example the entanglement of formation Ep, the squashed entanglement E, or
the distillable entanglement Ep. For a review on the subject we refer to [PV07].
Curiously, not many fulfil all the properties we would like to have, and sometimes
it is not known if they do in all generality. Whereas for pure states one can
often use the entropy of entanglement, computing the entanglement (or even just
checking whether it is entangled or not) for a general mixed state is hard.
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Entropy

Entropy in the mathematical sense is a measure of how surprised one is on average
about the value of a random variable X (or state of a mixed quantum state p),
measured in bits. If one knows the value exactly, there is no surprisal at all and if
one has no information whatsoever, the surprisal will be maximal. In that sense,
entropy quantifies the uncertainty one has about the state of a random variable.
The most prominent example is the Shannon entropy for random variables, or
the analogous von Neumann entropy for quantum states.

2.1.6. DEFINITION. The Shannon entropy of a random variable X, which takes
values © € X with probability p(x), is defined as

H(X) ==Y p(x)logp(z). (2.9)

We see that 0 < H(X) < log|X|. The von Neumann entropy of a quantum state
p is defined as

H(p) = —Tr[plog p]. (2.10)

Often H(pa) is written as H(A), and sometimes the von Neumann entropy is
also denoted by S(p). Again, we have 0 < H(p) < logd, with d the dimension of
p. Moreover, from the formula with the trace it is clear that H(p) reduces to the
Shannon entropy of the eigenvalues {\;}; of p.

Many entropic quantities can be encapsulated by the definition of Rényi entropies.

2.1.7. DEFINITION. The Rényi entropy of order o« € (0,1) U (1,00), and the
corresponding limits for the edge cases, is defined as

- i ~log (Zp(x)a> . (2.11)

zeX

H,(X) =

The limit o« — 1 corresponds to the Shannon entropy H(X), a — oo to the
min-entropy Hpin, and o = 1/2 to the max-entropy Hpax. The quantum Rényi
entropy of order « of a quantum state p € D(H) is analogously defined by

1
11—«

H.(p) = log Tr[p“]. (2.12)

Similarly, the case & — 1 recovers the von Neumann entropy.

Of course, having side information may affect how uncertain one is about the
value of X or the state of p. If I know X € {0,1} and have side information that
X is odd, then I know with certainty that X = 1. The conditional entropy, or in
general conditional Rényi entropies, quantify this.
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2.1.8. DEFINITION. The conditional entropy given a state pap is defined as
H(A|B), = H(AB), — H(B),. (2.13)

More general Rényi conditional entropies are commonly expressed in terms of
quantities that relate two probability distributions (or quantum states), called
divergences.

2.1.9. DEFINITION. (e.g. [CBTW17]) The quantum Rényi divergence of order
a € [1/2,1) U (1,00), and the corresponding limits for the edge cases, is defined
as

1 1

D.(pllo) = o logTr{(U%pU%)a}, (2.14)

and oo if p has support outside of the support of . The general Rényi conditional
entropy of order « is then defined via

Ha(A|B)p = UBénDi(%B)Da(pABH:ﬂ_A@O'B). (215)

Again, for @ — 1, this reduces to the usual conditional entropy (2.13).

Quantum channels

Quantum channels are operations from D(?) to D(H’) that map a quantum state
to a quantum state. The set of quantum channels is given by the set of completely
positive trace-preserving (CPTP) maps. There is also a more general notion of
a quantum operation called a quantum instrument. Let €2 be a finite outcome
set. A quantum instrument Z is a set of completely positive trace non-increasing
linear maps {Z;}icq such that ), ., Z; is trace preserving. Given the quantum
state p € D(H), the probability of obtaining outcome ¢ is given by Tr[Z;(p)]
and the subnormalised output state upon outcome i is Z;(p). There are some
general ways to represent quantum channels/instruments, one of which is the
Kraus representation.

2.1.10. LEMMA. (Kraus representation [Kra7l]). A linear map ® is completely

positive and trace non-increasing if and only if there exist bounded operators
{K;};_, such that for all density operators p,

®(p) =Y KipK], (2.16)
i=1

with Y, KJKZ- < 1, where r is the Kraus rank. Moreover, ® is trace-preserving, i.e.
a quantum channel, if and only if 3", KJKI- =1.
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Similarly to purifications for quantum states, a quantum channel on a system A
can be regarded as a unitary on a larger system AB, followed by tracing out the
B system. We say we dilate the channel. This is formalised by the Stinespring
dilation theorem or Stinespring representation of the channel.

2.1.11. LEMMA. (Stinespring representation [Sti55]). A quantum channel @ :
D(Ha) — D(Ha) can be represented as

(pa) = Te[VpaVT]. (2.17)

using an isometry V : Ha — Hap. Moreover, the isometry can be decomposed
mto ‘adding a register’ containing a pure state followed by a unitary U. Then

(pa) = Trn[Uscoran(pa @ [6) (U1 e) Ul aom) (2.18)
with a unitary U : Hac — Hap.

One can distinguish between different types of quantum channels depending on
the properties they have. A few examples are classical-to-quantum channels (aka
state preparation), LOCC channels, PPT (positive partial transpose) channels,
entanglement breaking channels or quantum-to-classical channels (aka measure-
ments). As we will use them extensively, we will describe measurements in a
bit more detail. A positive operator-valued measurement (POVM) is a collection
{TI; }+ of Hermitian positive semidefinite operators that sum up to the identity,
ie. Y, II; = 1. A measurement is called projective, if additionally it holds that
the II;, operators are orthogonal projectors, which means they fulfil IT,IT; = 65,11,
where y; is the Kronecker delta. Each operator I, points to a classical measure-
ment outcome k.

2.2 Quantum information processing tools

Quantum teleportation

Quantum information can be ‘teleported’, in the sense that Alice can transmit a
state 1) to Bob, without actually sending [¢) via a quantum channel. Quantum
teleportation not only is an interesting primitive enabled by quantum physics, it
is also one of the basic principles behind measurement-based quantum computing
[RBO1], one of the candidates for a universal quantum computing architecture.
There are different types of teleportation protocols, some of which we will intro-
duce now.

Standard teleportation

The standard teleportation circuit, one of the most well-known protocols of quan-
tum information processing and first introduced in [BBC193], is depicted in Fig-
ure 2.1.
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Figure 2.1: The standard teleportation protocol. Alice holds |¢)) and one half of
the Bell state |®.), Bob holds the other half of the Bell state. Alice performs a
Bell measurement on her registers and communicates the classical outcomes to
Bob, who applies the appropriate corrections to his register to obtain [¢).

One can check that

1< .
W)A ® |(I)+>A’B = 9 Z |(I)ij>AA/ ® X' 2’ W)>Bv (2.19)

1,J=0

which immediately explains the circuit. Measuring |®;;) on the AA’ registers
puts the state X°Z7 |¢)) into Bob’s register B, which is the input state with
teleportation corrections on it. After receiving the measurement results (7, j) from
Alice, Bob can apply X? followed by Z7 to cancel the teleportation corrections.
Then he holds |¢) in register B, even though only classical information was
communicated.

Entanglement swapping

An intriguing property of entanglement, and related to teleportation, is that it
enables to entangle two particles that have never interacted before. This is called
entanglement swapping and the process is shown in Figure 2.2.

CNANNNNANNNANNNNS
A A'B B A B

(a) Before measurement (b) After measurement

Figure 2.2: Entanglement swapping illustrated. A measurement on the link A’B’
swaps entanglement into AB, which could constitute two particles that have never
interacted before. In the right picture, we have discarded A’B’.
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Formally, it can be understood by the following equation,

) 18 5 = 5[ 184045 194 o + 18 )45 1) +

Vi) ap Vi) awp + 1V ) ap V) ap |- (2:20)

N | —

Thus, doing a Bell measurement on A’B’ will swap entanglement into the previ-
ously unentangled AB. Alternatively, it can be understood by considering another
Bell state |® ) as input instead of |¢) in the standard teleportation protocol, and
performing the Bell measurement on the second register of that |®,) together
with the first register of the shared |®.) between Alice and Bob. This is the
basic process of many proposed quantum repeater protocols, since by chaining
many Bell states, and performing entanglement swapping via the links between
different Bell states, long-range entanglement can be established without having
to physically send quantum states over lossy quantum channels (after preparing
a chain of Bell states). Only the classical Bell measurement outcomes need to
be communicated. The established entanglement can then be further used for
distributed quantum computation or communication.

Port-based teleportation

Port-based teleportation (PBT) is, because of its impractical resource require-
ments, more of theoretical interest and finds application in attacks on quantum
position verification, as we will see in Chapter 3. It was first introduced in
[THO8, THO09].

In the standard teleportation protocol, the resource state |®) is simple and

only one of it is required for perfect teleportation of |¢/). However, the proto-
col requires active operations on Bob’s side to cancel the incurred teleportation
corrections. One can ask whether there is a teleportation protocol that does not
require Bob to do anything, or only something very simple. This is the premise
of port-based teleportation, which is shown in Figure 2.3.
Alice’s global measurement as well as the optimal resource state on the N ports
are non-trivial. Moreover, one can distinguish between deterministic PBT, where
the the procedure always works but the teleportation is imperfect (i.e. Bob holds
approximately [¢) in the end), and probabilistic PBT, where the protocol has
an additional ‘failure’ outcome, but if it succeeds, the teleportation was imple-
mented perfectly (i.e. Bob holds exactly |¢) in the end). For the general attack
on quantum position verification, which we will encounter later, deterministic
PBT is used. The asymptotic performance has been studied in detail, see for ex-
ample [CLM*21]. Most notably for us, deterministic PBT cannot be completed
perfectly and to achieve a constant approximation error € at Bob an exponential
amount of ports N in the number of qubits contained in [¢) is required.
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Figure 2.3: The port-based teleportation primitive. Alice holds [¢) and N halves
of entangled states, called ports. Bob holds the other N halves of the entangled
states. Then Alice applies a global measurement on all her registers, obtaining a
result i,, which she communicates to Bob. The bit string 7, indicates the ‘correct’
port and Bob throws away all ports except i,. Ideally, he then would hold |9} in
port i, but it is only possible approximately for finite N.

The no-cloning principle

The no-cloning theorem is one of the most profound differences of quantum theory
compared to the classical world from an information-theoretic point of view. It
states that quantum information cannot be perfectly copied, in vast contrast to
the classical data in our computers that we copy every day. The fact that quantum
information cannot be cloned is the basis of much of quantum cryptography, and
in particular position-based quantum cryptography.

2.2.1. THEOREM. There exists no unitary operation U on H & H such that for
all quantum states |) , |¢) € H it acts as

Ul) ®|¢) = e ) @ |y), (2.21)
with some phase (Y, ¢).

Note that this covers the no-cloning principle in all generality, since mixed states
can always be purified and quantum channels can always be diluted to a unitary on
a bigger space. Furthermore, the ‘for all’ quantifier is crucial. Clearly, classical
information such as |0),]1) can be copied, for example the CNOT gate maps
[10) + |11). However, it will fail on other inputs and the no-cloning theorem
asserts that there is no copying unitary that works on arbitrary inputs.

That begs the question of how well one can copy quantum information ap-
proximately, and this has been studied widely and in different settings [SIGA05].
One can distinguish, for example, between symmetric and asymmetric cloning,
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which refers to whether the fidelities of the output states to the input state are
equal or are allowed to differ from each other, respectively. In particular, for
universal asymmetric 1 — 2 cloning, mapping |¢) to pag, the fidelities of the two
outputs pa, pp to |¢) are governed by the no-cloning inequality

L Py — (1= Fy) < /T=Fay/1— Fp, (2.22)

2

and the optimal such cloner achieves equality. Applying the inequality between

arithmetic and geometric mean in the form of /1 — F1/1 — Fg < %

and simplifying from there yields the upper bound on the average fidelity of
Fp+ Fp 5

<

5 5 (2.23)

State discrimination

Often in quantum information processing it is important to distinguish between
different states. How well can you distinguish two states pg, p1?7 This is answered,
in all generality, by the celebrated Holevo-Helstrom theorem.

2.2.2. THEOREM. (Holevo-Helstrom) Consider two quantum states py, p1 € D(H)
with prior probabilities p, 1 —p. Then the optimal probability of distinguishing the
states correctly is

max 1 1
psu((l:c = 5 + 5”17,00 - (1 - p)p1H1 (224)
If the prior probabilities are uniform, i.e. p = 1/2, then this reduces to
max 1 1
Psuce = 5 + §Dtr(p07 pl) (225)

Moreover, the optimal measurement achieving this is projective.

2.3 Continuous-variable quantum information the-
ory tools

In this section, we introduce some facts regarding continuous-variable quantum
information theory to the extent we need it in Chapter 7.

Gaussian states

The Wigner function fully describes an N-mode bosonic quantum state p and can
be obtained from p by the Wigner formula [Wig32]

1 .
Wixp) = [ @i yllx+y)dy. (2.26)
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Gaussian states are defined by the property that their Wigner function is a Gaus-
sian function in phase space. The Wigner function of Gaussian states reads

1
Wa(r) = ———=exp{—(r —d)’'T"(r —d)}, 2.27
o) = = e { (= )T (e = )} (227
where r = (21, p1,...,oN,py) are the quadrature variables. The vector d is the

displacement vector with components
d; = E[ry] = Tr[pri], (2.28)
and I is the covariance matrix with components

Displacement measurements of CV states

Here we describe homodyne and heterodyne measurements, the two types of
possible displacement measurements. For the physics of the measurement process,
we refer to the first chapter of [GPS07].

Homodyne

Consider a Wigner function W (x,p). A homodyne measurement of the quadra-
ture x;, yields the following marginal probability distribution

Ix, (@) = W(x,p)dpdz; ... dz; 1 dzsyq ... day, (2.30)

R2N-1

and similarly for p;. One can choose any axis xy along which to perform a ho-
modyne measurement, given a mode. In this case, we rotate our reference frame
corresponding to the mode to be measured by an angle #. We can then perform
an integral similar to the one above to obtain fx,(x).

Heterodyne

A heterodyne measurement is essentially a double homodyne measurement. The
selected mode from W (x, p) is mixed with the vacuum on a balanced beam split-
ter. Then a homodyne measurement is performed on the two output modes, each
in conjugate directions. The result obtained is captured by the following theorem.

2.3.1. LEMMA. The heterodyne measurement of a one-mode Gaussian state with
displacement (xq, po), produces two Gaussian distributions, centred around xo/v/2
and —po/V/2 respectively.
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Proof:
A balanced beam splitter is represented by the following symplectic matrix

11 11
S = _\{/%11 ﬁﬂz . (2.31)

As the input state is Gaussian, and mixing preserves Gaussian states, the output
states are also Gaussian. The new displacements under this transformation are
the given by

(9307130, 0, O)ST = (Io/\/ipo/\/i, *930/\/57 *po/\/i)- (2-32)

|

Noisy CV channel

Whereas a discrete state passing through a noisy channel suffers from loss, bit
and phase errors, a continuous-variable state gets attenuated and acquires excess
noise. Consider a coherent state with displacement (z,po). Let ¢ € [0,1] be the
transmission parameter, and let uw > 0 be the excess noise power. The effect of
the channel is that the displacement becomes (\/fxo, \/fpo) and the covariance
matrix goes from 15 to (1 4 2u)l,. The outcome of a homodyne measurement
now has the variance % + u instead of just the % from shot noise. In terms of
signal and noise, the signal has changed by a factor ¢t and the noise has increased

by a factor 14 2u. Overall, the signal-to-noise ratio has changed by a factor ﬁ

Continuous-variable EPR state and teleportation

Consider two modes labelled A and B. The Wigner function of the two-mode
squeezed vacuum state (TMSV) with squeezing parameter ¢ > 0 is given by

Winsv (Za, Das T, Do)

- % exp{—e"*[(za + 2)* + (pa — 1o)°] = €*[(wa — 24)* + (pa + P)*]}

T4
:icxp —(;r Do Tp pb)F(C)fl Pa (2.33)
7_[_2 a a Ib ) M
Py

with covariance matrix

cosh(2¢)1y sinh(2()Z 1 0
MO = <sinh(2§)Z cosh(ZC)]lg)’ where Z= <0 —1>' (2.34)
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In the limit ¢ — oo of the squeezing parameter we have Wrrysy (Za, Pas o, Db) —
Cé(xy — 2)0(pa + pu), for a constant C', which corresponds to the continuous-
variable maximally entangled EPR state.

Consider a heterodyne measurement performed on the A mode. The state
of the A mode, viewed in isolation, is a thermal state with covariance matrix
K4 = cosh(2¢)1,. Using a 50/50 beam splitter this state gets mixed with the
vacuum, resulting in a two-mode state on A’A” with covariance matrix

1 (112 + Ky 1,— KA) _ ( cosh?(()1y  —sinh?(¢)1,

Ko =500, - Ky 1,4 K, —sinh?(()15  cosh?(¢)1, ) (2.35)

In mode A’ the z-quadrature is measured and in mode A” the p-quadrature. The
Wigner function for z, and p,~ is obtained by integrating out p, and z,» from
the Wigner function A’A”, resulting in a product of two Gaussian distributions
given by '/\/—0,l cosh? ¢ (Ia’)-j\/o,% cosh? ¢ (pa" ) .

The postfmeasurement state on B, after a heterodyne measurement with re-
sult (247, par ), is a Gaussian state with displacement (xp, pg) = (24, par)V/2 tanh ¢
and covariance 1, i.e. a coherent state. Note that the components xp and pg
are Gaussian distributed with variance %COShZC - (v/2tanh ¢)? = sinh?® . In Sec-
tion 7.2.2 we set sinh ( = ¢ so that zp, pp have Gaussian statistics with variance

o2

Teleportation

The teleportation of an unknown continuous-variable quantum state using a CV
EPR pair was proposed by Vaidman [Vai94] and is described as follows:

1. Alice and Bob share a CV-EPR pair described by the Wigner function
(2.33). Alice possesses the single-mode quantum state [¢)) to be teleported.

2. With a balanced beam splitter, Alice mixes [¢/) with her mode of the CV-
EPR pair and then does a measurement of the z-quadrature in one mode
and the p-quadrature in the other mode (i.e. she performs a heterodyne
measurement). We denote the outcome of the measurement as (d,d,).
The result is that Bob’s half of the EPR pair is transformed to a displaced
version of |¢), with displacement (v/2d,, —v/2d,). Alice sends the classical
(dy, d,) to Bob.

3. Bob applies a displacement (—v/2d,,,v/2d,) to his state to obtain |¢)).

CV information theory

Now we define some basic notions of CV information theory that will be used
in Chapter 7. First, we present some definitions and properties regarding CV
entropies and start with the differential Shannon entropy.
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2.3.2. DEFINITION. Let X be a continuous random variable with probability
density function f(z), and let X be its support set. The differential Shannon
entropy h(X) is defined as

hX) = / f(z)log f(x (2.36)

2.3.3. LEMMA. Let o >0 and X € R. Then we have h(aX) = h(X) + log «.

Another useful quantity to compare two quantum states is the relative entropy.

2.3.4. DEFINITION. Let p and ¢ be two density matrices. Their Umegaki quan-
tum relative entropy is defined as

D(pllo) = Tr[plogp — ploga]. (2.37)

As introduced in [FBT"14], the continuous quantum conditional von Neumann
entropy is defined as follows. We first have to introduce an equivalent definition
of the quantum conditional von Neumann entropy, of which the continuous limit
will be the differential quantum conditional von Neumann entropy. This way
of defining it allows for completely general (possibly continuous-variable) side
information. Let psap be a bipartite quantum state. Let X be a continuous
random variable and o = 27" for some n € N. Moreover, consider the intervals
Tho = (ka, (k + 1)a] for k € Z. Denote pj* the subnormalised density matrix
on B when 2z is measured in Zj,, and denote p% the conditional reduced density
matrix on B such that fI ppdr = pBa Finally, X, denotes the random variable
that indicates which interval = belongs to.

2.3.5. DEFINITION. The quantum conditional von Neumann entropy is equiva-
lently defined as

H(X,|B), = = 3" D low). (239)

kEZ

2.3.6. DEFINITION. We define the differential quantum conditional von Neu-
mann entropy as

HXIB), = = [ Digglon) da. (2.39)

The basis of our security proofs in Chapter 7 is the quantum mechanical uncer-
tainty principle. We use the following entropic uncertainty relation in terms of
the differential entropy for the setting of a tripartite guessing game, as is often
useful in the context of quantum cryptography [CBTW17].
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2.3.7. LEMMA. ([FBTT14]|) Let papc be a tripartite density matriz on systems A,
B and C. Let Q and P denote the random variables of position and momentum,
respectively, resulting from a homodyne measurement on the A system and let the
following hold: h(Q|B),, h(P|C), > —oo and H(Qa|B),, H(P.|C), < oo for any
a > 0. Then

hQ|B), + h(P|C), > log(2r). (2.40)

Furthermore, we will make use of the following estimation inequality, which is a
continuum version of Fano’s inequality.

2.3.8. THEOREM. (|Cov99|) Let X be a random variable and X (Y) an estimator
of X given side information Y, then

~ 2 1

E[(X - X(Y)) ] > (XY, (2.41)
2me

where hpas(X|Y) is the differential conditional entropy in natural units. More-

over, if X is Gaussian and X (Y') is its mean, then equality holds.

2.4 Semidefinite programming

We will use semidefinite programs extensively in this thesis to obtain upper
bounds on success probabilities of attackers in different scenarios. Semidefinite
programming is essentially the matrix extension to linear programming. In a
linear program one seeks to find a vector = that maximises the (linear) objective
function f(z) = (a,z) under the (linear) constraints that Mz > b for a ma-
trix M and vector b as well as > 0, component-wise, respectively. The triple
(M, a,b) constitutes the linear program in x. Any linear program has a dual
program, seeking to find a vector y that minimises (b,y) under the constraints
that MTy > a and y > 0. For a semidefinite program (SDP) the vectors a, b are
replaced by matrices A, B and the matrix M is replaced by a linear map ® on
matrices that preserves hermiticity. The vector inner product is replaced by the
Hilbert-Schmidt inner product (A, B) := Tr[ATB]. Semidefinite programs are
widely used in quantum information theory.

2.4.1. DEFINITION. A semidefinite program is a triple (®, A, B), where ® maps
linear operators to linear operators while preserving hermiticity, and A, B are
hermitian matrices, that constitutes the two optimisation problems, called primal
and dual, as follows:

Primal program Dual program
maximize: (A, X) minimize: (B,Y) (2.42)
subject to: ®(X) = B, subject to: ®*(Y) = A, ’

X = 0. Y hermitian.
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The primal and dual values of feasible solutions are closely related. In fact,
if « is the value of a feasible solution to the primal program, and S the one to
the dual program, then a@ < §. Denoting the optimal values by a, and f,, this
means o < a, < 3, < . This property is called weak duality. If it holds that
a, = f,, then the semidefinite program fulfils strong duality. In particular, we
note that any solution to the primal program lower bounds the optimal value and
any solution to the dual program upper bounds it.

One can also consider semidefinite programs with equality and inequality con-
straints, and that is the type we will most encounter in this thesis. Then (2.42)
can be formulated as follows.

Primal program Dual program

maximize: (A, X) minimize: (Bi,Y;) + (Bs, Y2)

subject to: ®,(X) = By, subject to: ®7(Y1) + @5(Ys) = A, (2.43)
Dy(X) = B, Y1 hermitian,
X = 0. Y, = 0.

In particular, many state discrimination problems are naturally semidefinite pro-
grams and we will use them extensively to find maximal success probabilities of
distinguishing a given set of states. There, one can define A = diag(p1p1, - . ., Pupn)
and X = diag(Ily,...,I1,), where {pk, pr}x is the ensemble to be distinguished
and {II;}, are the measurement operators to be optimised over. By definition,
measurement operators are positive semidefinite so X = 0 becomes II;, > 0 for all
k. They also need to sum up to the identity, which we can capture by setting ®;
to be the map that sums up the diagonal blocks of the size of the measurement op-
erators and B, the identity matrix of the same size. Then ®(X) =", II;, = 1.
The map P, could capture other constraints, depending on the situation. We
will often consider PPT (positive partial transpose) measurements on a bipartite
system AB, which means HZB > 0 for all k. We can include this by letting ®, be
the negative of the map that partially transposes every block of the size of the
measurement, operators in its input and By the corresponding zero matrix. Then
®y(X) = diag(~I1{?, ..., —T178) < 0, which becomes II;” > 0 for all k. Using
(2.43), the dual program can then be found in a straightforward way. Finding
a solution to the primal program will give a lower bound and a solution to the
dual program will yield an upper bound on the optimal success probability of
distinguishing {py, px }x under the constraints considered. And if the primal and
dual values coincide, the optimal value is found.






Chapter 3
Position-based Quantum Cryptography

In this chapter, we provide an overview of the field of position-based quantum
cryptography.

Imagine the following situation: You are sitting in front of your computer
screen, looking at a website that looks like the website of your bank. But how
can you make sure it is authentic? One way would be to verify that the server
you interact with is indeed placed in the basement of your bank or that the
message must have originated from the bank’s building. Or, you would like to
give location-based access to a database or server — you can only access it if you are
physically present in a certain building for example. In another scenario, say, you
see a photo or video online. One way to verify that it is most likely authentic,
rather than fake or created by powerful Al, would be to unambiguously verify
where it was created. With the advent of increasingly sophisticated generative
AT this type of protection becomes important in preventing fraud [CNN24]. For
example, it would be useful to have a simple check mark in the corner of your
video in a video call guaranteeing, in a quantum-secure way, that the data making
up your video was indeed created where it should have been created and not in a
data centre far away.

This is the idea behind position-based cryptography, in which the geographic
location of a party is used to authenticate it, without further cryptographic cre-
dentials or assumptions. Unfortunately, secure position-based cryptography with
only classical resources is impossible without further assumptions [CGMOO09],
since classical information can be copied and therefore easily distributed among
attackers. If all involved information is classical, attackers can intercept the in-
puts, which in general will be bit strings (call them z at Alice and y at Bob), copy
them and send the copies to each other (cf. Figure 3.3). After communication, all
attackers have all the protocol inputs and can complete the task, which in general
will be the computation of some classical function f. Then they can respond the
protocol output f(z,y) to both verifiers in time. However, quantum information
cannot be perfectly copied [WZ82]. Therefore, quantum physics might enable

23
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secure position-based cryptography.

Another possible application of position-based cryptography is to protect
against man-in-the-middle attacks in other tasks. By definition, a man in the
middle (who is not located where the corresponding honest party should be)
would not be able to successfully complete a position-based protocol with the
honest parties, and thus would always expose himself when an extra position-
based cryptographic layer is present.

3.1 The basic primitives

We will now introduce the different primitives of position-based quantum cryp-
tography: verification, authentication, and key distribution. For simplicity, we
treat the one-dimensional case, where all parties are located on a line. Note that
such 1D position verification also verifies the 3D position of the prover [LL11] and
if the verifiers are geometrically constrained, one can still execute the primitive
without adding any loopholes by putting more verifier stations at certain positions
[LL11, Unrl4]. Moreover, in all that follows, the time needed to implement local
operations is assumed to be negligibly short compared to the time span of the
entire protocol. The basic building block is quantum position verification, from
which authentication and key distribution can be constructed [BCF*14, Unrl14].

3.1.1 Quantum position verification

The task of quantum position verification (QPV) aims to verify the geographical
location of an a priori untrusted prover P in a quantum-secure way. To do so,
two trusted and spatially separated verifiers Va, Vg send quantum inputs pa, pg,
possibly chosen from an ensemble of protocol states {pg, p;jB }, to P from each
side and ask them to apply a specific, publicly known quantum operation, say a
unitary Uap or a measurement {I1%;},. P’s task is to apply the operation and
respond immediately. In the end, the verifiers check if they received an answer
in time and consistent with the input and the demanded task (for example, a
certain measurement result). The scenario is sketched in Figure 3.1.

The attack model is as follows. Attackers trying to break the protocol are
not located at P but want to convince the verifiers that they are. Two attackers'
A, B can position themselves between Va, P and Vg, P, respectively, and intercept
inputs, act locally, communicate one message to each other, and then act locally
again before they have to respond with some answers 74,75 (or k) that depend
on the specific protocol at hand. In other words, they have to simulate the
honest quantum operation using only local actions and 1 round of simultaneous
communication. In general, they could also pre-share an entangled resource state

IThe scenario of more attackers can be reduced to the one of just two. The attackers closest
to P could simply simulate all other attackers on their respective side.
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Figure 3.1: In QPYV the verifiers send protocol inputs to an untrusted prover, who
has to complete a known task, and send back his answers immediately to both
verifiers. The goal of QPV is to build a protocol that can only be successfully
completed at the geographical location of P. Attackers A, B try to convince the
verifiers they are at this location, without actually being there.

| W) , 5 at the start of the protocol. Since the fundamental question is whether a
given task can be simulated in this fashion, it is usually assumed that the location
of P is empty when we talk about QPV?2. This situation is depicted in Figure 3.4.
The question of security boils down to comparing the honest success probability
of the task to the one of attackers, where ‘success probability’ could, for example,
mean a fidelity to a target state, an average correctness of a measurement result,
or a sample close enough to an expected distribution. This depends on the specific
protocol at hand. If there is a finite gap between the honest case and the optimal
attack for a given QPV protocol, it is secure. The above constitutes a single
round of QPV and commonly it gets repeated many times, either sequentially or
in parallel, to amplify security. The end goal is to define a protocol that can only
be completed successfully by being present at the location of P, i.e. that accepts
P with very high probability of at least 1 — ., while rejecting attackers with a
very high probability of at least 1 —&,. Such a protocol is then called e, complete
and &, sound.
QPV can be formally defined in a general way [BCF*14]. We refrain from doing
so here for simplicity.

The QPV literature usually has the following implicit assumptions on the
honest protocol:

(i) The verifiers and the prover control their laboratories and can at least
do basic quantum operations.

ii) The verifiers share a private and authenticated channel to communi-
P
cate.

2By definition, a secure QPV protocol can only be successfully completed if the computation
happens at P. Thus, only an impersonation attack (with P empty) makes sense, as substituting
P’s responses (when P is present) would introduce errors and expose an attack.
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Figure 3.2: Honest scenario Figure 3.3: Attack scenario

Figure 3.4: Space-time diagram of a general 1D QPV protocol. We assume all
information travels at the speed of light. For graphical simplicity we have put P
exactly in the middle of Vo and Vg and the attackers A, B equidistant from them
(which is not necessary). The attackers, not being at position P, would like to
convince the verifiers that they are at P by simulating the honest operation via
local operations and one round of simultaneous communication.

(iii) The verifiers and the prover have synchronised clocks.

(iv) Classical information travels at the speed of light.

(v) Any local computation time of the parties is negligible relative to the
time span of one round of the protocol.

(vi) The verifiers and the prover remain stationary while executing the
protocol.

(vii) The verifiers and the prover do not pre-share any secret information
unknown to attackers.?

(viii) Unless stated otherwise, a flat background space-time is assumed.
And the following on the attackers:

(i) The attackers control anything, except the laboratories of the verifiers
and the prover.

(ii) They are only constrained by the laws of physics.

(iii) They can send information through the prover’s location, but cannot
access it.

31f this assumption is discarded, secure QPV is, in fact, possible [Ken11].
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(iv) They can pre-agree on a strategy.

(v) Kerckhoff’s principle: The set of protocol inputs and tasks are publicly
known.

3.1.2 Quantum position-based authentication

The task of quantum position-based authentication (QPA) aims to authenticate
that a message must have originated from a certain geographical location, at
which a prover P claims to be. The setting is analogous to QPV with two verifiers
Va, Vg and P in between. For the authentication of a message bit m € {0,1}, P is
supposed to create an authentication tag ¢(m) based on the input of the verifiers.
So far, there exist two QPA schemes, one construction that works generically,
albeit inefficiently, for any QPV protocol [BCF'14], and one more efficient one
based on the random oracle model for a specific protocol [Unr14]. We will briefly
discuss them later in this chapter. Both of them use QPV under the hood, but
modify the protocol responses depending on the message m.

The attack model differs from the one of QPV, because now the extra piece of
information m € {0,1} determines what response is expected from P. Attackers
may want to authenticate a different message m’ € {0,1} with m’ # m. Practi-
cally speaking, P may want to authenticate the message ‘Transfer $100 to account
X', while the attackers try to replace it and authenticate ‘Transfer $100,000 to
account Y. Therefore, in QPA we must consider not just an impersonation at-
tack but also a substitution attack. Again, the end goal is to define a protocol
that accepts P with very high probability of at least 1 — ¢, for message m, while
rejecting attackers with a very high probability of at least 1 — &, when m' £ m.
Such a protocol is then called e, complete and €5 sound.

3.1.3 Quantum position-based key distribution

The task of quantum position-based key distribution (PB-QKD) aims to generate
a secret key between the verifiers and the prover P at a certain geographical
position. Once such a key is established, it enables the verifiers to send messages
that can only be decrypted and read at the location of the prover, for example
by one-time-padding the message with the generated key.

[BCE"14] provided a general construction that allows one to go from a QPA
protocol to a PB-QKD protocol by bootstrapping the QPA protocol to any QKD
protocol that requires authenticated communication between the parties, like the
well known BB84 protocol [BB84]. Taking such a QKD protocol, one can in
principle establish authentication between the QKD parties by means of a QPA
protocol to end up with a PB-QKD protocol. This then enables position-based
encryption.
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3.2 History of position-based quantum cryptogra-
phy

As mentioned previously, the no-cloning theorem motivated the study of quantum
information protocols for secure position verification. The first proposals to this
end resulted in a patent published in 2006 [BKMSO06]. More proposals that were
claimed to be secure followed in the academic literature in 2010 [Mall0a, Mall0b.
However, first ad hoc attacks were found to compromise the security of these pro-
tocols [KMS11, LL11], before a general attack on any QPV protocol was presented
in [BCF14[*. The attack makes clever use of recursive quantum teleportation
and requires a doubly exponential amount of pre-shared entangled pairs in the
resources used by the verifiers and prover. This amount was later reduced to
exponential by [BK11] with the help of port-based teleportation [TH08, TH09]
and the idea was subsequently generalised to other settings in [GLW16, Dol19].
Other general attacks were found that use an exponential amount of entangled
pairs in the number of T gates, or in the T depth, of the quantum circuit of
the honest operation decomposed in the Clifford+T gate set [Spel6al, or that
are exponential in a geometric locality property of the honest quantum circuit
[DC22b]. Some other more efficient attacks on certain classes of unitaries have
also been found. For example, any two-qubit unitary can be implemented up to
error € using O(log1/¢) EPR pairs [GC20], and any hermitian bipartite binary
controlled unitary can be implemented with just one EPR pair. Hermiticity was
crucial in the latter result, as [GC20] also shows a logarithmic lower bound on the
entanglement entropy of the resource state for general bipartite binary controlled
unitaries.

Currently, there does not exist a QPV protocol with a superlinear lower bound
on the attack resource requirements. It is the major open question in the field
of position-based quantum cryptography whether we can find a protocol that
provably needs superlinear attack resources, or whether all QPV protocols can be
efficiently attacked. Much of the work in the QPV literature has aimed to find
secure protocols [CL15, GC20, ABSV21, LLQ22, AER'23, ABB*23, AEFR"24],
although more recently a line of work from a very different angle, via a novel
connection to holography and based on the AdS/CFT conjecture, tries to argue for
efficient attacks on all QPV protocols [MPS20, May19, DC22a, May22]. Moreover,
resource bounds on QPV attacks have been shown to be related to several topics
in mathematics [JKPP22], theoretical computer science [BFSS13; ABM*24], and
theoretical physics [May19, ACH"24]. Using further assumptions, the security
of QPV has been established assuming a pre-shared secret between the verifiers
and the prover [Kenl11], the random oracle model [Unr14], or LWE (learning with
errors) hardness [LLQ22].

We go on to describe some of the most studied QPV protocols in more detail.

4This paper appeared online in 2011, but was only later published in 2014.
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3.2.1 First protocols
QPVgpss

First introduced in [KMS11], this is one of the simplest and most well-studied
QPV protocols and inspired by the BB84 protocol [BB84]. A single round of this
protocol is defined as follows and is depicted in Figure 3.5. To boost security, the
protocol can be repeated n-fold, either in parallel or sequentially.

1. Verifiers Va, Vg draw two bits 6, z € {0, 1} uniformly at random. Va sends
the qubit H?|z), Vg sends the bit # to P such that the qubit and the bit
arrive at P simultaneously.

2. Upon receiving the inputs, P measures the qubit in basis 6, with § = 0
corresponding to the computational basis and # = 1 to the Hadamard basis,
obtaining result z’. P immediately sends off 2’ to both verifiers.

3. Knowing 6 and z, the verifiers check if 2/ = z and if the answers were
received in time (i.e. Aty = 2d(Va, P)/c and Atg = 2d(Vg, P)/c after they
sent out the inputs, respectively). If both tests are passed, they accept.
Otherwise, they reject.

Va P Vg ©
Figure 3.5: The QP Vg4 protocol.

QPVypgs was proven to be secure against unentangled attackers first in [BCF*14],
achieving an upper bound on the attack success probability of pee. < 0.89 using
an argument based on the uncertainty principle. This was later improved to
the optimal bound pyec < 3 + ﬁ in [TFKW13| by employing an operator-sum
inequality, which also showed strong parallel repetition and a lower bound on
the necessary pre-shared entanglement of Q(n) for a successful attack on the n-
round protocol QPVghe,. Originally, QPVgpe, was believed to be unconditionally

secure, but soon after initial publication an entanglement attack using just 1
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EPR pair per round was published [LL11]|, albeit this seems to have already
been known by [KMS11]. Thus QPV§pg, is broken via n pre-shared EPR pairs.
Moreover, it is not too hard to see that the basic entanglement based attack
on QPVgge, also works for unitaries of the Clifford group [LL11|. Furthermore,
[CL15], and independently [Spel6a], extended efficient attacks to unitaries in
the second level of the Clifford hierarchy and constant depth quantum circuits in
which individual gates act only on a finite number of qubits while being contained
in a low level of the Clifford hierarchy. In the case of attackers restricted to
classical communication, an essentially tight lower bound of n — O(logn) in the
max-relative entropy of the attack resource state was proven in [RG15] via a
reduction to a protocol called weak string erasure [KWW12].

QPVppgy Is not loss tolerant, and therefore not practical, as the following sim-
ple attack for a transmission 1 < 1/2 shows. Alice can simply guess a basis value
Oguess and measure the qubit in that basis, getting result 2. Alice communicates
Oguess and 2’ to Bob, and Bob sends 6 to Alice. After communication both know
(0, Oguesss 2'). If Oguess = 0, then 2’ = z and they successfully broke the protocol.
Otherwise, 2’ is uncorrelated with z. Alice’s guess is correct with probability
1/2. Thus, responding only when fguess = ¢, and ‘no signal’ otherwise, they can
successfully break the protocol as long as they are allowed to respond ‘no signal’
on at least half of the played rounds.

To combat this issue, QPVppg, can be extended by adding more basis choices,
ie. 0 € {0,...,m — 1} and states [0p) = cos(£Z)[0) + sin(£Z) 1), [1y) =
sin(£2)10) — cos(£Z) |1) [QS15, Spel6b]. This reduces the probability of cor-
rectly guessing to 1/m. Of course, the guessing attack is just one possible attack
in the lossy setting. However, [ES23] demonstrated for small values of m that,
indeed, the protocol then becomes more loss resistant also against general unen-
tangled attacks. [ES23] also provides a tight characterisation of the secure regime
of QPVypsy, given an honest error rate pe, and loss 1 — 1.

QPVpypss has also been considered in a slightly generalised form, namely with
an angle 6 between the two input bases (BB84 states correspond to 6 = m/4).
To that end, [OCCG20] showed attacks for certain families of angles depending
on the dimension d of the pre-shared entangled resource state for small d. In
particular, they provide an attack for § = /6, which lies outside of the Clifford
hierarchy, using a d = 6 dimensional resource state.

[MA24] considered a further generalised version of this protocol, where the
qubit is encoded in the eigenbasis of a projector I chosen uniformly at random
from the set of all orthogonal projectors onto one-dimensional subspaces of C2.
Instead of # Bob sends a description of II, and P has to measure {II,1 — IT}.
Then, [MA24] shows that this protocol requires infinite resources for a perfect
attack. Note that this doesn’t contradict the general port-based teleportation
attack, since that attack is approximate with arbitrary € > 0.

Moreover, QPVpgs, can be generalised to the CV setting [QS15, AER'23],
where H?|z) is replaced by a coherent state |1)) with quadratures (x(6),p(f))
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and 0 is chosen from a set of angles in [0,27). The task of the prover then
is to perform a homodyne measurement on |¢)) in the 6 direction to essentially
estimate the quadrature values z:(), p(f). However, as argued in [QS15], a simple
attack exists for n < 1/2, to which currently no workaround is known due to the
properties of CV quantum states.

f-routing

This protocol was also first introduced in [KMS11| and has been extensively
studied since then. A single round of this protocol is defined as follows and is
depicted in Figure 3.6. To boost security, again the protocol can be repeated
(with the same f), although it is currently unknown if f-routing fulfils parallel
repetition.

1. Verifiers Va, Vg draw two bit strings z,y € {0,1}" uniformly at random
and agree on a Boolean function f : {0,1}" x {0,1}* — {0,1}. Va sends
the qubit [¢) and z, Vg sends y to P such that the qubit and the bit strings
arrive at P simultaneously.

2. Upon receiving the inputs, P calculates f(z,y) and immediately routes |))
to Va if f(z,y) =0 and to Vg if f(z,y) = 1.

3. The verifiers measure {|¢){(¢|, 1 — [){(¢)|} to check whether the correct
verifier received the qubit and if the state was received in time (i.e. Atp =
2d(Va,P)/c or Atg = 2d(Vg,P)/c after they sent out the inputs, respec-
tively). If both tests are passed, they accept. Otherwise, they reject.

Figure 3.6: The f-routing QPV protocol.

The security of f-routing strongly depends on the complexity of computing f.
The nature of the qubit |1) is irrelevant, but it is necessary to be included, as it is
unclonable information. This also makes f-routing practically attractive, because
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the honest prover’s action is very simple, easy to implement and otherwise just
classical computation of f(x,vy).

Attacks on f-routing were first studied in [BFSS13], defining a new model of
communication complexity called garden hose complezity of f, denoted by GH(f).
The garden hose model is directly inspired by the attack setting of f-routing. This
allows one to study both GH(f) for specific functions and general properties of
GH(f). The analogy goes as follows: there is a water tap at Alice (the qubit |¢)),
Alice and Bob share a number of hoses (EPR pairs) and based on their local inputs
x and y, respectively, they have to connect certain hoses locally (do local Bell
measurements on the corresponding qubits of 2 EPR pairs) such that finally the
water (the qubit |¢)) ends up at Alice if f(x,y) = 0 and at Bob if f(z,y) = 1. It is
simple to see that any garden hose strategy to compute f corresponds to an attack
on f-routing. However, an attack on f-routing does not necessarily have to be of
the garden hose form. Notable results from [BFSS13] regarding QPV are that: (i)
the set of functions with polynomial GH(f), and thus an efficient entanglement
attack, is equal to the complexity class L), i.e. functions computable in log-space
with local pre-processing, (ii) there exist functions whose GH(f) is exponential,
indicating that such functions might be harder to attack, and (iii) for perfect
attacks the dimension of the quantum resources of the attackers must be Q(n)
for a random function. Later, in [BCS22] it was shown that the latter result
holds more generally in the robust and noisy setting, establishing another very
attractive practical property of f-routing: the quantum attack resources robustly
scale in the classical input information.

Since the definition of the protocol, attacks on f-routing have been connected
to more properties of f. [CM23] found an explicit attack using O(Span,, ,)(f))
EPR pairs, where Spanp7<2>(f) is the minimal size of a span program over the field
Z, that computes f with local pre-processing. Since the set of functions with
Span,(f) = poly(n) corresponds to the complexity class Mod, L this result also
extended the class of efficiently attackable functions from L) to the (potentially)
larger class Mod,, L(2). Moreover, for tasks where f can be realised as an indicator
function of a quantum secret sharing scheme, [CM23] proves that any quantum
secret sharing scheme with f as its indicator function yields, via their new code-
routing protocol, an attack on f-routing. Hence, the entanglement cost is upper
bounded by the size of any quantum secret sharing scheme with f as its indicator
function.

f-routing has also been connected to classical information theoretic cryptogra-
phy, most notably to conditional disclosure of secrets (CDS) protocols [ABMT24].
It turns out that the classical analogue to f-routing is CDS. Among other things,
[ABM"24] shows that f-routing is equivalent to the quantum generalisation of
CDS, conditional disclosure of quantum secrets (CDQS) in the sense that a proto-
col for one induces a protocol for the other using similar resource and that a CDS
protocol induces a CDQS protocol using similar resources. Thus, lower bounds
on f-routing imply lower bounds on the randomness complexity of CDS proto-
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cols. The connections drawn in [ABM*24]| had further surprising implications
for f-routing. Using the corresponding result for CDS [LVW17], quite unexpect-
edly the first sub-exponential upper bound on the entanglement cost for generic
f-routing of 2°00V"1087) wag found. Furthermore, for a function related to the
quadratic residuosity problem that is conjectured to be outside of P(3) but inside
of BQP, an efficient f-routing protocol was found.

More recently, lower bounds on f-routing attacks in terms of the Schmidt
rank of the entangled resource state were found [ACM24], albeit only for perfect
attacks. In [ACCM24] a Q(n) lower bound on the necessary number of quantum
gates or measurements attackers must apply was proven for the inner product
function f(x,y) = I, x;y;. This result also holds in the robust setting and is
the first linear lower bound on quantum attack resources for a concrete function.

Practically speaking, essentially the same considerations as to QPVgpg, apply.
Unfortunately, f-routing is not natively loss tolerant, as attackers can always
simply guess the value of f(x,y). Another disadvantage is that it requires two-
way quantum communication, from the verifiers to P and back. Sending quantum
information without destroying or losing it is still a very hard task.

QPVBell

The flavour of this protocol is slightly different, as it contains only quantum input
information. It was first studied in [Mal10b] and a related version of it in [Mall0a],
although it was claimed unconditionally secure, which turned out to be wrong.
Similar variations were studied in [LL11], which also found the first attack on
this protocol. Another closely related protocol was further analysed in [LXST16]
with a focus on loss tolerance and separable inputs instead of entangled ones for
practicality. In all of those, the main task of the honest prover is to perform a
Bell state measurement (BSM). The protocol we consider here has the following
description and is shown in Figure 3.7.

1. Verifiers Va, Vg draw two bits ¢,5 € {0,1} uniformly at random. They
create the Bell state [®;),, . = 1® X'Z7|®,), ;. and Va sends the Vy
part, Vg the Vg part to P such that both qubits arrive at P simultaneously.

2. Upon receiving the inputs, P performs a Bell measurement on the inputs,
obtaining the encoded bits 7, 7. P immediately sends 4, 7 to both verifiers.

3. The verifiers check if the answer they received is correct (i.e. equal to 1, j)
and if the answers were received in time (i.e. Ata = 2d(Va,P)/c and Atg =
2d(Vg, P)/c after they sent out the inputs, respectively). If both tests are
passed, they accept. Otherwise, they reject.

QPVpg, is secure against unentangled attackers and the currently best known
upper bound on the attack success probability is In(2) ~ 0.69 [ABSV22, ACG*23].
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Figure 3.7: The QPVy,, protocol.

Although it is suspected that the bound should be 1/2, like for attacks with
classical communication only. However, a round of QPVp,, can be broken with
just 1 EPR pair [LL11] and creating, distributing and sending a Bell state to the
prover coherently over long distances is a hard task, so this protocol has some
disadvantages over others. It has one very interesting property, though: it is fully
loss tolerant, meaning that in its secure regime it cannot be attacked for any
transmission value 1 € (0, 1]. This was proven for attackers restricted to classical
communication in [LXS*16], which also considered a practical implementation
based on decoy states, and further extended to general unentangled attacks in
[ABSV22|, parts of which we will encounter in Chapter 5 of this thesis. By
looking at this protocol in the purified setting, it becomes evident that QPVy,,
is equivalent to completing the task of entanglement swapping. This can be used
to show that 1 EPR pair is necessary to break one round of QPVy,, and n
EPR pairs are necessary to break n sequential or parallel rounds. Another nice
property for practice is that the prover is passive and always applies the same
fixed measurement in each round.

The protocol QPVgwap that we will encounter in Chapter 4 is related to
QPVp,, but experimentally more flexible and simpler to implement.

QPVigs,

This protocol is in some sense a combination of f-routing and QPVppge,, ex-
cept that the prover does not route the qubit, but measures it in the basis
given by f(z,y). It was first introduced in [KMS11] and was later analysed
in [BCS22, ES23] and combines the desired properties of both protocols. The
protocol description is analogous to QPVppgy, except that now Alice encodes
H7@¥) |2) and also sends z € {0,1}", Bob sends y € {0,1}" instead of # and P
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measures in basis f(z,y) instead of . The protocol is depicted in Figure 3.8.

Va P Vg &
Figure 3.8: The QPV{;B84 protocol.

QPVéB84 would be a very interesting practical candidate for QPV, and a similar
characterisation in terms of pe, and 1 — 7 as for QPVype, was done in [ES23].
However, it is not loss tolerant. Even though some loss-resistance can be achieved
by adding more basis options to the image of f [EES23], this only shifts the problem
to slightly longer distances without really solving it, because loss scales exponen-
tially in the distance. Moreover, like QPVppgy, also QPVQB84 can be generalised
to the CV setting [AEFR™24] and analogous security statements were proven.

Other protocols

A few other protocols that we will not describe in much detail have been published
[Mall0a, Mall0b, LL11, CL15, GLW16, DS21]. Some of them are variations or
extensions of QPVpgpsy, QPVéB84 or QPVp,. Notable exceptions are [CL15],
where the measurement basis is encoded in an interleaved product of unitaries
coming from Va and Vg, respectively, as well as [GLW16], which relaxes the de-
mand that the inputs reach P simultaneously and encodes the measurement basis
in whether the input from Va or the one of Vg arrives first. None of those other
protocols are secure or have significant advantages over the ones we described.

3.2.2 Universal attack on QPV

Soon after the first attacks on specific protocols were found, [BCF*14] proved
a general attack on QPV, showing that information-theoretically secure QPV is
impossible. It is based on a rather involved recursive back-and-forth teleportation
scheme known as the Vaidman scheme [Vai03]. The amount of entanglement this
attack consumes to achieve success probability 1 — ¢ in applying a generic uni-
tary Uap to a generic 2n-qubit state 1), is a doubly exponential O (2!°8(1/92™")
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[CCIP10]. This enormous amount was later reduced to the still enormous ex-
ponential O(%) in [BK11] employing port-based teleportation. The port-based
attack is much simpler and proceeds as follows:

1. Alice intercepts her share of the input and teleports the n qubits to Bob,
incurring a teleportation correction Pj.

2. Bob now holds 1 ® P 1)) 45, but doesn’t know P;. He port-teleports that
entire 2n-qubit state back to Alice, learning the correct port i,.

3. Alice applies Uypl ®P,I to all ports. On port 4, the state now is Uap [¢)) 45
up to error €.

4. Alice sends the B part of all ports to Bob, Bob sends the correct port index
i, to Alice.

5. Both of them discard all ports except i, and send what is contained in port
i, to their respective verifiers. They have indeed collectively applied Uxp
to ) 4 up to error .

This scheme works almost identically if a POVM {II% 3}, is considered at
P. The only difference is that Alice then applies, after correcting Py by P,I , the
measurement instead of the unitary to all ports and sends all tuples (j, ;) to
Bob, where «; denotes the outcome of the measurement at port j. After com-
munication, they select the correct measurement outcome «;, and send it to the
verifiers.

We briefly sketch how to estimate the number of EPR pairs required to carry
out this attack. Alice first teleports an n-qubit state to Bob using n EPR pairs.
For the port-based teleportation, by [BK11, Corollary 1I.2],

PBT Ad®
‘|5‘¢>®N _I(CdHO S ﬁa
Bob needs to use N = 28" /2 ports to e-approximate the identity channel on
port 4,. Thus, he needs another 25" /c? EPR pairs of dimension 2n. Hence,
they use up 0(2:—2") EPR pairs in total. [BK11] is the best known general attack
on QPV and since the required entanglement resources are huge, the hope is that
we can find QPV protocols with a matching (or at least superlinear) lower bound
such that an attack is practically infeasible. Finding such a protocol is one of the
main research directions in position-based quantum cryptography.

(3.1)

3.2.3 Ways around the universal attack
A pre-shared secret between the verifiers and the prover

[Kenll1] considers a different security model in which the verifiers and the prover
share a secret unknown to the attackers. This is not an unreasonable assumption
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and such a secret could be expanded indefinitely via quantum key distribution
between at least one verifier and the prover, and indeed, this is how the protocol
in [Kenll] works. One verifier, say Va, and the prover are assumed to share an
initial secret bit string in order to authenticate their channel®. Given that, QKD
can expand the secret indefinitely and in an unconditionally secure way [TL17].
The QPV protocol then simply sends random bits a;, b; from the verifiers to the
prover, which together point to a certain index f(a;,b;) in the key string, which
the prover has to send back to the verifiers. In the end, they check whether the
key bit is correct. Security follows from the security of QKD. The weakness of
this protocol is that QKD requires an authenticated channel. Common powerful
authentication schemes require a pre-shared secret. For that, the prover would
have had to interact with the verifiers (at some point in the past, perhaps), which
might be an undesirable assumption.

The quantum random oracle model

[Unr14] employs the quantum random oracle model (QROM) to show that the
protocol QPV'{;B84 , with H(z,y) = x @y, is unconditionally secure in the QROM
(the basis being the output of a function f modelled by a random oracle H on
input « @ y). This work also carefully considers the spatially higher-dimensional
scenario and even allows for curved space-times. [Unrl4] shows that no space-
time event outside of P’s logation can achieve a success probability higher than
2242 + (Qh(w)(% + ﬁ)) when at most ¢ queries to the random oracle are
made, n parallel rounds are played, the input bit strings have length ¢, and the
honest prover is allowed an error rate . Notably, this bound is independent of
the size of the other quantum resources used. For v < 0.037 the term in brackets
is smaller than 1, and thus exponentially suppressed in n. Moreover, as long as ¢
is polynomially bounded in ¢, the first term is also exponentially suppressed and
the attack success probability becomes negligible with increasing ¢ and n.

LWE hardness

An interesting QPV protocol was proposed in [LLQ22] under an additional cryp-
tographic assumption, namely that the task of learning with errors (LWE) is hard
even for a quantum computer. Under this assumption, a QPV protocol based en-
tirely on classical inputs and outputs can be constructed (despite the classical
impossibility of position verification) and parallel repetition can be shown. To
be more precise, assuming sub-exponential hardness of LWE they define a QPV
protocol secure against attackers with linear amounts of pre-shared entanglement
and sub-exponential time. And assuming exponential hardness of LWE, the un-
conditional security of [Unrl4] in the QROM carries over to this protocol as well

5QKD assumes an authenticated channel between the involved parties.
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(with polynomial-time attackers), by letting the basis information be the output
of a random oracle.

Their protocol is based on the fact that if LWE is hard even for a quantum
computer, then a certain class of functions called noisy trapdoor claw-free func-
tions (NTCFs) can be constructed. The QPV protocol then has two stages. First,
the verifiers send some classical information to P, who is asked to compute the
NTCF of the protocol fu in superposition® and measure the function register.
Based on the properties of NCTFs, this creates a computationally unclonable
post-measurement state (|7o) 4 |21))/v/2, where the z; are elements of some set
X. In stage two, the verifiers send a basis choice to P and the prover is asked
to measure the created state in this basis and report the result. If completed
successfully, the statistics of the prover supply a proof of quantumness of his
operations.

The protocol of [LLQ22] has the stark advantage that only classical commu-
nication is involved and all quantum computation happens locally. This would
make it practically very appealing. However, in the protocol the prover has to
create and manipulate a large quantum state of dimension ||, making this proto-
col not viable for the foreseeable future. Moreover, it may turn out to be possible
that a quantum computer can compute LWE efficiently.

3.2.4 A protocol with conjectured exponential lower bound

The mentioned ways around the universal attack all have additional assumptions.
In terms of finding protocols with no further assumptions and superlinear lower
bounds, [JKPP22] made progress by connecting QPV to Banach space geometry
with their protocol QPVg,y. Their protocol is of theoretical interest, but has
some practical drawbacks like two-way quantum communication. It is depicted
in Figure 3.9 and is described as follows.

1. The verifiers draw a vector € = (g;5)7',; of length n* with ¢; € {-1,1}
uniformly at random and prepare the state [¢)) 5, = =7, i) o5 id)y -
Va sends registers AB and Vg sends ¢ to the prover such that all information
arrives simultaneously at P.

2. The task of P is to apply the diagonal unitary Uap = diag(e) to the registers
AB and immediately send back A to Va and B to V.

3. The verifiers check if the correct unitary was performed by applying the
measurement {|ve) (Y|, 1 — |te)(1e|} to registers ABV, where |1)e) =
%E” €ij 1) ap 17)y. They accept if the answer was received in time and
the measurement outcome is the one associated with |¢.). Otherwise they
reject.

61.e. create the state ﬁ Y wen [T [for()).
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Va P Vg 7

Figure 3.9: The QPVy,4 protocol.

The main result of [JKPP22]| is that this protocol requires an exponential amount
of pre-shared entanglement (in n) to be attacked, under a regularity assumption
on the attack strategy. Hence, this is also not an unconditional exponential lower
bound. However, [JKPP22| further connects the validity of the exponential lower
bound in the unconditional setting to a conjecture in Banach space theory, namely
on the conjectured properties of certain type constants of certain Banach spaces.
If this purely mathematical conjecture is proven to the positive, this protocol has
an exponential lower bound. However, the conjecture is a long standing open
problem and expected to be hard to solve.

3.2.5 Quantum position-based authentication protocols

The setting of QPA is a bit different from that of QPV, as mentioned before.
In particular, one has to be careful about substitution attacks in which attack-
ers substitute the message to be authenticated with a message of their choice.
[BCEF"14] proposed a general construction to use QPV for QPA and we will
briefly describe it now. The basic building block is what they call weakQPA, a
protocol to authenticate a bit m € {0, 1}, which is a priori known to all parties.
It employs QPV in a generic way as follows.

1. The verifiers generate the inputs of a QPV protocol and send them to the
prover such that all information arrives simultaneously.

2. P computes the authentication tag t(m). If m = 1, P just completes the
QPV task and responds. If m = 0, he completes the QPV task, but responds
only with probability 1 — ¢ and some other symbol | with probability q.

3. The verifiers check if they received the same responses and if they arrived at
the appropriate time. Moreover, they check if the response ¢(m) corresponds
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to the correct answer of the QPV task, or whether both ¢(m) =L and
m = 0. If these tests are passed, they accept. Otherwise they reject.

This protocol assumes an underlying QPV protocol with perfect completeness,
i.e. the prover can complete the task perfectly and there is the notion of correct
answers. The crucial ingredient is, in fact, not responding with the QPV answer
with probability ¢. For the attackers it is easy to substitute m =1 by m’ = 0 by
just intercepting the prover’s response and replacing it with 1 with probability
q. However, if they want to replace m = 0 by m’ = 1 they need to replace 1. with
the correct QPV answer and thus need to break the underlying QPV protocol.
Likewise, if they want to impersonate P when he’s not present, they also have to
break the QPV protocol. Security of weakQPA thus follows from the security of
the underlying QPV protocol.

The protocol weakQPA can be extended to longer messages m € {0,1}*
but one has to be careful how to encode m. To protect against substitution
attacks and gain good security, one would like to have many slots in the code
word c¢(m) that are difficult to hack for attackers for any m’ # m. To that
end, [BCF*14| defines A-dominating codes, which guarantee to have at least a
certain amount of ¢; = 0 and ¢ = 1 slots for any two different code words
(originating from different m’ # m). For the precise extended QPA scheme
we refer to [BCFT14], but essentially it is bit-wise weakQPA of the encoded
c(m) € {0,1}" using a A-dominating code on the input message m. [BCFT14]
shows exponential completeness and soundness of this construction in the security
parameter A\ for unentangled attackers and also gives an explicit example of a A-
dominating code. In addition, they discuss how to use the QPA protocol as a
step to achieve PB-QKD.

[Unr14] pointed out that the above generic construction is inefficient and its
security under adaptive attacks is unclear. They go on to provide a secure QPA
scheme based on QPV{y, in the QROM by including the message m in the oracle
queries.

It remains open and crucial for a real implementation of PB-QKD to find an
efficient and secure QPA protocol in the standard setting without random oracles.

3.2.6 Towards understanding non-local quantum computa-
tion

The question of simulating a bipartite operation by means of local operations

and one round of simultaneous communication is interesting in its own right

from a theory standpoint and has been studied under the name of non-local
quantum computation (NLQC)". Tt could also lead to faster distributed quantum

"Also under the name instantaneous non-local quantum computation (INQC), local oper-
ations and broadcast communication (LOBC) or local operations and simultaneous quantum
communication (LOSQC).
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computing [YGC12]. We will focus on the simplest scenario of two parties non-
locally simulating a bipartite operation, as above for QPV, but one can think
about this in more general relativistic quantum tasks [Ken12, Dol19]. NLQC has
been connected to many different fields of study, as illustrated in Figure 3.10.

communication
complexity
complexity
theory
unclonability QPV attacks

Hamiltonian
simulation
entanglement \ - .
theory information-
theoretic
Banach space cryptography
geometry
relativistic
quantum tasks

Figure 3.10: The currently known connections of NLQC to other fields of study.

holography
(AdS/CFT)

Partially, we've already covered these connections in the sections above. In addi-
tion, [May22| showed that, for tasks where one input side is some classical z (like
QPVypsy), the complexity® of the entangled part of the task {U%,},, denoted
Clu,}.» controls the entanglement cost, using that any bipartite unitary can be
decomposed into local pre- and post-processing and some entangled part in be-
tween. In particular, this gives a doubly logarithmic lower bound Q(log log Cyy, 3, )
in terms of Cyy,},, which was later improved to Q(log Cyy,;,) by improving the
efficiency of the involved port-based teleportation [FTH23, GBO23, Ngu23]. The
exponential upper bound from the port-based attack can also be recast in terms
of O{Uz}a: as O(C{Uz}wQC{UI}Z).

[Brol6] showed that if Alice and Bob share Popescu-Rohrlich (PR) boxes
[PR94], a form of post-quantum correlations, they can implement any unitary via
NLQC using only linear entanglement and a linear number of uses of a PR box.

8 Any notion of complexity you’d like, for example circuit complexity.
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Interestingly, and perhaps surprisingly, the line of work in [MPS20, May19,
DC22a, May22] shows an intriguing connection between holography, particularly
the AdS/CFT conjecture, and NLQC. Based on the AdS/CFT conjecture, these
papers argue, among other things, that efficient polynomial attacks can be con-
structed for all QPV protocols. In particular, [May19] argued that local inter-
actions in the higher dimensional gravity picture are reproduced as non-local
quantum computations in the lower dimensional quantum mechanical picture.
As a consequence, computations in the presence of gravity may be constrained
by limits on entanglement in the dual quantum mechanical picture [May22|, or
interactions in the gravity picture may imply more computations can be per-
formed non-locally than we have so far found protocols for. This puts forward an
exciting tension between the fields of quantum gravity and position-based quan-
tum cryptography: either holographic arguments allow for an efficient attack on
generic QPV, or, if a super-polynomial lower bound can be shown for QPV from
the cryptographic side, this poses constraints on possible theories of quantum
gravity and the currently widely believed AdS/CFT conjecture could not be fully
true. Moreover, the tension carries over to pure mathematics via the connection
to Banach space geometry from [JKPP22].

Furthermore, as already alluded to in the section on f-routing, NLQC has
been connected to topics in information-theoretic cryptography [CM23, ABM™24,
AGLL24]. In particular, conditional disclosure of secrets (CDS), private simul-
taneous message (PSM) passing and secret sharing (SS) schemes turn out to be
related to f-routing and thus NLQC.

Recently, another connection to Hamiltonian simulation was discovered in
[ACH™24]. If a superlinear lower bound can be shown for QPV attacks, then there
are new fundamental lower bounds for resources required for one Hamiltonian to
simulate another.

In view of how difficult it is to say anything general about NLQC, all these
drawn connections are useful, because results from any of those connected fields of
study may give new insights into NLQC and vice versa. Moreover, different attack
scenarios can be considered depending on the entanglement and communication
the attackers use. We can distinguish between

e LOSCC: Local operations and 1 round of simultaneous classical communi-
cation,

e eLOSCC: Local operations and 1 round of simultaneous classical communi-
cation plus pre-shared entanglement,

e LOSQC: Local operations and 1 round of simultaneous quantum communi-
cation and

e ¢LOSQC or NLQC: Local operations and 1 round of simultaneous quantum
communication plus pre-shared entanglement.
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The difference between those settings has only been explicitly studied recently,
in [ABSV22, GALC23], which we will encounter in Chapter 5. There, we study
fundamental properties and differences of LOSCC and LOSQC. First, a separation
between LOSCC and LOSQC was shown in [ABSV22], but only for entangled
inputs. In [GALC23], we give necessary and sufficient conditions for perfect
attacks in each model and an error lower bound for ensembles containing a certain
structure. Moreover, we demonstrate that LOSQC can be strictly more powerful
than LOSCC even for product inputs. [ABSV22] also gives a non-constructive
argument showing that one can distill a QPV protocol secure in the LOSQC
setting from a QPV protocol secure only in the LOSCC setting.

3.2.7 Towards practicality

The three major problems that prevent QPV from being feasible at present are:
entangled attackers, slow quantum information and signal loss. The first one is
unavoidable even in a perfect execution of the protocols and can hopefully be
mitigated by finding a protocol with decent security guarantees against bounded
entanglement attacks, but the latter two arise from experimental constraints.
Whereas the transmission of classical information at the speed of light is tech-
nologically feasible in an almost lossless fashion, the quantum counterpart faces
obstacles. Firstly, most QPV protocols require quantum information to be trans-
mitted at the speed of light in vacuum, because if it travels slower then attackers,
who are assumed to be able to quantum communicate at the speed of light, could
always position themselves such that one attacker has all the input information
before P would get it, thus breaking the protocol. However, for practical applica-
tions, this is often unattainable. Therefore, a good QPV protocol should be able
to tolerate slow quantum communication. The speed of light in optical fibres is
significantly lower than in vacuum. Moreover, in a future quantum network with
fibres it may often be the case that there is no straight point-to-point connection
between the verifiers and the prover. Secondly, a sizable fraction of photons will
be lost in transmission in practice. For example, in optical fibres this loss grows
exponentially with the distance.

None of the QPV protocols mentioned so far have been able to successfully
circumvent those three problems simultaneously at a useful scale. Any protocol
that was able to solve one or two of the mentioned issues had shortcomings with
respect to the other(s). QPV{;B84 bypasses them but only for relatively short
distances [ES23] and without fundamentally solving the loss issue. If one wants
to implement QPV in a future quantum internet, the goal would be to attain it
for essentially arbitrarily long distances. In Chapter 6 we will define and study
precisely such a protocol that overcomes all the major practical issues of QPV
[ABB*23].

The study of QPV using CV quantum states in [QS15, LXS*16, AER"23,
AEFR"24] is also motivated by practicality. CV systems are much simpler to
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handle and leverage several decades of experience in coherent optical communica-
tion technology. Unlike discrete variable systems, no true single-photon prepara-
tion or detection is necessary, which is still expensive and technically challenging
(especially if photon number resolution is desired). In contrast, homodyne and
heterodyne measurements are much easier and cheaper to implement. Much exist-
ing infrastructure is geared towards handling light at low-loss telecom wavelengths
(e.g. 1310nm, 1550nm), whereas an ideal single-photon source in these wavelength
bands still has to be discovered, and frequency up-conversion is challenging and
introduces new losses and errors. However, as mentioned for QPVypg,, a simple
attack exists for n < 1/2 to which currently no workaround is known due to the
properties of CV quantum states. It remains an interesting open question whether
transmission loss can also be made irrelevant for security in the CV setting, as
has been the case in the discrete case [ABB123].

Finally, for an actual implementation, one has to consider all kinds of im-
perfections in the equipment used. The computations of the prover actually do
take some time (albeit probably very little) and thus limit the achievable proto-
col rate’, the state preparation of the verifiers will be imperfect and also have
limited rate, the equipment will be imperfectly calibrated, there are some inher-
ent errors one cannot really get rid of like dark counts in detectors or accidental
multi-photons, small environmental noises, some of the implicit assumptions on
QPYV only hold approximately, and so on. In an experimental demonstration and
further practice, it is necessary to take care of all those headaches and ensure that
the implemented protocol remains secure up to some achievable threshold. To
that end, [CKPG23] studies some of the technical details of a real implementation.

3.3 Open problems to be tackled in this thesis

Loss tolerance and practicality

As mentioned before, signal loss is one of the main obstacles for QPV. In fact,
given that QPV}ye, can handle slow quantum information and has a desirable
scaling of the entanglement attack, it is the last major theoretical implementation
issue to be solved for QPV. Ideally, one would like to have full loss-tolerance, but
loss-tolerance good enough for practical purposes would also be fine. A fully loss-
tolerant QPV protocol has been proposed [LXST16], but is unfortunately easily
broken through an entanglement attack.

Moreover, a good chunk of the research in this thesis is motivated by practi-
cality, and we intended to make progress on that by studying QPV under realistic
conditions or overcoming issues that previously made it infeasible.

In Chapter 4 we study a protocol QPVgywap based on the SWAP test, which

9For example, detectors have a short dead time after each detection event, or the honest
processing also takes some time.
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experimentally simplifies [LXS" 16], while remaining fully loss tolerant and having
other nice properties. We will also demonstrate that the new protocol remains
reasonably robust against experimental imperfections.

In Chapter 6 we prove that a small modification of the standard QPV setting
can make the transmission loss from the verifiers to the prover irrelevant for
security for a class of QPV protocols that includes QPVéBM. Therefore, we
obtain the first explicit protocol, based on QPV}ye,, which solves all the major
practical issues of QPV, bridging the gap that prevents QPV from being feasible
with current technology.

In Chapter 7 we begin to extend the results of QPV with finite-dimensional
quantum states to the continuous variable setting by studying a continuous vari-
able version of QPVppey, which we further extended to QPVYy,, in [AEFRT24].

Quantum communication

In QPV the attackers can use one round of simultaneous communication, which
can be classical or quantum. In principle, using quantum communication could be
more powerful than the classical counterpart, and at the start of this PhD it was
an open question whether this could be proven. Indeed, quantum communication
can be more powerful in this setting, as we first showed in [ABSV22] for entangled
inputs and will show in Chapter 5 also for product state inputs.

Moreover, the basic communication model and operational capabilities when
the adversaries do not share any entanglement are still not well understood. Con-
sidering quantum input and classical output protocols in the QPV setting, one
can view this scenario as a form of time-constrained local quantum state discrim-
ination. If restricted to classical communication, the success probability of this
task can often be reduced to solving an SDP. However, not so with quantum
communication. This places a gap in the study of QPV, relativistic quantum
cryptography, and local quantum state discrimination in general. In Chapter 5
we make progress on closing this gap, thereby further clarifying the interplay be-
tween cryptography, quantum communication, and locality. Our main goal is to
identify fundamental limitations in the task of time-constrained state discrimina-
tion when either classical or quantum communication is employed.






Chapter 4

Quantum Position Verification with the
SWAP Test

Chapter summary. In this chapter, we study loss-tolerant QPV. We propose
a new fully loss-tolerant protocol QPVgwap, based on the SWAP test, with sev-
eral desirable properties. The task of the protocol, which could be implemented
using only a single beam splitter and two detectors, is to estimate the overlap
between two input states. By formulating possible attacks as a semidefinite pro-
gram (SDP), we prove full loss tolerance against unentangled attackers restricted
to local operations and classical communication, and show that the attack prob-
ability decays exponentially under parallel repetition of rounds. We show that
the protocol remains secure even if unentangled attackers are allowed to quantum
communicate. A detailed analysis is conducted under experimental conditions,
indicating that QPVgwap remains fairly robust against equipment errors. We
simulate one instance of our protocol with currently realistic experimental pa-
rameters, gathering that an attack success probability of < 107¢ can be achieved
by collecting just a few hundred conclusive protocol rounds.

This chapter is based on the following paper:

[ABSV21] Rene Allerstorfer, Harry Buhrman, Florian Speelman, and Philip Ver-
duyn Lunel. Towards practical and error-robust quantum position verification.
arXiv preprint, 2021. arXiv:2106.12911

4.1 Introduction

Loss tolerance in QPV. Throughout, we will use 1 to denote the transmission
rate in realistic protocols. We will distinguish two types of loss tolerance.

The first, partial loss tolerance, refers to a protocol that is secure for some
values 17 > Mnresnold, Meaning that the honest parties have a maximum level of

47
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allowed loss. Security is only guaranteed in a situation where a high enough
percentage of rounds is played. If significantly more photons than this threshold
are lost, then the protocol will have to abort.

Full loss tolerance is achieved when a protocol is secure, irrespective of the
loss rate. In particular, the protocol stays secure when conditioning on those
rounds where the prover replied, fully ignoring rounds where a photon is lost.

In this chapter, we advance the study of loss-tolerant QPV with the following
results:

1. We present a new fully loss-tolerant protocol: QPVgwap. It is based on
the SWAP test [BCWAWO1| and compares favourably with [LXST16] in
terms of ease of implementation using linear optics, by requiring only a
single, non-polarising beam splitter. Physically, it is based on two-photon
Hong-Ou-Mandel interference [OHMS87], which is equivalent to the SWAP
test [JAC04, GECP13]. Another notable property is that the setup of the
prover is static and does not require any sophisticated fast switching be-
tween measurement settings.

2. We prove fully loss tolerant security by formulating possible attacks as a
semidefinite program (SDP), and show that the protocol is secure against
LOSCC attackers. Furthermore, we show that the attack probability decays
exponentially under parallel repetition: when attackers respond to a size k
subset out of n parallel rounds, pretending photon loss on the other inputs,
their probability of a successful attack still decays exponentially in k. This
is the first parallel repetition theorem for fully loss tolerant QPV. We obtain
this result by constructing an SDP formulation of the n-fold parallel repeti-
tion of the problem, constructing a dual of this SDP for variable n, and then
finding a solution for the generalised dual problem. We extend the security
to LOSQC attackers, employing an argument based on the monogamy of
entanglement from [ABSV22]. QPVgyap is the first fully loss-tolerant QPV
protocol with this property.

3. We show that the SWAP test can be perfectly simulated with local oper-
ations and one round of classical communication if one EPR pair is pre-
shared. Hence, n EPR pairs are sufficient for an entanglement attack on
the n-round protocol. We also show a lower bound of Q(n).

4. We provide a detailed analysis of our protocol under experimental condi-
tions, treating all equipment errors that can occur in the setup, from source
to detection. We show that QPVgyap remains fairly robust against equip-
ment errors. An attack success probability of < 107® can be achieved by
collecting just a few hundred conclusive protocol rounds, given achievable
experimental conditions.
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4.2 Preliminaries

Notation

We denote parties in QPV protocols by letters A, B, etc. and their quantum
registers as Ay - -+ A,, By - B, and so on, respectively. Sometimes we may refer
to ‘all registers party X holds’ just by X, giving expressions like Pos(A ® B), for
example. Cumulative distribution functions are written as Fy, where X is either
a random variable or explicitly the distribution. Unless otherwise indicated, ||||,
is the usual p-norm. Partial transposition of an operator P with respect to party
B is denoted by P"8. The set of PPT-measurements' on two subsystems held by
parties A and B, respectively, is PPT(A : B).

The SWAP test

The SWAP test was first introduced in [BCWdWO01] for quantum fingerprinting
as a tool to determine whether two unknown states are identical or not. More
generally, it can be used to estimate the overlap between two arbitrary states
[1),]#). Its quantum circuit is depicted in Figure 4.1.

|0) H ° H measure

SWAP
%)

Figure 4.1: The SWAP test. H denotes the Hadamard gate.

The end state of the circuit is

(H  1)c-SWAP
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H©1)0)[¢) [4) =
10) (192 1) + [¥) [6)) + % 1) (o) [) = 1) le). (4.1)
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Measuring the first qubit in the computational basis gives the measurement statis-
tics

1]l

P(0) . and  P(1) = %‘W. (4.2)

!T.e. sets of positive semidefinite operators adding up to the identity, whose partial transposes
are positive semidefinite as well.
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The output distribution only depends on the overlap |(1|¢)| between the input
states. For |¢) = [¢)) the SWAP operation has no effect and we get P(0) = 1. An-
other advantage of the SWAP test is that it is easily implemented experimentally
with a single beam splitter and two photon detectors [JAC04, GECP13]. Its flex-
ibility concerning input states and the simplicity of its experimental realisation
make it a good candidate for QPV.

Uniformly random states

The inputs |¢) , |¢) in our protocol will be uniformly random states. Hence, the
overall mixed input state for a given overlap 8 = |(1|¢)| will be

ps = / U e U lwé) (| Ut @ Uldu(U)
U@

11+ 8 1-p°
= g 9 Hsynﬂ + 2 Hasym' (43)

Here, Il and Il,sm are the projectors onto the symmetric and antisymmetric
subspaces, respectively, and pu is the Haar measure on the unitary group U(2)
[Wat18].

4.3 The QPVgwyap protocol

We define the protocol QPVewap(51,--.,8k) for a set of overlaps {fi,..., B}
as follows. It is depicted in Figure 4.2. It intrinsically requires multiple rounds,
because the task of the prover is to build up the measurement statistics of the
SWAP test for each input overlap.

1. Va and Vg draw a random overlap 8 € {f1,..., O} uniformly at random
and agree on two uniformly random states [1) , |¢) such that |(¢|¢)| = 5.
Then Va prepares the state |¢)) and Vg prepares |¢). Each verifier sends
their state to P such that they arrive there simultaneously.

2. P applies the SWAP test on the two quantum inputs. This yields an output
bit z € {0,1, @}, where @ denotes a ‘signal loss’ event?. Then P immediately
sends z to both verifiers.

3. The verifiers check if the answers were received in time and assure they
received the same answer. If one of those checks fails, they abort. Otherwise
both verifiers add z to their (ordered) lists of answers Lg.

2In particular, P(z = 0 | 8, not loss) = (14 42)/2 and P(z = 1 | 8, not loss) = (1 — 52)/2.
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4. After having completed Rz > Ripreshoid rounds with a conclusive answer
z € {0,1} for each 3, they stop sending inputs, check if the rate of @
symbols is close enough to what is expected from P, discard any rounds with
answer & and proceed to the statistical analysis on the sets of conclusive
answers Cg = Lg — {@} for each §. They test if the sample parameter
pg = #{z € Cs : = = 0}/Rsz on conclusive answers is contained in the
(1 — a)-quantile around the expected pg = (1 + 5%)/2.

5. Only if they have received the same answer in time in every single round
and if the statistical test was passed on all Lg, they accept. Otherwise, they
reject.

Va P Vg *

Figure 4.2: The QPVgywap protocol.

Estimating the overlap is independent of the dimensionality /nature of the input
states, making the protocol very flexible. The degree of freedom to encode the
inputs states in can be chosen freely.

4.3.1 Security arguments for LOSCC

To assess the security of the protocol in this setting, we consider unentangled
attackers restricted to local operations and 1 round of classical communication
(LOSCC). As the individual rounds are independent, the subsets Lg of answers
given input pg will be samples of a binomial distribution with parameters Rz and
ps®. The verifiers can then test if what they received matches closely enough with
what they expect from an honest party, i.e. the SWAP test statistics. We define
the statistical test to be done by the verifiers as follows:

3Here and in the following the parameter describes the fraction of ‘0’ answers and we abbre-
viate pg(0) = pg
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1. For each overlap f3, they calculate the (1 — «)-quantile* around the ideal
ps = (1 + (3%)/2, which gives a lower and an upper bound

_ (6%
Lo = 25(8, Rs)/Rs = Fine, o) (§>/Rﬁ

| - . (4.4)
Uap = 21-5(B, Rs)/Rg = Fyi(p, 1) (1 - 5) /Rs,

with F~! being the inverse cumulative distribution function. This defines
an acceptance interval

acc5(a7 Rﬁ) = [Lu,[ﬁa Uuﬁ] (45)

2. For each overlap f3, they check if the sample parameter ps they receive
satisfies pg € acc(a, Rg). If this is the case for all 3, they accept. Otherwise,
they reject.

By definition, the honest party will return a sample ]52 € accg(a, Rg) with
probability 1 — « and therefore the test will accept P with high probability
(1—a)f=1-0(ka).

To optimise the overlap between the sample they respond with and the ac-
ceptance regions, the attackers will attempt to respond as close to each pg as
possible, with a binomial parameter of p§® = ps — A, defining a vector of errors

Ag,
A= . (4.6)
Ag

k

The attackers could also decide to just respond with a deterministic list with
some fraction p*B of ‘0’ answers. They could perfectly break the protocol if
prB e (s accs(a, Rg). However, we can always prevent this by choosing the Rg’s
large enough for the acceptance regions for different overlaps to become disjoint.

Thus, we need to evaluate
P(acc|attack) := P(p4° € accs(r, Rs) VP)

- HP(}G?B € accs(a, Ry)) = H]P(accﬂattack). (4.7)
B B

Now, there are several cases to consider:

1. |A|l1 =0. Then Ag = 0 for all 5 and the attackers respond with the
identical distribution as P, therefore P(acc|attack) = (1 — a)F = 1 — O(ka).

2. pp # 1 and pg° = 1. Then P(acc|attack) = 0 as the (1—a)-quantile around
pp will exclude the value 1 (for sufficiently large Rg).

4In order to capture P with high probability, a can be set to a small number, e.g. 1076.
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3. pg=1and f)gB #41. Then P(accﬁ|attack) _ (pr)Rﬁ'

4. ||A]l1 #0 and pgj)éB € [%, 1). Then there exists a 8 € {01,..., Bk} such
that Ag # 0. By using the Gaussian approximation for the binomial distri-
butions (which we may apply because we can always make the number of
rounds sufficiently large), one can show (see Appendix 4.7.1) that

2 AB 2 5
P(accglattack) < V2S5 ¢ (VRaBs=1fea) /(£°) (4.8)

~ \/WR[;AB

for functions c,, fs that are independent of Rg and Ag. Hence, the success
probability of attackers is also in this case exponentially suppressed for
sufficiently large Rgs.

So, unless Ag = 0 for all 5, we have exponential suppression in the attacker
success probability P(acc|attack) in the number of rounds. In the end, we can set
a threshold Ripreshold for the number of rounds, and the protocol will run until
Rpg > Rinreshoa for all B. This will guarantee that any desired security level can
be achieved by uniformly increasing Ripreshola Over all g.

We end up with a protocol that accepts an honest party with high proba-
bility and rejects (unentangled, classically communicating) attackers with high
probability. A sketch of this is shown in Figure 4.3.
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Figure 4.3: Illustrating the statistical test. Acceptance regions around the ex-
pected honest pg’s are defined such that P will pass with high probability. At-
tackers trying to spoof verifiers by minimizing all Az as well as possible have
exponentially low (in Rgnreshola) probability of returning a sample contained in
the acceptance regions for all f.

The analysis also suggests that optimally attackers want to minimize all [Ag|
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simultaneously®. We therefore choose to minimise ||Afl;. As LOSCC ¢ LOCC C
PPT [CLM™14], the following optimisation program will provide a lower bound
on [|[A|]; for LOSCC attackers. To account for imperfect quantum channel trans-
mission, we include a parameter € (0,1] and a third answer option & (‘sig-
nal loss’). Then Ag shall be evaluated conditioned on conclusive answers, i.e.
Ag = pg — Tr[Hops]/n. We end up with the following optimisation:

minimize: ||Alj;
subject to: IIy +II; + 11, = 14
II, € PPT(A : B), ke{0,1, o}
Tr[llgpgl =1—mn,  Be{b,...,0k}

(4.9)

The constraints involving n stem from the fact that P will produce the same
‘signal loss’ rate on all overlaps # and the attackers need to mimic that. An
analogous statistical test with a (1 — a)-quantile around 7 can be performed to
check for this, and it is evident that attackers will choose to reply inconclusive
at the exact same rate as P would do for each  to always pass this hurdle.
The above program can be solved with conventional optimisation libraries, e.g.
MOSEK [ApS20], and any example of {f1, ..., O} we have tried yields an optimal
IAll; > 0 independent of 7, indicating (but not proving) the loss tolerance of
the protocol. Next, we rigorously prove the loss tolerance for the special case of
6 € {0, 1}, for which we get ||A[; > 1/4.

The security of QPVgwap in the setting where attackers are allowed to use
one round of simultaneous quantum communication follows from [ABSV22], as
shown in Section 4.3.2.

4.3.2 Security of the QPVgyap(0,1) protocol

We will now proceed and analyze a special case, arguably the simplest, of over-
laps {0,1} (i.e. sending orthogonal or identical states) in more detail and show
analytically and numerically that it has desirable properties.

Single round security for LOSCC

In this context, there is the notion of a correct answer. On equal inputs, the
verifiers always expect the answer ‘0’. This allows for an SDP formulation to
maximise the average success probability of identifying if the input states were
equal/unequal. In Appendix 4.7.1 it is shown that the relation between the

5Minimizing [ps — p23| also minimizes the Kullback-Leibler divergence Dk, (P || Q) between

the corresponding binomial distributions P and Q.
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success probability pgec of correctly identifying equal/orthogonal and [|A[]; is

3
Psuce <u = ”AHl > 5 — 2u. (410)

We will now proceed to show that there is a finite gap in the success probability
of testing for equality between LOSCC adversaries and the honest prover.

In general, the operation that has the highest average probability when testing
state equality is, in fact, the SWAP test [MW16] and it gives a success probability
Psuce(SWAP test) = 3/4. We will show that the best strategy for LOSCC adver-
saries has at most p22*(LOSCC) = 2/3. Since attackers return only a classical
bit and discard their post-measurement state, the most general type of measure-
ment the attackers perform is a positive-operator-valued meaure (POVM). The
attackers’ success probability for a POVM strategy IT = {IIy, II; } is then given
by

1
psucc(H) = 5 TI‘[Hopo -+ Hlpl]. (411)

Characterising and maximising over LOCC strategies is a mathematically com-
plex task. We follow the method used in [LXS*16], and maximise our problem
over the set of all positive partial transpose (PPT) operations. Any maximal suc-
cess probability optimised over PPT measurements immediately upper bounds
the success probability of all LOCC measurements and thus also LOSCC. The
PPT condition can be represented by a set of linear and positive semidefinite
conditions [Cos13], enabling us to write down the maximisation problem as the
following SDP:

Primal program

1
maximize: 5 Tr[ypo + 1]

subject to: Iy + II; = 12, (4.12)
I, € PPT(A : B),
ke {0,1}.
Dual program
minimize: Tr[Y]
subject to: Y — Q7% — p;/2 > 0, (4.13)

Y € Herm(A ® B)
Qi € Pos(A ® B),
ie{0,1}.
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Note that the primal program implies a lower bound and the dual program an
upper bound on p™(ITPPT). We find an exact optimal solution to the SDP of

succ

2/3 (see Appendix 4.7.1), and hence

max([0SCC) <

psucc

(4.14)

W o

Repeating the protocol over many rounds will amplify this gap. The input states
po and p; have the exact same mixed state matrices as the result of uniformly
choosing a mutually unbiased basis (MUB) and sending equal or orthogonal states
(from the chosen basis) to P. This allows us to guess an optimal LOSCC strat-
egy. Assume the incoming qubits are encoded in MUB b, and that the attackers
choose a random MUB ¥/, measure both incoming qubits in the basis ¥, send
the measurement outcome to each other, and return ‘equal’ if the measurement
outcomes are equal and ‘orthogonal’ otherwise. Then their probability of success
is

Psuce = P(V = b)P(success | b’ = b) + P(b' # b)P(success |V # b)
1 21 2
—_.14+Z2.2=Z 4.15
3 + 3 2 3 ( )

achieving the upper bound.

Parallel repetition for LOSCC

Can we extend this to the parallel repetition scenario, where the verifiers send n
qubits from both sides to form the density matrix p, = ps, ® ps, @ -+ - ® ps,,_, for
§=8081...8,-1 € {0,1}"7

Note that this does not follow naively from the single-round security proof,
since attackers could now take blocks of inputs and apply joint operations on
them. We will prove that for the QPVgyap(0, 1) protocol strong parallel repeti-
tion does indeed hold, i.e. the average probability of success of testing equality
over n rounds decreases as

()5 (LOSCC) < <§>n (4.16)

psucc

Again we can write down the problem as an SDP, where we optimize over all
PPT operations on the 2n qubits the attackers receive.
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Primal program

- 1
maximize: - Z Tr[sps]

sef{0,1}n
subject to: Z Iy = 120, (4.17)
se{0,1)n
II, € PPT(A: B),
se{0,1}"

Dual program
minimize: Tr[Y]
subject to: Y — Q% — p, /2" =0,
Y € Herm(A ® B),
Qs € Pos(A ® B),
se{0,1}"

(4.18)

In Appendix 4.7.1 we find an explicit analytical solution to the dual problem.
The solution is nontrivial and depends on the specifics of the QPVgywap(0,1)
protocol, so it does not naturally generalise to other protocols. We obtain an
upper bound of (2/3)", which is clearly attained by applying the optimal single
round strategy n times in parallel.

Strong parallel repetition is a useful result for the practical implementation of
QPYV protocols. First of all, it implies that when playing multiple rounds we don’t
have to wait until a single round is finished, thus simplifying the timing constraints
of multiple rounds. Secondly, it implies a linear lower bound on the entanglement
adversaries need to attack the protocol perfectly, as shown in Section 4.3.3.

Loss-tolerance for LOSCC

In the previous section we have shown that the QPVgywap(0, 1) protocol is secure
against LOSCC attackers when they have to answer in every round. In practice,
an honest prover will only answer on a fraction of the rounds played due to
channel loss and imperfect measurements. Note that in order to pretend ‘signal
loss’ without being detected, attackers must declare loss with equal probability
on every input overlap. To prove loss tolerance, we can incorporate loss in the
SDP setting and show that the optimal solution of the SDP is independent of the
transmission rate 7).

We first show that in the parallel repetition case pgyec is independent of  when
attackers either answer conclusively on all inputs or do not answer at all and use
this as a step to show full loss-tolerance of n parallel rounds.
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4.3.1. PROPOSITION. If an n-round QPV protocol fulfils strong parallel repetition
security against attackers and is tolerant against declaring loss on all n rounds,
it is also tolerant against declaring loss on any subset of rounds.

Proof:

Suppose we have a secure n-round QPV protocol with strong parallel repetition.
Then the n-round success probability for attackers is p, = p} for some single
round probability p;. Suppose we perform n rounds and allow adversaries to
answer only on & rounds and to declare a loss on the remaining n — k rounds.

Assume that there is some attacking strategy S with a success probability
ps > p’f of being correct on this subset. We will show that this leads to a
contradiction. Consider a protocol secure and loss tolerant against declaring loss
on all rounds and that has success probability p, = p§. Attackers may create
n — k independent extra rounds, of which they can forget the answer, themselves.
This creates a n-round protocol out of the initial & rounds. The attackers can
now apply their strategy S, say, by choosing k random rounds out of the n to
actually respond. With probability 1/(}) they get a conclusive answer on their
initial k£ rounds, thus being correct with probability ps. And with probability
1-1/ (Z) they receive the wrong subset of k£ rounds, in which case the attackers
declare signal loss (on all rounds). This defines an attack with a conditional
winning probability ps > pf and a loss rate of 1—1/(}). But that contradicts our
assumption that the maximal success probability of being correct on the k-round
protocol is p¥ for any loss. Therefore, for any subset of k rounds out of the total
of n rounds, the maximum success probability p, on this subset is p¥. O

Next, we formulate an SDP to maximise the probability of success conditioned

on a conclusive answer (p22%)®7(p) in the n-round parallel repetition case.

Primal program
1

maximize: 3 Z Tr[ILsps]
se{0,1}7
subject to: Z I, 4+ gy = Tyen (4.19)
s€{0,1}m

Tr[llgps] =1—1n, s€{0,1}"
I, € PPT(A:B), sec{0,1}"U®
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Dual program

Te[Y] — (1 —n)y

} o

subject to: Y — Q% — p,/2" =0, se{0,1}"
MY - Q5f) — YLy = 0
Y € Herm(A @ B)
Q. €Pos(A®B), sc{0,1}"U@
vyeR

minimize:

(4.20)

From the analysis in Appendix 4.7.1, we see that the solution of the SDP is
again (2/3)", independent of 1. The strategy in which attackers apply the n-
round parallel repetition attack with probability 7 and discard everything with
probability 1 — n attains (2/3)". By Proposition 4.3.1, we find that QPV§{,p is
tolerant against loss on any subset of rounds, establishing full loss tolerance.

Security and loss tolerance for LOSQC

We now show that no matter the transmission rate 7, the SWAP test cannot be
perfectly simulated even by LOSQC attackers. Our argument relies on the same
fact for the Bell measurement [ABSV22] (see Chapter 5).

The SWAP test implements the POVM {Ilsym, Hasym } of projecting onto either
the symmetric or the antisymmetric subspace. In particular, it allows one to
perfectly distinguish |¥_) from the other Bell states. Hence, the analogous result
for QPVy, implies that there is a finite gap between the best LOSQC attack
(without loss), establishing LOSQC security.

Considering loss, we will show that if the SWAP test could be implemented
perfectly via LOSQC for some 0 < n < 1, then so could the Bell measurement
with some different ’ < 7, contradicting our result in [ABSV22]. Therefore, there
exists no perfect lossy unentangled attack on QPVgyap-

4.3.2. PROPOSITION. QPVgwap s secure and fully loss tolerant against unen-
tangled attacks, i.e. in the LOSQC setting.

Proof:

Assume that there is an LOSQC procedure perfectly simulating {Tlsym, lasym }
with probability 0 < 7 < 1. Then, conditioned on a conclusive result, A, B could
do the following in QPVp:

e Whenever their procedure returns ‘anti-symmetric’, return (¢,5) = (1, 1),
standing for |U_), and
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e whenever it returns ‘symmetric’, return ‘signal loss’.

This would be suspicious, because the only conclusive answers would be for [¥_).
However, their strategy can be randomised. In order to achieve P(& | ®;;) =1—n
for all Bell states |®;;) and P(®;; | concl.) = 1/4, as the honest P would do, they
can apply 14 ® (X?Z%p with a,b € {0,1} chosen uniformly at random in each
round as soon as they receive the inputs. This just transfers the input to a
different Bell state. If they adjust their responses to:

e Whenever their procedure returns ‘anti-symmetric’, answer (i,7) = (1 &
a,1@®b), standing for 1T ® X*Z°|¥_), and

e whenever it returns ‘symmetric’, answer ‘signal loss’,

then this implies P(@ | ®;;) = 1 — n as well as P(®;; | concl.) = 1/4 and whenever
they do answer conclusively, they will be correct (by assumption). But this would
give them a perfect attack on QPVy,, with some probability ¥ < 7 (because
they throw away the ‘symmetric’ measurement results), contradicting the fact
that psuce(n) < 1 for all n in QPVpgy,. O

4.3.3 Entanglement attack

It is easy to see that 1 EPR suffices to attack QPVgywap, since the SWAP test can
be regarded as a coarse-grained version of a Bell measurement. The attackers can
simply implement a Bell measurement non-locally and clump together the three
symmetric Bell states to a single response ‘symmetric’.

4.3.3. THEOREM. One round of QPVgwap can be perfectly attacked with 1 pre-
shared EPR pair. Thus, n pre-shared EPR pairs are sufficient to attack QPV&yap-
A linear Q(n) lower bound applies to QPViap(0,1).

Proof:

The entanglement attack is evident, as argued just before. To get a lower bound
on the required entanglement resource in order to break QPVswap(0,1) we can
use an argument already mentioned in [BK11, Lemma V.3|. It says that if the
attackers pre-share a d-dimensional resource state Wasg then the success proba-
bility (of the attackers achieving that the verifiers accept them) is related to the
success probability without a pre-shared resource in the following way:

Psuce|¥ g < dpsuch' (421)

For the case 8 € {0,1}, we have described one optimal strategy in (4.15). That
strategy produces p; = 2/3 on equal inputs and py = 2/3 on orthogonal inputs,
while the correct frequencies would be p} = 1 and p} = 1/2. The above strategy
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can be improved in terms of ||A||; by flipping whenever they would respond ‘1’
to a ‘0’ response with probability 1/4 to obtain p; = 3/4 and py = 1/2.

Then, the probability that the verifiers accept attackers is basically (3/4)™,
where ny is the number of rounds with identical inputs. Since each overlap is
chosen with probability 1/2 in each round, we have for n rounds that E[n,] = n/2.

Hence, we expect pp sucelw, gy < d(%)"/ ? and thus

4 n/2
Dnsuce| ¥y < 1 as long as d < <> . (4.22)

3
If m is the number of EPR pairs in Wag, so that d = 227, it follows that, in
expectation,

1 4
Dnsuce| ¥y < 1 as long as m < 1 log <3)n =~ 0.103n. (4.23)

]

4.4 QPVgwap with realistic experimental conditions

4.4.1 Practical considerations

The SWAP test has been shown to be equivalent to the Hong-Ou-Mandel (HOM)
interference measurement [HOMS87] with just one 50/50 beam splitter and two
photon detectors [JAC04, GECP13]. We call this the BS setup, as only a single
beam splitter is used. If the photons bunch into one detector arm, the answer
shall be ‘07, if both detectors register a click, it shall be ‘1’. However, for click/no-
click detectors there is a problem with this simple setup, as signal loss can convert
‘17 answers to ‘0’ answers. For high loss rates, one would always get pz(0) ~ 1,
irrespective of the overlap and even without further equipment errors because
most of the time only one state will arrive. Hence, the BS setup will be insecure
unless one uses number-resolution (NR) detectors. With these, single clicks at
one detector get filtered out instead of delivering a wrong answer. NR detectors
also filter out k& > 2 click events so that the ideal SWAP test distribution of
pp(0) = % is fairly well preserved®, even with experimental errors. Creating
true NR detectors is an active field of research, but at the moment they are still in
an early stage and difficult to operate [CHE"21, ESM*21]. We therefore use two
further beam splitters and four click/no-click detectors to achieve probabilistic
NR. We call this the 3BS setup, as depicted in Figure 4.4. This setup still has an
advantage over [LXS"16], as it does not require polarisation beam splitters and
thus does not require careful polarisation alignment.

SWith a generic (R, T) beam splitter, one has ps(0) = 4\R\2|T\2#
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D, D, Ds Dy

Figure 4.4: The detection setups BS (left) and 3BS (right). The beam splitters
are (R,T) and non-polarising. Unless otherwise specified, the detectors D; are
conventional single photon click /no-click detectors.

We define the following decision rules for the honest prover (for one detection
window, corresponding to a round of the protocol):

(BS) Answer ‘0" if Dy xor Dy clicks, answer ‘17 if (D;, D) click, answer ‘@’ if no
click occurs.

(3BS) Answer ‘0’ if two clicks in one arm after BS; are detected ((Dy,Ds) or
(D3, Dy)), answer ‘1’ if two clicks in different arms are detected ((Dyq, D3),
(Dy, Dy), (Dq, D3) or (Ds, Dy)), otherwise answer ‘@’.

This means that in the 3BS setup we post-select entirely on 2-click events, giving
us weak number resolution, but only with some probability.

In practice, no qubit or channel is perfect and we need to check under which
conditions our protocol remains secure. To that end we will parametrise the entire
setup from the single photon sources (at the verifiers) to the detection (at the
prover) in terms of the errors that can appear. The setup consists of the following:

e Each verifier holds an imperfect single photon source, characterised by the
probability that at least one photon is emitted Msouree = P(n > 0), the
brightness B = P(n = 1) and the accidental pair production rate ppaix =
P(n = 2), where n is the number of single photons. We consider accidental
multi-photon terms P(n > 2) to be negligible.

e A communication channel between each verifier and the prover with a trans-
mittance (at the prover) of nps”. We assume that both channels from Vp
to P and from Vg to P have the same transmittance.

"The beam splitter at P is where quantum interference between the incoming photons hap-
pens.
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e The prover uses imperfect beam splitters with reflectance (amplitude) R and

transmittance (amplitude) 7" as well as single photon detectors characterised
by a detection efficiency 7qer (including loss between BS; and the detectors
as well as an imperfect intrinsic detection efficiency, per detector) and a
dark count rate pqax (per detector).

The final parameter is the overlap [ between the input states at the prover.
Assuming that the equipment of both verifiers is identical, we can regard
the photons leaving the sources as indistinguishable except in the degree of
freedom we use to encode our quantum states, for example the polarisation
degree of freedom. In practice it may happen that a protocol round is
started with a target overlap # but the communication channel disturbs it
to some 3 = 8 + & with error |§| > 0.

We will denote the set of experimental parameters as

Q[ﬂ = (nsourcm Bappain 8BS, |R|2a |T‘2a Ba 57 ndctapdark)- (424)

Some comments about these parameters are to be made. From an experimental
point of view the second order autocorrelation function (at zero time delay) g,
describing how bunched or anti-bunched the photons are coming from the source
(see Figure 4.5), is easier to determine. The quantities 7source, B and 9(2) can be
obtained in the lab and the latter has become a standard parameter to describe
the quality of a single photon source [TFVM20].

-
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Time delay Time delay Time delay

Figure 4.5: Bunching described by ¢® for photons coming from a single photon
source. Image from [Dell9].

However, more important for us is the probability ppai that there accidentally are
two photons produced at one source, because this may influence the interference at
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the beam splitter with the photon from the other source. Assuming P(n > 2) ~ 0,
we can relate g and P(n = 2) as follows, [MPFB13],

g? 5 g% 2

Dpair = P(n =2) = SH = 7(21750urce — B)", (4.25)
with p being the mean photon number produced by the source. Moreover, we
account for errors in the communication channels as follows. If the verifiers expect
a protocol with {23 and in reality the overlap between the input states changes
from B to f = B+ on the way to the prover, then the honest party will
run the protocol with €25 = Qg5 That means P will reproduce the expected
distribution slightly worse. Note also that the verifiers do not need to know /trust
the detection system parameters but could in principle base their security checks
simply on industry standard values of {7get, Paark }. Moreover, nps and ¢ can be
estimated by the verifiers because they know in which way they send out the
inputs (e.g. free space or in a quantum network). In this sense, the verifiers have

control over all parameters.

4.4.2 Imperfect honest prover

We will analyse the honest statistics in the realistic scenario. We will do so in a
hardware-agnostic way.

First, we will argue that all we are interested in are the two probability distri-
butions Pg, (D1, D;) and Pg,(D;,Dy4) of these detector click patterns happening
given an experimental configuration €23. This follows from the symmetry of the
setup and the fact that photons bunch or anti-bunch into each bunch/anti-bunch
output configuration with the same probability®. Hence

P, (D1, D2) = Pq,(Ds, Dy),

4.26
Pg,(D1,D4) = Pq, (D, Dy) = Pg, (D1, D3) = Pq,(Dy, D3). (4.26)

An intuitive example of this is the Hong-Ou-Mandel (HOM) effect [OHMS87]. For
overlap 8 and an (R, T) beam splitter, the probability to bunch to each output
port is |R[*|T)?(1 + %) [Lou00|. This uniform distribution on the output ports
(given bunch or anti-bunch) also holds for the cases of 3 incoming photons, as we
prove in Appendix 4.7.3. That means

P, (0) = Pq,(2-click in one arm) = 2 - Pq, (D1, Dy),
P, (1) = Pg,(2-click in two arms) = 4 - Pq, (D1, Dy), (4.27)
szﬁ(g) =1- PQB(O) — Pﬂﬁ(l)

8Explicitly, we mean P((0,2)) = P((2,0)), P((0,3)) = P((3,0)) and P((1,2)) = P((2,1)) for
any |R|? and |T|?.



4.4. QPVgwap with realistic experimental conditions 65

Finally, we post-select on conclusive answers and test the probability distributions
of ‘0’ and ‘1’ answers there. So we are looking for

Pa,(0) = Pq, (0] concl.) = %7
. ]I'DQE(l) (4.28)
pa, (1) = Pg,(1]concl.) = T-Po(2)

Next, we find explicit expressions for the probability distributions of the required
detector click patterns. To that end, we expand

Pq,(D1,Ds) =
= (1 — paark)® Z]}DQB(D17 D, | k photons at BS;)Pq, (k photons at BS;)
k

Pg, (bunch | k)

= (1 —_ pdark)2 Z |:PQ/3(D1a DQ ‘ bllIlCh, k‘) B)

k

+ Pq, (D1, Dy | anti-bunch, k)Pq, (anti-bunch | k) | Po, (k photons at BS,), (4.29)

where

Po, (k photons at BS;) =
ZIP’Q_S(/c photons at BS; | £ produced)Pg, (¢ produced). (4.30)

1>k

The factor (1 — pgak)? accounts for the fact that the other two detectors Ds
and Dy should not click. The factor 1/2 in P, (bunch | k)/2 stems from the fact
that for a non-negligible contribution to Pq,(D;,D;) the photons have to bunch
into the (Dy,Ds) output arm, which happens with probability 1/2. Otherwise,
we would require both D; and Dy to have a dark count (and loose all photons),
which would dominate that contribution via p3,,° We neglect terms of order
O(p3,..)- Furthermore, we consider up to k = 3 photons incoming to BS; and up
to £ = 3 photons in total being produced by the sources in a round of the protocol.
The probabilities for k& > 4 incoming photons are considered negligible because
assuming P(n > 2) ~ 0 for each source gives Pg, (4 photons at BS;) ~ nisp2.;,
which is only ~ 107!2 for the parameters we will encounter later. Higher photon
number terms are even smaller. In the process of treating the 3-photon case we
had to generalise the HOM output port distribution to 3 photons, as formulated
in the following lemma. The proof can be found in Appendix 4.7.3.

4.4.1. LEMMA. Consider photonic qubits |) ,|d) arriving at one input port of a
(symmetric) (R, T) beam splitter and |x) at the other input port. Then the output

91n practice values like paax ~ 10~7 per detection window can be achieved.
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port distribution is given by

[(L1o) > + [ D) P + [{81x) P
2- (14 [(Ll9)[?) 7
P((2,1) or (1,2)) = 1 — P((3,0) or (0,3)). (4.32)

P((3,0) or (0,3)) = 4|R[*|T|? (4.31)

In the same vein we expand

PQ[;(DM D4) -

= (1 — paark)? Z]P)QB(D17 D4 | k photons at BS;)Pq,(k photons at BS,)
k

Y [pﬂﬂ(ol, D | bunch, )Pq, (bunch | k)
&

+ Pq, (D1, Dy | anti-bunch, k)Pq, (anti-bunch | k) | Po, (k photons at BS;). (4.33)

Here there is no factor 1/2 after Pg,(bunch |k) because no matter into which
output arm the photons bunch only one extra detector dark count is needed,
incurring only a factor pgaq instead of p2_ ., which we do not neglect.

Given all this, one has to explicitly write out all these probability contributions
in (4.29) and (4.33), which gives very long overall expressions. These can be found
in Appendix 4.7.2. Finally, note that for example for overlaps 8 € {0, 1} an ideal
honest party with the set of parameters 5 = (1,1,0,1,1/2,1/2,/,0,1,0) will
produce

1
P(0 | po, concl.) = 3 P(0] p1,concl.) =1, (4.34)
2
P(1] po, concl.) = 3 P(1] p1,concl.) =0, (4.35)
1 1
P@[p)=7 PB@[n) =3 (4.36)

using the 3BS setup, because for orthogonal inputs (pg), if the photons bunch,
half of the time they get filtered out by a ‘@’ response when the probabilistic
number resolution fails, while the case when they don’t bunch will always yield
a conclusive response. This can be generalised to any 3 as

1+ 32
P(0] pg, concl.) = 3 i_ /[82’
1 2
P(1|pg,concl.) =1 — 31_7227 (4.37)
1+ 32

P(2 | ps) = —.
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Since an ideal P would produce this with the proposed setup it makes sense
to consider this one as ‘the ideal distribution’ instead of the usual SWAP test
distribution. However, the essential quantum interference occurs in the first beam
splitter BS; that implements the SWAP test.

4.4.3 Statistical testing

The SWAP test is a probabilistic measurement and in a realistic scenario with
errors it also won't give a deterministic answer on identical inputs of the form
[¢)) ® |[¥). In order to distinguish the honest prover from attackers the verifiers
therefore need to test between the hypotheses ‘the sample received comes from
P’ and ‘the sample received comes from attackers’, considering that P will make
some (predictable) errors. As each round is run independently and identically
distributed (i.i.d.), the samples generated over many rounds will be samples from
a binomial distribution. In the problem there are three involved distributions:
the ideal one, the imperfect honest one, and the attacker one. To distinguish
them, we will perform a binomial test. Similarly to the ideal scenario, we will
define acceptance regions around the ideal distributions for each /5 in such a way
that we still capture the imperfect P with high probability. These acceptance
regions depend on the experimental conditions Q. If the conditions are too bad,
these regions are forced to be wide, possibly even largely overlapping for different
. Then the test will be impaired and, for example, if all acceptance regions
overlap, the protocol can be broken. Or else, the conditions could be bad enough
so that we have to run an infeasibly large number of rounds. In such cases, we
say that the experimental conditions are too weak for QPVgywap. Intuitively,
if the experimental conditions are good enough, the more rounds we run, the
narrower the acceptance regions will become'” and the lower the probability that
attackers produce a sample which reaches all acceptance regions simultaneously.
This behaviour is depicted in Figure 4.6. Then we can see how many rounds we
need to run in order to achieve enough confidence in distinguishing attackers from
P as a function of the experimental parameters €23. The worse the conditions,
the more rounds we will need to run and if the conditions are too weak for QPV
the protocol can be broken.

In order to still capture the honest prover with high probability even in the pres-
ence of errors, we need to widen the acceptance regions of the errorless protocol
as given by (4.4). The new lower bound will be the smaller of the two a-quantiles
of the ideal and the imperfect distribution. The new upper bound will be the
larger of the two (1 — a)-quantiles. In other words,

La,Qg = min{za(ﬁv Rﬁ)v ZO&(QZ% Rﬁ)}/Rﬁ
Ua,0, = max{zi-a(B, Rp), 21-a(S2s, R3) }/ Rp.

10Wnhile still accepting P with high probability, because we will define the acceptance region
accordingly.

(4.38)
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Figure 4.6: On the left, we have not run enough rounds yet and a large part of
the attacker distribution (red) overlaps with the acceptance region (gray). Thus
attackers would have a decently high probability of returning a sample that gets
accepted. On the right, after many more rounds, the probability of returning a
sample that lies in the acceptance region is negligibly small. These plots are for
B8 = 3/4, fgin(R) denotes the binomial probability density function for R rounds
and p(0) the fraction of ‘0’ results.

Here again, the values of z,(5, Rg) and z,(€23, Rs) can be obtained by inverse
of the cumulative distribution function Fgin(rsps(0)) and FBin(Rﬁ,PQB(O))7 respec-
tively. This defines the round-dependent acceptance regions accq,(a, R) =
[Lass Uagy]- Defining these regions in this way ensures that we still capture
P with high probability > 1 — O(ka), with k the number of different overlaps
used in the protocol and a can be set very small, like 1076, Meanwhile, attackers
need to get pg(0) € accq,(a, Rp) for all 3 in order to succeed. If the experimental
conditions Qg are so bad that all acco,(a, Rg) overlap, attackers can succeed by
choosing to answer with some fixed list producing p(0) € () acca, (a, Rs). Indeed,
all acceptance regions overlap very quickly when one tries to implement the SWAP
test with just one beam splitter and two click /no-click detectors. We therefore
demand that not all acceptance regions overlap, that is, ﬂﬂ accq, (o, Rg) = 0.

Finally, one subtlety is that with the proposed 3BS setup the rate of incon-
clusive answers is overlap dependent, as seen in equation (4.37). However, we still
want to maintain a uniform distribution over the input overlaps {f1, ..., 8x}. To
do so, we send uniformly random input states ps until the number of conclusive
rounds reaches Rz > Ripreshola for all 5. Eventually, with sufficiently nice €25 and
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sufficiently high Ripreshold, We may achieve

Pq, (acclatt) = [ [ Po, (accslatt) = [ [ P(5s(0) € acco, (@, Ry)) <&, (4.39)
B B

with any desired €. For example, we could set ¢ = a and, in the end, choose «
very small, say a ~ 107% Then we would accept P with a high probability at
least 1 — O(ka) and accept attackers with a vanishing probability at most a.

Ry =500 R, =500
0.040 0.10
B accept B accept
0.035 W attack B attack
. lab 0.08 4 MWW lab
0.030 1 ideal B ideal
0.025 4 0.06 4
g g
Z 0.020 1 z
= =
0.015 4 0.04
0.010 1
0.02 4
0.005 1
0.000 - ] T 0.00 - T ]
0.0 0.5 1.0 0.0 0.5 1.0
»(0) p(0)

Figure 4.7: Illustrating the test via the example of the protocol with overlaps
{0,1}, so that pg_o(0) = 1/2 and ps—1(0) = 1. Note that in the left plot the
attack distribution is the same as the ideal one (hence overlaying red and green),
but they perform badly on identical inputs.

4.4.4 LOSCC attack strategy in practice

We now go on to describe LOSCC attack strategies in the presence of experimental
errors. Our result on parallel repetition implies that the optimal strategy for
multiple rounds is to use the optimal single-round strategy many times. Attackers
will therefore maximise their chance to get accepted by trying to bring their pg(0)
as close as possible to max{ps(0),po,(0)} for all 3. This is because generally
attackers want to answer ‘0’ as often as they can'! in order to perform better on
high overlap inputs. We take this into account by allowing them to adaptively
optimise towards max{ps(0), pa, (0)}. The relevant parameter is therefore'” Ag =
[max{ps(0), pa, (0)} — ps(0)].

As before, attackers are restricted to PPT measurements {IIy, I1;, I} to cap-
ture attacks using classical communication. In Section 4.3.2 we proved full loss

Hywhile performing as well as possible overall
2Since, conditioned on a conclusive answer, we have Ag(0) = Ag(1) we can just use the ‘0’
answers and write Ag.
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tolerance of our protocol. Adding two more beam splitters in the 3BS setup does
not change that, as the quantum interference that is hard to simulate for attackers
happens in BS; and the effect of the extra beam splitters can be classically calcu-
lated by each attacker. In the 3BS setup there is a non-zero inconclusive-answer
rate even with perfect transmission, namely when the probabilistic number res-
olution fails. We assume they have some way of getting the honest loss pattern
(4.37) right by adding the constraints'

1+ /32
4

In total, this leaves us with the following optimisation problem:

Tr[Ilzpg] = V. (4.40)

minimize: 1AL
subject to: 1o, Iy, 115 = 0
g8, T8, TI28 = 0 (4.41)

Mo+ 10, + 11, =1
Tr[llops) = (1+5%) /4 V3B,
with

Tr[Ilopg, ] .
] pal0) - ﬁ if pg, (0) = pay, (0)

i Tr[[lopg, ] . :
P, (0) — ﬁ%ﬂl if pg,(0) < po, (0)

(4.42)

The solution will give us the optimal PPT measurement attackers can apply to
do as well as possible on all 8 for the statistical test. Since practically one will
have ppair > 0, attackers will have access to three or four photons sometimes and
possibly they can do better with these extra resources. Therefore, we will also
solve the above optimisation problem for higher photon numbers by adjusting the
dimensions of the involved operators. In particular, for k& photons attackers will

apply a POVM {H(()k)7H(lk),ch )} on 2F dimensional states pf,f). In general, the
state prepared by the verifiers takes the form

(k) _ (k) (771) ©F
Py _/U(2) U P, (UT) " du(U), (4.43)

where Pli];) is some pure k-qubit state describing two states [¢) | |¢) with |[(¥|¢)| =
B making up a k-photon state'*. Here y is the Haar measure on the unitary group
U(2). Integrals of the form (4.43) can be explicitly calculated using Weingarten
calculus [Wei78, CS06]. We used the Mathematica package IntU [PM11] to cal-

culate pg) and pgl).

131f they don’t get it right, they are caught right away.
MFor example, if one source produces a pair we’d have Pﬁ; = [Yo) (V|
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The above optimisation then gives Agfi)n. Clearly, it is beneficial for attackers

to choose to answer as much as possible in rounds with more photons. The overall
Ag min Will then be composed as

: 4
Aﬂ,min = p<2)A<62,1)rn1n + p(3>A,Eﬁd,2nin + p(4)A;)’,3nin7 (444)

where p,,,) is the fraction of rounds of m photons among the attackers’ conclusive
answer rounds. In particular, the attackers control p(,) and it could be that
Py = 1 and p) = p) = 0 for example. This is constrained by (4.40). Say, for
example, the verifiers expect a conclusive-answer rate of 1079 and the rate of 4
photons (double pair production) is p; ~ 1078, Then indeed attackers can choose
pay = 1 and only answer on 4 photon rounds (and even among those not answer
on all). If peona. ~ 107 in this example, then attackers will also need to answer
on some rounds with 3 photons, thus pyuy < 1 and p@) > 0, and possibly also
P2y > 0 in order to be able to answer conclusively often enough. All this will
affect Agmin and in turn the total Ay, which will then affect the statistical test
in the end, which affects how we have to set Rinreshold-

4.5 Numerical simulation under realistic conditions

We have done all these simulations for the prime example of overlaps {0, 1},
that is, sending either equal or orthogonal states. First of all, in that case the
optimisation (4.41) gives

1

lA L =5,
1

lAR I =5, (4.45)
1

lA L =5

The portions p(,,y are chosen adaptively, depending on what the overall expected
experimental conclusive-rate peona. = 1 — %Zﬁ pz(Qs) is'. Then everything is
fed into codes calculating all the acco, (v, R3), which depend on the experimental
conditions, the number of conclusive rounds we run and how small we set a.
Finally, we increase the number of (conclusive) rounds and can plot Pq, (acc | att)
as a function of Rinreshold- 1o illustrate this, realistic experimental parameters

5Basically, the attackers use higher m as often as possible before going on to use m — 1, and
SO on.
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could be close to [TFVM20, MPFB13]

Tlsource = 0.12

B =0.1197
g? =0.04
9(2) 2 —4
Ppair = 7(2nsource —B)"~3-10
nes = 0.20 (4.46)
|RI* = 0.45
IT|*> = 0.55
Naet = 0.20
Pdark = 1077

We wrote code that calculates Po, (acc| att) as a function of Ripresnora- The results
for both the original BS setup and the proposed 3BS setup are depicted for
different values of the polarisation error § in Figures 4.8a and 4.8b, respectively.

— ideal — 05,6=005 — 056=015 Q4,6= 025 — ideal — 05,6= 005 — Q5,6= 015 Q6= 025
Q6= 0 — Qu6=01 — 056=02 Q6=0 — Q56=01 — Q46=02

Po,(acclattack)
Po,(acclattack)

) I

o 1000 2000 3000 4000 5000 6000 7000 o 1000 2000 3000 4000 5000 6000 7000
Runreshels Runvesel

(a) BS (b) 3BS

Figure 4.8: The success probability of LOSCC attackers, Po, (acclatt) given the
experimental conditions (4.46) and different values of the overlap error ¢ as a
function of Ripreshola for the different setups with 5 € {0,1}. The grey horizontal
line marks Pg, (acclatt) = 10°. As mentioned in the main text, for the original
BS setup without number resolving detectors signal loss forces pg,(0) ~ 1 for
all § making the protocol insecure (note that all imperfect lines lie on top of
each other). The 3BS setup removes this insecurity by introducing probabilistic
number resolution using just simple click/no-click detectors.

Note that Ripreshold in these plots corresponds to conclusive rounds per overlap
/B € {/817 s >ﬁk} If7 for examp167 Pconcl. ™~ 1076 and Rthreshold ~ 103, then we will
need to run ~ k-10° rounds in total in order to build up enough conclusive rounds
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(per ). In general, if peonct. ~ 107 and Rinreshold ~ 10°, then we expect to run at
least ~ k- 10" rounds in total. So, if in principle security can be achieved, then
the time needed per round will determine if QPV is practically feasible under the
experimental conditions €23.

4.6 Discussion

We constructed and analysed a new quantum position verification protocol de-
noted QPVgywap, and showed that it possesses several desirable properties. It
was shown that it is fully loss tolerant against LOSCC attackers, that it can be
attacked with n pre-shared EPR pairs and that at least €(n) pre-shared EPR
pairs are necessary in the 8 € {0,1} case. Moreover, it fulfils strong parallel
repetition and retains the loss tolerance even if all rounds are run in parallel.
QPVgwap even remains loss tolerant and secure in the LOSQC setting, making
it the first QPV protocol with this property. However, we were unable to show
a finite gap between the attacker and the honest success probability in the lossy

LOSQC scenario.

The flexibility and simplicity of the SWAP test, both theoretically and exper-
imentally, make it a good candidate for practical QPV. One notable advantage
is that the setup of the prover is static and does not require any sophisticated
fast switching between measurement settings. To that end, we performed a de-
tailed analysis of our protocol under realistic experimental conditions, in which
we quantify the entire experimental setup in terms of possible imperfections and
take these into account in the attack model. We identified a condition indicating
whether the experimental conditions Qg allow for security in principle and if so,
numerically calculated the figure of merit Ripreshola(€25), the number of conclusive
rounds (per ) we need to collect to guarantee a sufficiently low attack success
probability Pq, (acc|attack). For the prime example of sending identical or or-
thogonal states and realistic conditions already Rinreshold(€25) ~ 102103 (per )
suffices to achieve Pg, (acc|attack) < 107%. Our protocol therefore remains fairly
robust in the presence of experimental imperfections and the challenge for imple-
mentation is to run many rounds fast enough to be able to collect Rinreshola(€25)
conclusive rounds for each overlap.

However, given that it can be attacked fairly easily with pre-shared entangle-
ment, and that it cannot handle slow quantum information, it is not the ‘ultimate’
QPYV protocol yet.
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4.7 Appendix

4.7.1 SDP security proofs
Exponential suppression of attacker success probability

Here we provide the proof of (4.8). Let N2® the binomial distributed random
variable that describes the number of ‘0’ answers of attackers in Lg. Since

D3, pg‘B € [%, 1)7 we can approximate the binomial distribution with a normal

distribution N'(p,0?) with u = Rgp and o2 = Rgp(1 — p) for p € {pg,pr},
respectively. This is valid as long as Rg(1 — p) is sufficiently large, which we can
always achieve by making Rg large enough. Then

P(accp|attack) = ]P’(z% <N < zf_%)
= FNSB (Zf_g) — FNAB (Zg — )

1 2oa — 3 25 —
~ 5 1+erf( fUQB ) 1+erf< 2 )} (4.47)
Now for N (u, 0?) one has z, = F~*(q) = pp + V20 erf '(2¢ — 1). Replacmg the

24 values and defining ¢, := erf 1(1 — a) as well as f;g( =4 /2p5 ) gives

1 VEsAs+ fica VA Ca
P(accg|attack) e ( s+ fic ) 1 ( B 13 fse ) (4.48)

fhE 2°¢

Using erf(z) ~

Ca AB
P(accs|attack) \f [ (VRs—15ea) 1 (125)°
\/R>5Aﬁ - fﬁ Ca
(\/RiﬁAﬂwaﬁca) ( A )
\/?AB + fﬂ Ca

As pr # 0 and pr # 1, we may neglect the terms f[;A,Bca in the denominators
because we can make Rg sufficiently large. Moreover, leaving out the second
(positive) exponential term gives the approximate upper bound

(4.49)

P(accslattack) < VAP e~ (VRasds=Tea) /(15%)" (4.50)
\/7TR Aﬁ
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Relating psucec to [|Afl1 for QPVgyap(0,1)
Relating these two quantities is straightforward and achieved by one application
of the triangle inequality. Consider

Psuce = %TI[HOPO] + lTr[Hlpl] <u

4.51
n 2 n - ( )

with u < 3/4. We want to massage this to get the Ay and A; expressions into it.
Doing so gives

Tr[I1 1 Tr[II 3
1,M+,,M2772u' (4.52)
n 2 n 2
This implies
Tr[II 1 Tr[II
|A||1_]1_f[ i +‘—[ 1]
n 2 n
Tr[II 1 Tr[II 3
2‘1 d °p°]+f— i) > 5 —2u. (4.53)
n 2 n 2

SDP for LOSCC security of QPVgyap(0,1)

From the density matrices we see that there is no difference between picking two
random equal states or picking two equal states in a random mutually unbiased
basis (MUB), see p;. Similarly, picking two random orthogonal states or picking
two orthogonal MUB states is the same, see py. These become

1 0 0 O 2000
110 2 -1 0 110 1 10
PP=%lo -1 2 of =%lo 110 (4:54)
0 0 0 1 000 2
We can then write the following SDP for this discrimination task:
Primal Program
1
maximize: §Tr[HOpO+H1p1] (4.55)

subject to: Il + I} = 142
I, e PPT(A:B), ke{0,1}.

Dual Program
minimize: Tr[Y]
subject to: Y — QI® — p;/2 >0, i€ {0,1} (4.56)
Y € Herm(A ® B)
Q; € Pos(A,B), i€{0,1}.
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A feasible solution for the primal program is

10 0 0 2000
110 2 -1 0 110 110
0 0 0 1 000 2

with solution %Tr[ﬂopo + II;p1] = 2/3. Note that these measurement projectors
correspond to attackers choosing a random MUB to measure in and returning 0 if
the measurement outcomes were different and 1 if they were equal, which is also
a LOSCC strategy. This can be seen from the fact that

%(\10> (10] +101) (01 + [=+) (=+| + [+=) (+—|

+ ity T+ i) (i) = T, (4.58)
é(\00> (00] + [11) (11] + [++) (++[ + [—=) (|
+ )ity Gt 4 i) () = 1. (4.59)

A feasible solution to the dual program is:

1001
:”.4 ]].4 plB 1 00 00 1 + +
Y =1 === =~ |o%) (@7 = 4,
60 =% 2 " z|o 00 of gl ®I=0 (460
1001
@1=02=0. (4.61)

These adhere to the constraints in the dual program, because

_ TB,@:k, E,ﬂ P —
Y - Q! 5= (6 2) 5 0> 0, (4.62)
0 0 0
s po 1]0 1 =10 1
y_oe_PL_24 P -~ = [T (T|=0. (4.
@ 2 6 2 12010 -1 1 0 6‘ )Pz 0 (4.63)
00 0 0

Since Y € Herm(A® B) we get a feasible solution for the dual with value Tr[Y] =
2/3. The primal and dual values are the same, so the maximum probability of
success for LOSCC attackers is 2/3.

SDP for LOSCC security of QPVgnap

We will prove that the optimal probability of success for attackers in the n-round
parallel repetition case is (2/3)". The SDP of the n-round parallel repetition
protocol is:
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Primal Program

1
maximize: — Z Tr[sps]

! se{0,1}"
subject to: Z Iy = Tg2n
s€{0,1}"
II, e PPT(A:B), se{0,1}"

(4.64)

Dual Program
minimize: Tr[Y]
subject to: Y — QT —p,/2" =0, se{0,1}" (4.65)
Y € Herm(A ® B)
Qs € Pos(A ® B).

Clearly, repeating the strategy of the single round protocol gives a feasible solution
for the primal program with success probability (2/3)". We will now construct
feasible Y, @), for the dual.

We start again by setting Y to be the identity matrix with proper normalisa-

tion, so
Tozn (2 " To2n 2 !
vl (3) = 2% such that TrfY] = () . (4.66)

We will construct a general feasible solution for Qs for any string s € {0,1}" from
Qr(s) where T'(s) is the sorted version of s. First we show a general solution for
s =0"and s = 1" string. Again a solution for the all-1 input case is Qy» = 0 > 0.
The constraint for s = 1™ in the dual program of the SDP then reduces to

]1227:, p?n
- = 4.67
2 (167
Note that the eigenvectors of p; are the four Bell states {|®T),|®7),[T1),|U7)},
with respective eigenvalues {1/3,1/3,1/3,0}. Then the eigenvalues of 2 ?in are

1/6™ or 0. Thus, the eigenvalues of (4.67) are either 0 or 1/6™ and (4.67) is non-
negative. Similarly to the single-round protocol, we have the following solution
for the s = 0™ case,

e (o)

Qon =~ 5

(4.68)

The eigenvectors of pgs are again the Bell states, with respective eigenvalues
{0,1/3,1/3,1/3}. The eigenvectors of Qgn are all the combinations of tensor



78 Chapter 4. Quantum Position Verification with the SWAP Test

products of these four Bell states. If one of these states is the |®T) state the
corresponding eigenvalue of Qg is 0, otherwise it is (%)" Since Qo is Hermitian
and has only non-negative eigenvalues Qg» = 0, as desired. The corresponding
constraint in the dual program of the SDP reduces to

]122n ]12271, p‘?n /)gm
— —— | ———=0>=0. 4.69
6" ( T = (4.69)

Hence, the all-zero or all-one cases are satisfied. By induction, suppose that we
have a valid solution @ for some s € {0,1}" and add a round n + 1 of equal
inputs. First, by assumption,

Y —QF — p,/2" = 0, (4.70)
and adding the extra round of equal inputs, we will show that

Qs1 = Qs ®p1®/2 (4.71)

is a valid solution for the (n+ 1)-round SDP. We have already shown in Appendix
4.7.1 that plB > 0. Since the tensor product of positive semidefinite matrices is
again positive semidefinite, we have ;1 = 0. Rewriting the first dual constraint,
we get

ﬂ22n+2 ,03 ® P1
Gntl Q on+1
To2n+2 T Ps @ p1
= gl 7QB®§7 ontl
R TR ¥ s o P11 Ps®p1
% ®% A 2 on+1
Ay potpr Ts 1 Ps®@p1
T o6n ® 3 QS ® 92 on+1
Lo2n Ts P To2n 2p0 — ;1
_ _ _ s = L, 4.72
( 6" @ @ 2 6" ® 6 ( )
A B

The tensor product of two positive semidefinite matrices A is also positive semidef-
inite. For part B, note that the eigenvectors of 2”‘36_ 2L are again the Bell states
with respective eigenvalues {0,0,0,1/6}, so part B is positive semidefinite. Since
sums of positive semidefinite matrices are positive semidefinite, the whole con-
straint is positive semidefinite. Since for any number of rounds n we have a
feasible solution for the s = 0™ case, by repeatedly adding the ‘equal’ case, we
can repeat the previous steps to get a feasible solution for any sorted string 071*
for all n, k, namely

R

620"1’c - QO" ok

(4.73)
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Now take a string s € {0,1}", and let P, be a unitary consisting only of 2-qubit
SWAP operations that sorts the n-rounds, such that P,p,P! = pr(s) and Pl =P,
We can then write down the general solution of ), using the correspondmg map
P applied to the sorted version. Let Qs = (Ps QTB P,)™e. Using the fact that P,
is a unitary matrix, we get for the corresponding Constramt in the dual SDP:

Y — QT —p, /2" = 0 P(Y — QT — p,/2")P, = 0
&Y — PQTP, — priy /2" = 0
‘:’Y—P((PQTB P)TB)TBPs—pT(s)/TLEO
&Y — P(PQryP)Ps — pr( /2" = 0
¢>Y*QTB(S)*PT(S)/Q =0, (4.74)

where the last expression is positive semidefinite by (4.73). Thus, the first con-
straint in the dual program of the n-round SDP is fulfilled for any string s.

The final step is to show that Qs = (P; QT ) P,)™® is positive semidefinite. Note
that P, permutes both registers held by A and B, respectively, together, since it
consists only of 2-qubit SWAP operations. The action is thus independent of the
partial transpose on the second party B. We therefore have Qs = P,Qp(s)Ps. Now,
since Ps is unitary and Q) is positive semidefinite we see that (), is positive
semidefinite.

All the constraints in the dual program of the n-round SDP are thus satisfied
by our constructed Qs matrices, and thus we obtain a feasible solution to the
dual program with value Tr[Y] = (2/3)", which is equal to the primal value
(and is attainable by the single-round LOSCC strategy repeated n times). This
shows that the optimal LOSCC attacking strategy for n parallel rounds is just
the single-round strategy applied n times in parallel.

SDP for lossy LOSCC parallel repetition of QPVgyap(0,1)

We will now optimise the probability of being correct conditioned on answering.
The SDP for the lossy n round parallel repetition protocol in which attackers
either answer on all rounds or on none is given as:

Primal Program

. 1 ~
maximize: 70 Z Tr[gps)
se€{0,1}"

. _ 4.75
subject to: Z I | + 115 = 1g2n ( )

se€{0,1}"
Tr[llgp] =1—1n, s€{0,1}"
I, e PPT(A:B), sc{0,1}"U®.
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Dual Program

Te[Y] — (1 —n)y
y R n
subject to: Y — QT —p,/2" =0, sec{0,1}"

2(Y — Q) — 7Ly = 0

Y € Herm(A ® B)

Q. €Pos(A®B), se{0,1}"U@
veR.

minimize:

(4.76)

Here 7 is the transmission rate and Tr[II,p,] = 1—7 is the loss condition attackers
have to fulfil. Tt turns out multiplying the POVM elements by 7 and picking II
accordingly, i.e. I, = nlI, for every s € {0,1}" and Iy = (1 — 7))Ly gives a
feasible solution for the primal program with solution (2/3)".

For the dual program, we pick

12277, ~

Then clearly Y € Herm(A ® B),Q, € Pos(A ® B),y € R and the first condition
remains satisfied since we have not changed the Y, Q of Appendix 4.7.1. The
second constraint becomes

n

N 2
22(Y — QIF) — ylpen = Ly oy = (2/3)"g20 = 0 = 0. (4.78)

So all constraints in the dual are satisfied. We thus get an upper bound of

TV~ (1—m)y _ (2/3)" — (1= m)@/3)" _ n(2/3)"
n n

= (2/3)".  (4.79)

Thus, we finally have piax, (n) = (2/3)" for any 1 € (0,1]. Together with Propo-

sition 4.3.1 in the main text, this gives full loss tolerance for the n-round parallel
repetition of our protocol.

4.7.2 Explicit descriptions for Pq,(D;, Ds) and Pq,(D;, Dy)

As argued in the main text, we only need to find expressions for Pq,(Dy, Ds) and
Pg, (D1, Dy) in terms of experimental parameters. Then we can recover Py, (0) as
well as Pg, (1) and therefore also Pq, (0 | concl.) and Pq, (1| concl.), which are the
probabilities of interest for security analysis. In what follows we will find explicit
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expressions of each term in our expansion

Pq,(Dy,D,) =
= (1= paan)® Y _Pa, (D1, Dz | k photons at BS;)Pg, (k photons at BS;)
k

Pg, (bunch | k)

= (1 — pdark)2 Z |:IP;'QE(D17 DQ | bU.]flCh7 k) 5

k
+Pg, (D1, Dy | anti-bunch, k)Pq, (anti-bunch | k) | Po, (k photons at BS;),
(4.80)

and the analogous formula for P, (D1, D4). We will first treat the terms that are
part of both probabilities Pq, (D1, Ds) and Pg, (D1, Dy). Note that the sources
produce ¢ < 3 photons with the following probabilities p:

Po = (1 - nsource)27
P11 = 23(1 - nsource)a

P2 = B2 + 2ppair<]~ - 7]50urcc)7 (481)
p3 = 2ppairBa
P4 = piair'

Then the probabilities that & photons arrive at BS; given ¢ < 3 photons produced
is

M=

Pq, (k photons at BS;) = P, (k photons at BS, | £ produced)Pq, (¢ produced)

o~
w |l

k

l _
(k> s (1 — 7ms) " pe. (4.82)
=k

Next, we consider the probabilities to bunch or anti-bunch given k photons inter-
fering at the beam splitter. To that end, we first had to derive the output port
distribution for 3 incoming photons (2 from one side, 1 from the other)'®, see
Lemma 4.31 in the main text and Appendix 4.7.3 for the proof. From Lemma 4.31
we gather that for |¢)) = |¢) and overlap 5 = |(¢|x)| we have

Pidcal(bunch | 3) = 4|R‘2|T‘2
Pigear (anti-bunch | 3) = 1 — Pigen; (bunch | 3). (4.84)

1+ 232
4 )

16T his is a generalisation of the Hong-Ou-Mandel output port distribution P((0,2) or (2,0)) =

2
M to 3 photons.
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In the imperfect case, we have to consider all cases that can appear with k in-
coming photons, such as 2 photons in one input port, or 1 in one and 2 in the
other input port. The case of k = 0 does not matter because we neglect the
terms proportional to p3, ;.. The case of k = 1 is trivial, as one could say that the
photon always ‘bunches’. Hence, we can set Pg, (bunch | 1) = 1. For two photons,
we need to distinguish between the cases of both photons coming into the same
input port (no interference) or one photon in each input port (interference). The
respective probabilities are

IPg, (all in one mode | 2)

_ 2ppair(]- - nsource)nlz?,s + 2ppaian]235(1 - nBS) + 2p§airn]2?>s(]‘ - 77Bs)2

4.85
Pq, (2 photons at BS;)  (485)
P, (one in each mode |2) = 1 — P(all in one mode | 2). (4.86)

Then the overall probability to bunch given 2 incoming photons is

Pq, (bunch|2) = (|R|* + |T'|*)Pq, (all in one mode | 2)
1 2
+4|RP|T)? J;/B Po, (one in each mode | 2). (4.87)
For 3 photons, we get
1+ 23°

Pg, (bunch | 3) = 4|R\2\T\2+Tﬁ. (4.88)

Finally, note that a single photon click/no-click detector clicks if at least one
photon triggers it [MPFB13]. Hence, the probability for a click gets higher
if more than one photon reach the detector. To account for that, we define
Petick(m) = P(photon 1 detected U---U photon m detected), describing the prob-
ability that a detector clicks if m photons go into it. This can be expanded via the
inclusion-exclusion principle and the independence of the events of each photon
being detected. Fundamentally, we parameterize P(photon z detected) = nge SO
that peiec(m) is a function of nge only. For completeness, we give them here:

pclick(]-) = T)det> (489)
pclick(2) = 2ndet - ngcta (490)
pclick(3) = 377dct - 377316t + n(?l’et‘ (491)
We now continue with the separate expressions for detectors (D1, D,) and (Dy, D4)

respectively.

Clicking probabilities for (Di, D)

Again, we will distinguish the cases for different numbers of £ < 3 interfering
photons. Since we condition on k& photons having bunched or anti-bunched, we
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just need to go through the next beam splitter (where no interference happens)
and add up the events for which we get a (Dy, D,) click pattern. In the bunching
case, we may assume that the photons bunched into the (D1, D,) arm, because
otherwise two dark counts would be needed, dominated by a factor p3,,. The
results are

P, (D1, Dz | bunch, 0) = O (p3..) (4.92)
IPQB(DL D, | bunch, 1) = petick (1) pdark + O(p?]ark), (4.93)
Pg, (D1, Dy | bunch, 2) = 2| R*|T|*peasiex (1)?

+ (IR + 71" Pt (2)Paarc + O (D), (4.94)
Pq, (D1, Dy | bunch, 3) = 3(|R|4‘T|2 + |R|2|T|4)pclick(]—)pclick(2>

+ (IRI° + T1°) petick (3)Paark + O (Piaxi) - (4.95)

Similarly, one gets'”

Pq, (D1, D | anti-bunch, 0) = O (p3,.) (4.96)
Pg, (D1, D | anti-bunch, 1) = 0, (4.97)
Pq, (D1, D2 | anti-bunch, 2) = (1 = peiick (1)) Petick (1) Pdark + O (Piari) (4.98)

1
Pq, (D1, D | anti-bunch, 3) = 5(2|R|2\T|2(1 — paiex(1)) + (|R|* + |71

: (1 - pclick(Q))) : pclick(l)pdark

1
+ 5(1 — pclick(l))PQﬁ(Dla D2 ‘ bunch, 2)
+ O(pgiark) . (499)

Clicking probabilities for (D;,D,)

Analogously we treat the case for the (D1, Dy4) click pattern. This yields

]P)Qﬁ(Dla D4 | bunCha 1) |T| pchck(]-)pdark + O(pdark) (4100)
]P;QB(DI: D4 | bunch, 2) |T| pchck(2)pdark + 2|R‘ |T| pchck( )
( pchck( ))pdark + O(pdark), (4101)

Pg, (D1, D4 | bunch, 3) = |T| O petiek (3) Pdark
+ 3|RI*T|*petiex (2) (1 = Petick (1) )Paark
+ 3|R[Y T patic (1) (1 = Petiek (2))Paark
+O(Pian)- (4.102)

For Pq, (D1, Dy | anti-bunch, 1) we consider the photon to be leaving into the (D3, Ds) arm
because we already have the (D1, Da) case in Pq, (D1, D2 | bunch, 1). This again incurs a factor

2
Pdark-
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And for the anti-bunching cases,

P, (D1, D4 | anti-bunch, 0) = O (p3.u) (4.103)
Pg, (D1, Dy [ anti-bunch, 1) = 0, (4.104)
Pg, (D1, D4 | anti-bunch, 2) = IT*petic (1) + 2| R*|T|*peticic (1)

(1 = petiek (1)) Pdark + O(pgark)7 (4.105)

Pg, (D1, D4 | anti-bunch, 3) = |T|*paic(2) + 2| RI*| T|*peticr (1)* (1 — pasie(1))
+ (|R|4|T|2 + |T1%) petiek (1) (1 = Petick (2) ) Paark
+ (2|R‘2‘T‘4 + 2|R|4|T|2>pclick(1)(l - pcuck(l))2pdark
+ |RIIT)*petie (2) (1 = petick(1))Paark + O (Piarc) -
(4.106)
Now we have expanded all parts of the equations (4.29) and (4.33).

Original SWAP test setup with one beam splitter

We have done the analogous expansions as in the previous Appendix 4.7.2 also
for the original setup of the SWAP test with just one (R,7T") beam splitter and
two detectors Dy, Dy. For brevity, we will not include all the formulae here, but
they look very similar to the ones in Appendix 4.7.2. In this case, we break the
problem down to finding Pq,(D;) and Pq, (D1, D2), which are similarly expanded
as in (4.29) and (4.33).

4.7.3 Proof of 3-photon output port distribution

We generalise the well-known output probability distribution of the HOM effect
after 2 photons entered an (R, T) beam splitter in the two different input ports
and are detected in the output ports. We denote detector clicks as (¢, ¢o) with
¢y indicating the number of photons registered at detector k. Then, if a photon
in state |¢)) enters the beam splitter from one input port and |¢) does so from
the other, one gets, [Lou00],

P((2,0) or (0,2)) = 4|R\2|T\2%, (4.107)

P((1,1)) =1 —=P((2,0) or (0,2)). (4.108)
Here we generalise this to the 3-photon case, yielding the following lemma.

4.7.1. LEMMA. Consider photonic qubits 1) ,|¢) arriving at one input port of

a (R,T) beam splitter and |x) at the other input port. Then the output port

distribution is given by

[([0)” + LX) P + [Klx)
2-(1+[{¥]0)?)

Panti-buneh = P((2,1) or (1,2)) = 1 — P((3,0) or (0,3)). (4.110)

Pouncn = P((3,0) or (0,3)) = 4|R]*|T* ; (4.109)
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Proof:
For notational simplicity, we give the proof for the 50/50 beam splitter case,
for which |R|*> = |T|? = 1/2. The same calculation can be done with general

coefficients (R, T'). Let there be 3 incoming photonic qubits in the states

) = a0 [0) + o [1),, (4.111)
|¢) = Bo |0) + B (1), (4.112)
IX) =7010) + 7 1), (4.113)

with [¢) and |¢p) entering one input port, and |x) entering the other. For simplic-
ity, we consider photons with H/V polarisation as the basis states. The spatial
modes entering the input ports of the beam splitter are denoted by a,b. We first
need to write down the input Fock state (normalised by A), which is

lin) = N (coas’ + cnay’)(Boan’ + Brav’) (yobu' + v1by') |04, 05)
= N |V2a0B070 121, 1a) + V20080 |21, 1v)
+ (B + a1Bo)vo [Luly, 1u) + (@fi + a1Bo)n [1uly, 1v)
+ V28170 2, 1u) + V20187 [2v, 1y) |- (4.114)

Requiring |||in)|| = 1 gives an expression for the normalisation constant in terms

of amplitudes that can be rewritten as ' = ————. We needed |in) in terms of
b V 1+H(])? | >

actual Fock states, as in the second line above, to be able to find the normalisation
factor N. When passing through it, the 50/50 beam splitter acts as a unitary U
on the creation operators as

T Tl icul 4 dul
ayl o SH T byt s (CH T (4.115)
V2 V2
i idy T icol 4 dol
ayt oy ST byt 1y 1S AV (4.116)

NG NG
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Therefore, after a considerable amount of algebra, we arrive at

lin) — |out) = N iV 600800 |35, 0)

2v2

+iv/2(a1 870 + 0By + aoBom) [2u1v, 0)

+iv2(a1 8170 + 1 fon + aoBim) [Lu2v, 0)

+iv601 817 [3v,0)— V2008070 121, Lar) — V2008071 [1aly, Lr)

+V2(a1 170 — 1Bt — awBim) [2v, Lu) + V2008070 |15, 25)

+iV2(a1 B0 + @oBiv0 — aBon) [1v, 2u) — V6o B0 [0, 31

+V2(a0fom1 — a1Bovo — aoP1vo) 21, v) — 2ia1 Bryo [Lirly, 1)

—V2a1 517 [2v, Lv) + 2icoBoyi [1a, L ly) + 2ienBiyo [1v, 1uly)

—V2(1 B0 + a0Br¥e + aBor1) 10, 2 1v)

+iv2(a1Bom1 + 0By — a1B10) |1a, 2v) + ivV20151m |1y, 2v)

—\/5(@131”/0 + a1 oyt + aofin) 10, 1y2y)

—V601 817 |0, 3V>] 7 (4.117)
where the red terms indicate states with all 3 photons in one detector arm and

the green terms states with photons in both detector arms. One can check that
|out) is normalised, and thus indeed a valid quantum state. This yields

— M 2 2 2 2 2 2
P((3,0) or (0,3)) = = {3|0¢o\ 1Bol"[70]” + 3lan[*|B1 ]| |
+ (a1 + a1Bo) 0 + aofoml?
+ (0B + e fo)m + alﬂmﬂ . (4.118)

Writing the coefficients oy, Sk, Vi in terms of their respective Bloch angles (¢, 6)
simplifies this, after some algebra, to

3 1
P((3,0) or (0,3)) = N 4+4(r¢.r¢+r¢.rx+r¢.rx)},

with the Bloch vectors r corresponding to their respective states. We now use
the correspondence between the dot product between Bloch vectors and the inner
product between Hilbert space states, namely

1
(ol B)* = 51+ ra - 15). (4.119)
Inserting this into the above probability and simplifying finally yields

[Pl + [P + [{obol®
2-(1+ [(¢10) ) ’

P((3,0) or (0,3)) = (4.120)
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where we also inserted A/. Accordingly, this also gives us

P((2,1) or (1,2)) = 1 — P((3,0) or (0,3))

87

(4.121)






Chapter 5

On the Structure and Separation of
LOSCC vs. LOSQC

Chapter summary. Inspired by protocols in relativistic quantum cryptogra-
phy protocols like QPV, we investigate quantum state discrimination using local
operations and one round of simultaneous classical or quantum communication
(LOSCC/LOSQC). First, we demonstrate an LOSQC upper bound for QPVpg,
based on the no-cloning principle. We then study the LOSQC and LOSCC set-
tings more generally. Firstly, by giving necessary and sufficient conditions for
perfect discrimination. Secondly, showing that perfectly LOSQC discriminable
state ensembles can be constructed by ‘inverting’” quantum secret sharing schemes.
Finally, we demonstrate a separation between LOSCC and LOSQC even for sep-
arable state ensembles and prove an uncertainty relation that yields error bounds
in LOSQC state discrimination for ensembles containing a certain structure.

This chapter is based on parts of the following papers:

[ABSV22| Rene Allerstorfer, Harry Buhrman, Florian Speelman, and Philip Ver-
duyn Lunel. On the role of quantum communication and loss in attacks on
quantum position verification. arXiv preprint, 2022. arXiv:2311.00677. To ap-
pear in Quantum.

[GALC23] Ian George, Rene Allerstorfer, Philip Verduyn Lunel, and Eric Chi-
tambar. Time-constrained local quantum state discrimination. arXiv preprint,
2023. arXiv:2311.00677

5.1 Introduction

Following Landauer [Lan91], it has become a central tenet of quantum information
theory that information is physical — how information is encoded into a physi-

89
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cal system decides the limitations of information processing. No subfield takes
this viewpoint more seriously than (relativistic) quantum cryptography, which
uses the limitations on information processing imposed by the laws of physics
to construct secure cryptographic protocols. In particular, relativistic quantum
cryptography uses the assumption of no superluminal communication in relativity
along with the standard quantum mechanical formalism to determine security.

As we encountered in Chapter 3, any bipartite quantum operation can be ap-
proximately implemented using one round of simultaneous communication, mak-
ing QPV a cryptographic task that cannot be unconditionally secure. Much of the
research on QPV now focuses on the construction of QPV protocols that might
require a great deal of entanglement to break (see Chapter 3). Yet, the basic
communication model and operational capabilities when the adversaries do not
share any entanglement are still not well understood. This places an important
gap in the study of QPV and relativistic quantum cryptography in general. The
motivation of the work in this chapter was to make progress on closing this gap,
further clarifying the interplay between cryptography, quantum communication,
and locality.

Our main goal is to identify fundamental limitations in the task of a certain
class of QPV protocols, which we call time-constrained state discrimination tasks,
when either classical (LOSCC) or quantum (LOSQC) communication is employed.
We will consider bipartite, globally orthogonal state ensembles {py, piif}}, as pro-
tocol inputs and the task of the prover is to identify which state was sent, i.e. to
correctly identify the index k. The setting is depicted in Figure 5.3.

The problem of LOSQC state discrimination has previously only been studied
for entangled states [ABSV22|, where, in fact, a separation between LOSCC and
LOSQC was shown for an entangled input ensemble. The entangled state ensem-
ble given there is not discriminable even if one allows for any number of rounds
of classical communication (LOCC), but a single round of simultaneous quan-
tum communication allows for perfect discrimination. Otherwise, its advantage
over LOSCC is unclear. To focus on the role of communication, we focus mainly
on ensembles of globally orthogonal product states {py, |ax) 4 |bx) 5 }&, since then
any quantum correlation in the discrimination protocol must come through the
communication and not the states themselves.

5.2 LOSQC bounds for QPVyy,

In this section we will show a bound for LOSQC attacks on QPVp,,. Our argu-
ment is based on optimal bounds for approximate cloning of quantum information,
will give a bound for any local dimension d of the input and has a clear opera-
tional interpretation. For the start, assume that the attackers A, B have optimal
local success probabilities p4 ., pB.., respectively. Our argument will be that if
these local success probabilities (and thus also the global attack) were too high,
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t 4
< Y
& &
Va A BVg T Va A BVg?
Figure 5.1: LOSQC setting Figure 5.2: LOSCC setting

Figure 5.3: Spacetime diagram of the LOSQC and LOSCC settings in the con-
text of (time-constrained) quantum state discrimination. The verifiers Va, Vg
simultaneously send p;!, pf drawn from an ensemble {py, piP};. Alice and Bob,
denoted A and B, have to distinguish the index k using only local operations and
one round of simultaneous communication. Single lines are quantum, double lines
are classical information.

then we would be able to construct a cloning procedure that violates the optimal
approximate cloning bound.

First, note that it is beneficial to look at the protocol in the purified setting,
where instead of sending a random Bell state, each verifier creates a Bell state
|®.), keeps one register and sends the other to the prover. The ‘correct’ result
is defined by a Bell measurement at the end of the protocol (and the prover’s
response shall be the same). This setting is equivalent to the original protocol.
Looking at the entanglement structure of the purified protocol, it is evident that
the task is equivalent to entanglement swapping. This is illustrated in Figure 5.4.
How does an attack manipulate the entanglement structure?! Alice can apply
a channel, mapping A — A;A; and so can Bob, mapping B + B;B;. The
total entanglement (in a measure of your choice that satisfies monogamy and
monotonicity) e, 4, between Vy and A; Ay as well as ep, g, between Vi and By By
is at most one ebit. Thus, by the monogamy of entanglement we have

eq, +ea, <1 and ep, +ep, <1. (5.1)

So at least one connection, say e4, w.l.o.g., must fulfil e4, < 1/2 and similarly on
Bob’s side. After communication, Alice holds Ay B; and Bob A By, on which they
perform their final POVM to produce an answer. This is depicted in Figure 5.5.

1For simplicity, we will describe the scenario when qubit EPR pairs are used in the protocol.
But the argument holds for any local dimension d, when 1 is replaced by logd.
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Va W Ve Va Vg
AB AB
(a) Original protocol (b) Equivalent protocol

Figure 5.4: By (5.2) these two settings are equivalent. On registers A, B a Bell
measurement is supposed to happen. In Figure 5.4a the verifiers prepare a random
Bell state and send it to the prover, in Figure 5.4b each verifier prepares |9, ),
keeps one qubit and sends one to the prover. By performing the Bell measurement
on the inputs, a Bell state is swapped into the registers Va, Vg, on which the
verifiers project onto a Bell state at the end, defining the correct answer. A and
B need to simulate this as well as possible.

A1 B;
ea; <1/2 €8y

VA VB

A2 B>

Figure 5.5: Entanglement structure in an attack, at the final stage when attackers
have to measure and respond. The grey lines can contain an arbitrary amount of
entanglement because it could consist of entanglement the attackers distributed
in their round of communication. But, importantly, the entanglement of at least
one connection (per attacker) to the respective verifier qubit must be limited by
monoganmny.

This argument alone allows us to bound psuc.(LOSQC). Consider just Al-
ice (trace out Bob) and her registers A;B;. Then whatever POVM she applies
and the result she sends back to Va comprises an LOCC operation on the regis-
ters grouped together as Va(A1B1Vp). Thus, the entanglement between V, and
Ay B,V cannot be increased from the original 1/2. In particular, such an attack
can only swap at most 1/2 ebit into V4Vp. But on that final state in V,Vp the
verifiers perform a Bell measurement, which will inevitably give a probabilistic
answer on a state that contains only at most 1/2 ebit, and thus the attackers’
response will sometimes be incorrect. In contrast, the honest prover completes en-
tanglement swapping by doing the Bell measurement, swapping 1 ebit into V4 V5.
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By the entanglement swapping identity

1
‘(I)+>VAA ‘q)+>v33 = 9 |(I)+>VAVB |<D+>AB + |<I)*>VAVB ‘q)*>AB +

v V) ap + 1Y)y, |\IJ—>AB]7 (5.2)

the honest response will always coincide with the verifiers” measurement result in
the end.

Using for example E%, the entanglement of formation squared, as a monoga-
mous and monotonous entanglement measure, one can derive the following weak
bound. In [BDSWO96] it was shown that

Er(p) > h(; VG —g>), (5.3)

with ¢ = maxy (V| p |¥) the fully entangled fraction of p, where the maximization
is over all maximally entangled states W, and h is the binary entropy function.
Note that g corresponds to the attackers’ success probability. This is because
their success probability is at least 1/2, meaning that the optimal state p?}jVB
they swap into V4Vp has at least fidelity 1/2 with the correct Bell state the
verifiers project onto (and thus at most 1/2 with any other Bell state). And if
the optimal state |¥) in g is not one of the four Bell states, then using pye. still
provides a lower bound because the function z — /z(1 — z) is monotonically
decreasing for x > 1/2 and so is h for arguments larger than 1/2. Hence, we have

1 oot 1
ﬁ 2 EF(:DVI;VB) Z h<2 + psucc(l _psucc)> . (54)

Inverting h on the decreasing branch, since the argument is always at least 1/2,
leads to a quadratic inequality in psue.(LOSQC), which can be solved to get

Ph8.(LOSQC) < % + \/h—l (\2) \/1 —h! (é) ~ 0.894. (5.5)

One small subtlety is that E% is only known to be monogamous for registers that
contain qubits. In principle, attackers could use higher-dimensional auxiliary
systems in their attack.

In [ABSV22], we also derived a general bound using the squashed entangle-
ment [CWO04] as entanglement measure and a hashing bound from [DWO05] to
obtain p2B (LOSQC) < 0.926 for d = 2. Using the no-cloning principle directly,
this bound can be improved and generalised.

5.2.1. THEOREM. The optimal LOSQC attack success probability on QPVyy, is

upper bounded by 3/4, i.e. phB (LOSQC) < 3/4. For QPVy,, using local dimen-

sion d the bound is 5= led‘
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Proof:

Denote by p2,.., pB... the optimal local success probabilities of A, B and let pA2_be
the optimal coordinated attack. Considering just the local success probabilities
is a relaxation because, in principle, it allows for different responses from A and
B, which is not allowed in a realistic attack. It is clear that

pﬁAlE‘c S min{p?uccapsBucc}> (56)

and we will now proceed to upper bound min{p,.., p8,.}. The structure of any
LOSQC attack on QPVg. must lead to an entanglement structure as drawn in
Figure 5.5.

In particular, the verifiers themselves (or even just one of them) could create
the situation of Figure 5.5 themselves in their own lab because they know what
the optimal success strategies are. They could simply create the inputs and
apply the optimal strategies of A, B to registers A, B. This splits A — A;A,
and B +— B DB,. Imagine now that we add a third input state |®), . in the
registers Vo C' and that the optimal strategy of B is applied to register C', mapping
C — (1C5. Note that the state in C,C5 is identical to the one in B;By. This
procedure creates the following entanglement structure:

A; By

VA VB

G

Ve

Figure 5.6: Entanglement structure created by someone, say a trusted verifier,
who generated three inputs and applied the optimal local attacker channel A of
A on one and the analogous channel B of B on two of the three inputs. They
then apply the optimal measurement of A on registers A; B; and the one of B on
registers AsCs.

Afterwards, the optimal measurement of A is applied to registers A; B; and the
optimal measurement of B is applied to registers A;C5. This swaps entanglement
to the registers V4, Vg and V4 Ve, respectively. Tracing out all other registers, we
end up with the structure depicted in Figure 5.7.

The state p("/itVB corresponds to the state giving A her optimal local success
probability in attacking QP Vg, because we applied the optimal split A — Ay A,y
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opt
Pvavp VB

e *Ve
Figure 5.7: Using the optimal attack strategies of A and B we may create this
situation.

and the optimal local measurement on A; By in order to remotely prepare p(‘)}:‘tVB.
Likewise, the state pi’/itvc corresponds to the state giving B his optimal local
success probability. At this stage Va could take some state |¢)V/,‘ and attempt
to use the standard teleportation protocol to teleport it to both Vg and Vc. In
general, this will result in some states p‘éB and p?}c at Vg and V¢, respectively.
The average teleportation fidelity f between the resultant state and the original
one depends only on the maximally entangled fraction of the resource state p,
[HHH99], and is given by

Fd+1 (®y|p|®y)d+1
d+1 d+1 ’

= (5.7)
for local dimension d. A consequence of optimal asymmetric 1 — 2 cloning is
that the arithmetic mean of the average fidelities fulfils [SIGA05],

ve ;fvc < g’ (5.8)

no matter which resource states was used. Plugging in equation (5.7) for each f
in (5.8) yields

(D4 [pvavs | P4) + (P [pvave [ P4) <01
2 —6 6d

(5.9)

This allows us to bound the average success probability (pA.. + pB..)/2. Note
that any Bell state |B;) can be regarded as |®.) with a suitable local unitary
1 ® U; applied to the latter. Thus, we can write

2 . Lo
Phice + Phuce _ L Z (@1 ® Ul piy, 1 @ Uil @) + (4]0 @ Ul piy 0, 1 @ Uil D)
2 d? 4 : 2

(5.10)
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where the inequality follows from the fact that (5.9) holds for any states py,v,
and py,v,.. Hence

S
6d

d) + Phice(d)
2

Phice
e (@) < min{pfl...(d), pS,e.(d) } < =<

5
Psuce < 6 - (511)

For d = 2 this gives pAB (2) < 3/4. O

We suspect that this bound is not tight because we relaxed the QPV situation
and only looked at the local success probabilities of A and B, and their average.
In reality, however, A and B are forced to respond with the same answer. Our
argument does not include this coordination, and therefore we think that the
realistic success probability pAB_ is only loosely upper bounded by (5.11). For
d = 2 the upper bound of 3/4 has been further improved to In(2) ~ 0.69 in
[ACGT23]. The argument there is similar to the one we gave here, but adds more
and more auxiliary verifiers, thus building up a ‘ring’ of entanglement via the
local attack strategies. It turns out that this can then be connected to a special
case of the quantum marginal problem on cyclic graphs with Werner states as
bipartite marginals between neighbours, which in turn is related to spin chains.
The maximal nearest-neighbour entanglement of Heisenberg XXX, spin chains
in the limit of N — oo qubits, which is In(2), then bounds pgu..(LOSQC).

5.3 Studying LOSCC and LOSQC more generally

5.3.1 Necessary and sufficient conditions

Unlike traditional local operations and classical communication (LOCC), the
maps generated by both LOSCC and LOSQC maps have a relatively simple de-
scription.

For LOSQC, Alice (resp. Bob) performs a local isometry V : A — A A,
(resp. W : B — B;B,) and sends system A, to Bob (resp. Bj to Alice).
Alternatively, we can say that Alice holds the outputs of the quantum chan-
nels £(-) = Try, [V(-)VT] and F¢(-) = Trp, [W(-)WT] after communication,
while Bob holds the outputs of their complements £°(-) = Tra, [V/(-)V] and
F() = Teg, [W (W],

For LOSCC, the local isometries are replaced by local instruments (A474),
and (BfﬁB )y, which are collections of completely positive maps for which A, ®
B, describes the joint evolution when Alice broadcasts classical message x and
Bob broadcasts classical message y. Without loss of generality, we can assume
that these are ‘fine-grained’ instruments having the form A,(-) = A,(-)Al and
B,(-) = B,(-)B] with Kraus rank one for each z and y, respectively, since the
coarse-graining of more general maps can always be delayed until the second
round in which the local state discrimination measurement is performed. Up to
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normalisation, the local instrument transforms pap — AI®By(pAB)AL®Bj/ given
classical messages (z,y).

The conditions for perfect state discrimination using either LOSCC and LOSQC
are intuitive to understand. Since no interactive communication is allowed, Alice
and Bob must be able to ‘distribute the orthogonality’ of their states. That is,
the communication must transform the initial states {pj:f}, such that afterwards
the reduced states are pairwise orthogonal for both Alice and Bob. For LOSQC,
this means that

Tr[(€ @ F) (ot )€ ® F)(p)] = 0,
=0

h e (5.12)
Tr[(€°® F) (o )(E @ F)(pi”)]

for all k& and k' # k. For LOSCC discrimination, the reduced states of A, ®
B, (pi?)AL @ B} must be pairwise orthogonal for k # k" and every pair (z,y).
Defining the positive operator-valued measure (POVM) operators M, = Al A,
and N, == B;By, we immediately obtain the following.

5.3.1. PROPOSITION. The states {piP}y. can be perfectly distinguished by LOSQC
if and only if there exist isometries V : A — A1 Ag at Alice and W : B — BB,
at Bob such that after communication both end up with an orthogonal set of
states. That is, for £(-) = Tra, [V(OVT], () = Tra, [V(VT] and F(-) =
Trp, [W()WT], Fe(-) = Trp, [W(-)WT] it holds that

Te[(€ @ F9) (o) (€ ® FO) (o))
Te[(€°® F)(pi")(E° @ F) (o))

0 and
5.13
. (5.13)

for all k and k' # k. The states {piP}1. can be perfectly distinguished by LOSCC
if and only if there exist POVMs {M;'}, at Alice and {NF}, at Bob such that

Te[Tra[(M;' @ NJ)oiP] Tral (M @ NY)piPll =0 and

A By, AB A By, AB (5.14)
Tr[Trp[(M; © N, )pi. "] Tep[(M;" @ N, )pia”]] = 0

for all x,y, k # k.

Proofsketch:

(=) Tt is evident that these conditions are necessary. If they were not fulfilled,
at least one of Alice and Bob would end up with a non-orthogonal set of states,
which cannot be distinguished perfectly. Hence, at least one of them would incur
an error by the Holevo-Helstrom theorem.

(«+) For LOSQC, indeed, if such channels exist, both Alice and Bob end up with
orthogonal sets of states, so there exist measurements that perfectly distinguish
those sets and allow them to identify the index k. For LOSCC, the argument is
similar. There could be many more measurement outcomes (z,y) than indices k,



98 Chapter 5. On the Structure and Separation of LOSCC vs. LOSQC

depending on how they choose their local POVMs. But if those conditions hold,
each pair (z,y) uniquely points to one index k, so Alice and Bob can distinguish
the set perfectly. |

5.3.2 Constructing perfect LOSQC discriminable ensem-
bles

To get a more concrete feel about LOSQC, we give a recipe for building LOSQC
distinguishable ensembles. The key observation is that perfect LOSQC discrimi-
nation can be viewed as ‘undoing two secret sharing schemes of the same classical
secret k (see Figure 5.8). Informally, we are going to show the following.

5.3.2. THEOREM. (Informal) Consider secret sharing maps & : k — T,lel and
E  k — U]?ZBZ such that a single share reveals no local information about k.

Then {px, TkAlBl ® U,‘?ZBZ} is LOSQC discriminable but not locally discriminable.

k‘—>51><A><)M1'>k

/{?—)52 Mz"k

(a) Secret Sharing (b) LOSQC

Figure 5.8: Depiction of perfect LOSQC as secret sharing in reverse. The M, are the
decoding measurements at Alice and Bob after communication. & are the secret sharing
scheme channels that produce two shares. Having only one share of each secret sharing
scheme reveals no information about k, but if one has both shares one can decode k.
Thus, if A and B each get one share of each scheme as input (registers A; As and Bj Bo,
respectively), they can quantum communicate such that A holds both shares A;B; of
one scheme and B holds both shares A5 B5 of the other scheme, to perfectly discriminate
k via LOSQC.

To prove Theorem 5.3.2, we need some basic tools regarding state discrimination
and min-entropy.

5.3.3. FACT ([KRS09, Tom15]). The optimal state discrimination probability of
the ensemble {py, p} given the A space is Payess(K|A) = 27 Hmin (KA,

The above allows us to define a class of natural secret sharing schemes.
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5.3.4. DEFINITION. Consider a map Ex, 4, which may be viewed as a quantum
secret sharing scheme. £ is single-share perfectly secure if

Hin (K] Ai)g (i) = log (| K[) Vi € [m], (5.15)
where 7 = |K|71 Y0, |k) (k]

The idea is then that the type of secret sharing schemes given above have the
property that given secret shares from different secret sharing schemes, the secret
k is still not locally determinable. To prove this, we need the following lemmas
which are easiest to establish in some generality and then simply note that Hy,
is a specific case, namely a — oco. These lemmas rely on properties of Rényi
divergences, to which we refer the reader to [Tom15].

5.3.5. PROPOSITION. For any Rényi entropy H, we have H,(X), = log(|X|) if
and only if px = 7x = 1x/|X|.

Proof:

Consider py decomposed in its eigenbasis. That is, we can focus on px = px
where px is diagonal. Let H,(X), = —D,(px||1x) be a Rényi entropy via D,
being a Rényi divergence. Then,

Ho(X), = =Da(px[|lx) = =Da(px|lmx) +log(|X]) , (5.16)

where we used the normalisation property. By positive definiteness, one will only
equal log(|X|) if —D,(px||mx) = 0, which only happens if px = mx. O

5.3.6. LEMMA. Given pxp, Ho(X|B), = log(|X]) if and only if pxp = 7x @ pp.

Proof:
Let Hy(X|B), = —Du(pxp||lx ® op) be a Rényi divergence, where op may be
optimised over.

(«) Let pxp = mx @ pp. Then,

Ho(X|B), = —Du(rx @ psl||lx ® o)
= —Da(nx @ ppllnx @ o) +log(|X|) = log(|X|), (5.17)

where the last equality either follows from op = pp or because by positive defi-
niteness, optimising over opg results in pg.

(=) First, Ho(X), = log(|X]) if and only if px = mx by the previous lemma.
By the data processing inequality and our assumption log(|X|) = H(X|B), <
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H(X),. Thus, we may conclude px = mx. Hence, we have pxp = | X|™' Y |2)(z]|®
p5- Next,

log(|X]) = Ha(X|B),
= DX Y fo) (2] @ ppl[14 @ 05)

= —Da(d_ |)(z| @ pjl|1a @ o) + log(|X]). (5.18)

x

This implies D (3", |2)(z| ® ph||1a ® o) = 0. By positive definiteness, this can
only be the case if Y |x)(x| ® pj; = 14 ® op. This implies p}; = op for every x.
Thus, pxp = px ® pp for some pp € D(Hp). O

Having established these properties, which in particular hold for Hy,;,(X|B), we
can prove Theorem 5.3.2, which we restate more formally.

5.3.7. THEOREM (Theorem 5.3.2 but formal). Given any two single-share per-
fectly secure quantum secret sharing schemes Ej_, 4 g+ Ef_a,p,, the ensemble
(1K1 04, L5, = EXkY(E]) @ E2(|k)(k|)}x, where Alice receives Ay = AjA,
and Bob receives By = B1By, is LOSQC discriminable, but not locally discrim-
imable.

Proof:
Consider the global state after the secret sharing encoding:
PKAB1A2By = |K|71 Z ‘k><kj| ® 7—113131 ® Uflsz’ (519)
k
which implies
prase =K7Y R (K © 74, @ ok, (5.20)
k
i, = K[ k) (k@ h @ ok, (5.21)
k

By the single-share perfect security definition and Lemma 5.3.6,

1 2
PErA =T QWy, PrA, = T QWy,,

3 4
PKB = Tk @Wp, PKA; = Tk @ Wp,,

(5.22)

where each w' is in its appropriate space and does not have to be the same as
the others. Combining (5.20) and (5.22), by considering the partial traces, this
implies

_ 1 2
PKA Ay = TK ® Wa, ® Wiy

3 4
PKB B, = TK O Wp, ®Wp,.

(5.23)



5.8, Studying LOSCC and LOSQC more generally 101

Now, applying Lemma 5.3.6, we may conclude Hy(K|A12), = log(|K]|) and
Hpin(K|Bi 2), = log(|K|), which means this is still a single-share perfectly secure
secret sharing scheme, so no local measurements can reveal any information about
k. However, clearly if Alice sends Ay to Bob and Bob sends B; to Alice, then this
defines a perfect LOSQC strategy. a

5.3.3 Separation between LOSCC and LOSQC

A separation between LOSCC and LOSQC was first shown in [ABSV22| for an
ensemble of entangled input states, where it may be less surprising that quantum
communication can help over classical communication. In this section, we will
give a product state ensemble with the same property.

5.3.8. PROPOSITION. The states

[v0) = 10) [0) |a) = 12) [1+ 3)
1) = 10) 1) l¢s) = 12) 11 = 3)
[2) = [1) [1+2) |v6) = 3) 12 +3)
[¥s) = [1) |1 = 2) ) = 13) 12 =13) , (5.24)

where |i £ j) = %( i) £17)) and similarly for the complex states, can be perfectly
discriminated via LOSQC, but not via LOSCC. Moreover, for perfect LOSQC

discrimination, the distribution of entanglement is necessary.

Proof:
Since Alice’s states are classical, she will just measure in the computational basis
and forward her outcome to Bob. We can thus focus on Bob’s action and he must
ensure that both Alice and him can distinguish the two states corresponding to
input |k) at Alice after communication.

First, we demonstrate a perfect LOSQC strategy. Let Bob apply the isometry

V[0) = |00>
Vi) = 7(|11> +122)),
Vi2) = 7(|11> —122)), (5.25)
V[3) = (|12) +]21)).

3\

On the other states it acts as
VIil+2) =|11) VIil-=2) =|22),
VII4+3) =]1+2)]142) VI1I=3) =]1-2)]1-2),
VI2413) =|1+142)|1+2) VI2—1i3)=|1—-1i2)|1—i2). (5.26)
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Bob then keeps one register and sends the other one to Alice. After commu-
nication, both Alice and Bob just check which bit k& Alice has received, fol-
lowed by the corresponding measurement to distinguish the two possible inputs
of Bob for each k. For k = 0 it is {|0)(0],|1)(1| + |2)(2|}, for k = 1 it is
{1)(1],|2)(2]}, for k = 2 it is {J1+2)(1 +2],|1 —2)(1 — 2|} and for k = 3 it
is {]1+2)(1 +1i2|,|1 — i2)(1 — i2|}. Note that for each k we operate in smaller
subspaces spanned by either {|0), |1),|2)} or just {|1), |2)}, respectively. Clearly,
both Alice and Bob perfectly distinguish the input ensemble this way.

Next, we show that LOSCC cannot distinguish it perfectly. In the following
the amplitudes are less relevant, so for notational simplicity we will absorb them
into the kets |x;) or |¢;), respectively, which shall be assumed to be unnormalised.
Let Bob apply an isometry W : B +— By By E, where he sends By to Alice, keeps By
and F denotes the environment. Suppose Bob does not distribute entanglement
to Alice on input |¢)1). In general, this means that he maps

W 1), Z |23} g, [9i) 5, 1) (5.27)

such that the reduced state on By By reads ), |7;) (7|5, @ |4i)(vil g, On states
12) 5, |3) g there are no restrictions, so W' [2) p = >, (@) g p, |7) p and similarly for
|3) 5. Therefore,

Wi+2 =% Z 123 5, Wi g, £ 100) 5, 5,) 1) - (5.28)

For local orthogonality, we need that the two states in (5.28) are orthogonal on
both B; and on Bs. Let us write

|0i) B, 5, = |{7,} Yi) b +Z|${J} 1Yyi) 5 (5.29)
J#i

in the basis {|xn) g, [Ym) g, }m.n, Where |xf{k})B denotes the (unnormalised) super-
1
position of all |z;) 5 that have [yx) 5, attached to it in |¢;) 5 p,. Then
|xi>B1 |yi>B + |¢z‘>BlB2 =

(125, £ 12 5, ) Vi), = D 1), 1830 5 (5.30)
J#i

This state shall have orthogonal marginals on both B; at Alice and By at Bob.
Alice’s marginals are

P =l ) (@ £ g, + D 1ol )@l L, (531
j#i
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The orthogonality condition then is
0 =Tr[pp*py,”]
= Z| zi+ ‘/E{i}|x{{j}>|2 + Z|<lz - 1',{1-}|$,{j}>|2 + Z Z|<x,{j}|x,{k}>|27 (5.32)
i j#i A kA
which implies \x’{ j}) = 0 for all j # 4, since all terms in (5.32) are non-negative

an thus have to be equal to zero in order to add up to 0, and in particular,
|<xjij}|xf{j}>|2 = 0. Thus, (5.30) just reads

23) i, 198) 3 % 160 3,1, = (100, £ [25) 5, ) 19, - (5.33)

The orthogonality condition on Bob’s marginals is
0 ="Tr[ppt%pp," ] = (mi + 2y |w; + o) (i — 2|z — 2y (5.34)
which implies that |:13{i})B1 = |zi)p, or |xﬁli})B1 = —|x;)p,. Thus, we have

2}y = (1)

try acts as

;) g, for some r; € {0,1}. This establishes that the isome-

W2)p =D (1) |23} g, [yi) g, |0 - (5.35)

The same argument can be repeated for W' [3) ; = >~ [Xi) g, , |7) 5 to get

w |3>B = Z(_l) >B1 |yz>32 |i >E’ (5.36)

i

for some s; € {0,1}. But that means on inputs |2 £ i3) 5 it acts, by linearity, as

W2£i3)y =) (=1 £i(=1)") @i, [9:)p, i) - (5.37)

i

These two states cannot have orthogonal marginals on B; for Alice and B, for
Bob. For example, for Alice we get

0L T[] = 5 3 faalan) ((Z1) (=11 = i(-1)%)

= %Z (wla;) (1 =)
= Z (i) =1, (5.38)

where we remember that the |z;) , are unnormalised and contain the amplitudes
such that (x;]z;) is a probability. To summarise, we showed that if Bob’s isometry
W does not distribute entanglement on input |1), then they necessarily make
errors on other states of the input ensemble. Therefore, Bob must distribute
entanglement, and hence no LOSCC strategy could ever perfectly distinguish the
ensemble given in this theorem. a
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5.3.4 Uncertainty relation and error lower bound

In this section we establish local error bounds in state discrimination using lo-
cal operations and simultaneous quantum communication (LOSQC). We first
state the core lemma we will need. This establishes a general fact about local
state discrimination. Suppose |70)*? and |y1)*? are two orthogonal states which
Alice can distinguish by herself with very high probability. This requires the re-
duced density matrices v5' and 7;* to be nearly orthogonal. Consequently, tracing
out Alice in any bipartite superposition state a|y)*? + 3 \71>AB should cause
a nearly complete dephasing for Bob’s reduced density matrix. Hence, the two
states [72)*" = a |y0)*P £ |11)** should be almost indistinguishable from Bob’s
perspective. Indeed, the following lemma confirms this intuition.

5.3.9. LEMMA (Uncertainty Relation). Consider orthogonal states |v0)*" and |v,)*?
Then for |y:)*F = a |70>AB +4 \71>AB with «, B # 0, we have

Proof:
Define z = af8* = |z]e* for some ¢ and we will usually just write v for |v)(7y|.
Then we have

1

Dtr(ﬁBﬁé) = §||TYA [VfB - VéB] Il

= I Tra [z o) (" + 2" 1) (20l 7 . (5.40)

For later use we can rewrite this as follows. By definition of the trace norm, for
some unitary —1 < @ < 1, we have

Du(%lfﬁlj) = mgx%‘ Tr[Q('yf — ’y?)]‘ = mgx%‘ Tr[(ll ® Q)(*ny — 'ny)] ’
= | T [(1® Qu) (= 10} (1 + 2" [0} 30l **) ]|

= | (1@ Qua) (12 Bad [ + 12" ) (ol *?) | (54)

where we redefined |7,)*? = €% |0)*?. Moreover, by Uhlmann’s theorem, Alice’s

fidelity is lower bounded by

Floiaf) = mps|Te (1 & 0) b (]|

1
=3 (mlz}x Tr [(Il ®@U) |70)<71\AB} ’ + max

T2 U) ) (ol )

> ~max| Tr[ (1 @ U) (o) (1" + 1) 17| (5.42)

1
5 mélX
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This we can multiply by 1 = |z|/|z| and rewrite
F(yg,2i) = F(f* 1)

max| T (1 @ U) ([ bl + 1" )l ) || (5.43)

1
>
T2z U

where the first equality follows from |v) (70| = [%0) (|- In particular, choose the
unitary U = Quax to obtain

F(yg' i) = F(o™ A1)
> 101 Qu) (1l ™ + 11 bl |

1
= — D, (72,795). 5.44
e o (Vs 72) (5.44)
Rearranging this yields

Du(v{,7E) < 202l F(7'71") = 2| |F (35", 1) (5.45)
a]

In essence, the unitary on Bob’s side that characterises his trace distance in
its variational formula connects it to the fidelity on Alice’s side via Uhlmann’s
theorem, which demands that the fidelity between two states is the maximal
overlap between any two purifications. Any two purifications are connected by a
local unitary, so Uhlmann’s theorem also maximises over a local unitary — just like
the trace distance on Bob’s side. Hence, it is natural that Bob’s trace distance
and Alice’s fidelity are connected.

We now establish a trade-off between Alice’s and Bob’s error in discriminating
product states under certain structural assumptions.

5.3.10. THEOREM. Consider an arbitrary ensemble of quantum states that con-
tains four states of the form

o)™ = lao)™ [bo)”

o)™ = Jar)™ [ba)”

[42)"F = laz)” (o |bo) + B [br))”

|¢3)AB = \%)A (a]bo) — B8 |b1>)B» (5.46)

with (aglas) > 0. Say Bob makes error 3> > 0 in distinguishing |1) from [ts).
Then Alice makes error

2,3 2,3
11 Ves (1—€5)
0,1
ey > = —=+/1—|{agla))|? = 2|af* | —F—— 5.47
A =9 2 |< 0| 1>‘ | B| |<a2|a3>| ( )

in distinguishing |wo) from |iq).
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Proof:

For notational simplicity, we will denote a state pap in registers AB simply by
AB. When receiving input [i¢x) = |ax)|bx), Alice and Bob apply isometries
mapping registers A" — A¥ A¥, and B* — B} BE on input state [¢4), where they,
respectively, keep the L register locally and communicate the C' register to the
other party. After communication, Alice measures A% @ BE and Bob measures
Ak® BE. By the Holevo-Helstrom theorem, an error £3° means Dy, (A%® B2, A2®
B} =1- 25)23’3. The Fuchs-van de Graaf inequality then yields

F(A% ® B, Ay ® By) = F(AL, AL)F (B, By) < 2\/ep’(1—€’).  (5.48)
Using F(AZ%, A%) > F(la2), |az)) = [{as]az)| we get

2/’ (1 - £3)

F(B?, B3 < 5.49
( L L)— I(CL2|CL3>| ( )
Applying Lemma 5.3.9 we obtain
2,3 2,3
L Ves (L—ep)
Dy (B2, BS) < 4laf¥| aalas)] (5.50)

Note that Dy (B%, BL) = Du(AY @ B2, AY @ BL). If we can somehow convert
AY ® B, into A} @ Bl we can argue about Alice’s error £%'. We can achieve this
by the following trick.

Write |ag) = 7|a1) + & ]ai). Then, after applying Alice’s isometry V4 to
lao){aol = [y[*lar){as| + 70* |as){ai | + 70 |ai )} (as] + [0 |ai ) {aq |, we see

Al = Tr [ Valao) aol V] = PAL 70" AL + 77043 +0PAL". (5.51)
Let R! = 'y(i*AlL‘lL + ’y*cSAlLL’l +|6]2AL" and let us now add the term
1
sl =14} © B, + R @ By, (5.52)

to both sides of (5.50). Then, using the triangle inequality, we get on the left-hand
side

1
D (A% ® B, AY ® BL) + §||—(1 — [v*)AL ® B + R' @ By,
1
> 5[AL @ B — AL @ B — (1-y[*)AL® Bo+ R @ Bo|,. (5.53)

We plug in (5.51) for AY in AY @ Bl and observe that many terms inside the
norm cancel, as desired. We end up with

1
D (A% ® B, AY ® BL) + EH_(l — [v?)AL ® BL + R' @ By,
> Dy(AY) @ BY, AL @ BY) =1 — 2% (5.54)
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For the right-hand side of (5.50) we can use the monotonicity and invariance under
isometries of ||-||,, to explicitly calculate the term (5.52) we added by undoing
the partial trace and isometry. This yields, after a couple lines of calculation,

1
SI-( =)L @ BL + R © Bl
1
< sllao) (aol — lo){alll = VI = aglar) . (5.55)

Putting this into (5.54) and using (5.50) we arrive at

50— )

4|aff| ————" + /1 — [{agla) ]2 > 1 — 2% 5.56

| | |<a2‘a3>| |< 0| 1>| A ( )

Rearranging the terms yields (5.47). O

5.3.11. REMARK. The above theorem quantifies the trade-off between Alice’s
and Bob’s errors on some of the states (which translates to an overall error over
the whole ensemble). One can also assume a uniform error, i.e. assuming that
Alice and Bob make some error € > 0 on any state of the subensemble. Then a
similar proof leads to (5.47) as a necessary condition on ¢, reading

% + 4|aﬁ*|m + /1= [{aolar)? > 1. (5.57)

Depending on the input ensemble, this condition might necessitate ¢ > 0. More
details can be found in [GALC23|.

Theorem 5.3.10, or its uniform version (5.57), allow us to give an error lower
bound for LOSQC state discrimination ensembles of the form {|K|™, [4;)*"
lar)™ [bi)®}1. Note that the derived e only uses a subensemble of 4 states, but it
can straightforwardly be converted to an error over the whole ensemble.

5.3.12. EXAMPLE. For the BB84 ensemble

[%0) =10 10) |92} = [1) |+)
[¥1) = 10) 1) [¥s) = 1) =), (5.58)

we obtain

2e 4 2¢/e(l—¢g) > 1, (5.59)

which implies ¢ > § — ;1= Hence, we recover the optimal error bound that can
also be achieved [TFKW13].
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5.3.13. EXAMPLE. For the Domino states [BDF 99|

o) = 1) 1) ¥s) = [1+2)]0)
|1} = 10) 10+ 1) |v6) = [1—2)|0)
|th2) = 10)[0 — 1) |z} = 10+ 1) |2)
) = 12) [1+2) ) =10—1)[2),
|a) = [2) |1 = 2)

where |i £ j) = %(h) + 1)), we can use the subensemble {|y1) , [12) , [10) , |15)}
as the 4 states with the required structure to obtain

2 +2V2/e(1 —¢) > 1, (5.60)

which implies ¢ > £ — L ~ (0.09175.

1
2

S

5.3.14. EXAMPLE. For the unextendible product basis called Shifts [BDM 99,
giving two registers to Alice and one to Bob, yields the bipartite ensemble

|tho) = |00) |0) [th2) = |-1) [+)
1) = [+-) (1) ls) = [14) |-) .
We obtain
25+4\/5(1—5)+§ >1, (5.61)

which implies ¢ > 1 — ¥3£2VIT ~ (,00108.



Chapter 6

Making Quantum Position Verification
Protocols Loss Tolerant

Chapter summary. As noted before, signal loss poses a significant threat
to the security of quantum cryptography when the chosen protocol lacks loss-
tolerance, and for QPV protocols, even small loss rates can compromise security.
The goal is thus to find protocols that remain secure at practically achievable
loss rates. In this chapter, we modify the usual structure of QPV and prove
that this modification makes the potentially high transmission loss between the
verifiers and the prover security-irrelevant for a class of protocols that includes a
practically interesting candidate protocol based on BB84 states (QPVQBM). This
adjustment, which involves photon presence detection, a small time delay at the
prover, and a commitment to play before proceeding, reduces the relevant pro-
tocol loss rate to just the prover’s laboratory. The adapted protocol c—QPVfBB84
then becomes a practically feasible QPV protocol with strong security guaran-
tees, even against attackers using adaptive strategies. As the loss rate between
the verifiers and the prover is mainly dictated by the distance between them,
secure QPV over longer distances becomes feasible. We also examine possible
implementations of the required photon presence detection, making c—QPV{;B84 a
protocol that solves all major practical issues in QPV. Finally, we discuss exper-
imental aspects and give parameter estimates.

This chapter is based on the following paper:

[ABB*23] Rene Allerstorfer, Andreas Bluhm, Harry Buhrman, Matthias Chris-
tandl, Lloreng Escola-Farras, Florian Speelman, and Philip Verduyn Lunel. Mak-
ing existing quantum position verification protocols secure against arbitrary trans-
mission loss. arXiv preprint, 2023. arXiv:2312.12614. Contributed talk at QIP
2024. Contributed talk at QCRYPT 2024.
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6.1 Introduction

In this chapter, we focus on the design of a practically feasible and secure QPV
protocol. We introduce a structural modification to QPV where, instead of the
verifiers sending the information to the prover such that all information arrives
simultaneously, the quantum information shall arrive slightly before the classical
information. The prover confirms that he received the quantum information and
commits to playing, after which he receives the classical information to complete
the task. In this way, for every QPV protocol P, we define its committing version
c-P.

Consider a secure QPV protocol P with classical prover responses, which re-
mains secure when played in sequential repetition and in which the honest quan-
tum information is allowed to travel slowly (like QPVQBM). This implies that the
protocol is state-independent, in the sense that the attackers can replace the input
quantum state with any other quantum state (they can do this if the quantum
input travels slowly, for example). Then our main result states that for every
such QPV protocol P, its committing version c-P inherits the security of P, while
becoming fully loss tolerant against transmission loss. Denoting by 7y the trans-
mission rate from the verifiers to the prover and by np the one within the prover’s
laboratory (between committing and responding), we informally state our main
result, Theorem 6.3.9, as follows:

6.1.1. THEOREM (Informal). The success probability of attacking c-P (with both
nv and np) reduces to the probability of attacking P (with only np):

Plattack c-P,,, ,,,.| < Plattack P,,] + (1 — 2¢)8y/z + 2¢, (6.1)

where € and ¢ are parameters that can be made arbitrarily small by running more
rounds.

This means that the potentially very high loss between the verifiers and the
prover, 1 — 7y, becomes irrelevant to security in c-P,, ,, and only the much
smaller loss in the prover laboratory, 1 — np, matters. And for sufficiently high
values of np we often have security guarantees, e.g. for QPVéB84 [BCS22, ES23].
In theory, for an ideal prover, c-P,,, ., becomes fully loss-tolerant.

If we demand perfect coordination in commitments for all possible inputs,
which is expected from the honest prover, this will correspond to ¢ = ¢ = 0.
Then our result reduces to

Plattack c-P,,, ,,] = Plattack P,,], (6.2)

as the other direction Plattack P,,] < Plattack c-P,,, ,,] is simple to see'. The
above theorem allows for € # 0 # ¢ in attack strategies to make our argument

!The attackers can just pre-agree to commit with a rate 7y and use the strategy of P, to
produce the answers for c-P,,, ..
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robust, as very small values of ¢ (relative to the number of committed rounds)
or ¢ (relative to the 22" input pairs x,y) could in principle help attackers, while
leaving them undetected.

In [ABB"23] we further prove that the success probability for attacking our
protocol decays exponentially with the number of (sequentially repeated) rounds
that are run, even if attackers are allowed to use adaptive strategies.

Applying our results to QPVéBM, we show that quantum position verification
is possible even if the loss is arbitrarily high, the (constant-sized) quantum infor-
mation is arbitrarily slow, and attackers pre-share some entanglement (bounded
in the classical message length n).

Finally, we study two possible ways of implementing the non-demolition pho-
ton presence detection step of our protocol: true photon presence detection as
demonstrated in [NFLR21] as a potential long-term solution, and a simplified
photon presence detection based on a partial linear-optical Bell measurement
[MMWZ96] at the prover that is technologically feasible today. In the latter, the
honest prover essentially teleports the input state of the protocol to himself and
concludes the presence of that state based on a conclusive click pattern in the
partial Bell measurement, in which case the quantum state got teleported and
can be further acted on by the prover (for example, by a polarisation measure-
ment in basis f(z,y)). We note that for the committing version of QPV{pe,,
c-QPVipgy, no active feed-forward for the teleportation corrections is required,
as they predictably alter the subsequent measurement outcome and thus can be
classically corrected by the prover post-measurement. We identify the experi-
mental requirements at the prover as: being able to generate an EPR pair, to
do a partial Bell measurement, to store the teleported quantum state in a short
delay loop until the classical input information (z,y) arrives, and the ability to
perform the protocol measurement based on (z,y). The latter shall be possible
fast enough such that the protocol rounds can be run with high frequency (say,
MHz or ideally GHz). To that end, we argue that with top equipment MHz rate
seems possible already and GHz rate seems feasible in principle. Practically, also
the signal-to-noise ratio of the photon presence detection is an important figure
of merit that is relevant for the security of the protocol, which we discuss further
in the experimental section of this chapter. We argue that with state-of-the-art
equipment our protocol can remain within its secure regime, even in practice.?

In the next sections, we show how to make QPV for longer distances possible
by slightly modifying the structure of the previously known protocols. This opens
up a feasible route to the first experimental demonstration of a QPV protocol that
captures security against the three major problems that the field faces: attackers
with bounded pre-shared entanglement, photon loss (for large distances), and
slow quantum information.

2As the numbers will strongly depend on the actual experimental setup of a demonstration,
we only give estimations.
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6.2 QPV with a commitment

One of the major issues in practical quantum cryptography is the transmission
loss between the interacting parties. Most QPV protocols are not loss tolerant,
and those that are have other drawbacks, most notably being broken by an en-
tanglement attack using only one pre-shared EPR pair [LXST16, ABSV21] or
requiring a large quantum computer at the prover and computational assump-
tions [LLQ22|.

To overcome this, we introduce the following modification to the structure of
a certain class of QPV protocols. Let P, . be a QPV protocol with the verifiers
sending quantum and classical information and the prover sending classical an-
swers, where 7y is the transmission rate between the verifiers and the prover, and
np is the transmission rate in the prover laboratory. We define its committing
version (or protocol with commitment), denoted by c-P,, .., by introducing a
small time delay J > 0 between the arrival time of the quantum information and
the classical information at the prover. When the quantum information arrives
at the prover, he is required to commit to play (¢ = 1) or not to play (¢ = 0) the
round. Only the ¢ = 1 rounds are later analysed for security purposes. We will
show that introducing this step will eliminate the relevance of the transmission
rate ny from the verifiers to the prover for security. We prove that only the (po-
tentially small) loss in the prover’s laboratory np will count now because of this
post-selection on ‘committed’ rounds.

This trick can be applied to a class of QPV protocol that fulfils the neces-
sary criteria of our proof. For concreteness, and because it is practically most
interesting, we will focus on the case Py, ;. = QPVéBM, where we denote by
C—QPV{;B84 the protocol with commitment.

6.2.1 The protocol c-QPV]};B84

The committing version of QPV{;B84 is described as follows. We describe the
protocol in its purified form, whereas in practice it might be simpler to implement
its prepare-and-measure version, using BB84 states {|0),|1), |+),|—)} as inputs.

6.2.1. DEFINITION. Let n € N and let f:{0,1}" x {0,1}" — {0, 1} be a 2n-bit
Boolean function. A round of the QPV{;B84 protocol with commitment, denoted
by c—QPVfBBM7 is described as follows.

1. The verifiers draw two n-bit strings z,y € {0, 1}" uniformly at random. Va
prepares the EPR pair [®*) = (|00) 4 |11))/+/2 and sends one qubit @ and
x to P and Vg sends y to P such that x,y arrive a time § > 0 after @) at
P. The classical information is required to travel at the speed of light, the
quantum information can be sent arbitrarily slowly.
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2. If the prover receives @, he immediately confirms that and broadcasts the
commitment bit ¢ = 1. Otherwise, he broadcasts ¢ = 0.

3. If ¢ = 1, P measures @Q in the basis f(z,y)? as soon as x,y arrive and
broadcasts his outcome a to Va and Vg. If the photon is lost in the time §
or during the measurement, he sends ‘signal loss’.

4. The verifiers collect (¢, a) and Va measures the qubit he kept in basis f(z,y),
getting result v. If ¢ = 0, they ignore the round. If ¢ = 1, they check whether
a = v. If ¢,a arrived at their appropriate times and a = v, they accept.
They record ‘signal loss’ if they both receive ‘signal loss’ on time. If any of
the answers do not arrive on time or are different the verifiers abort.

The sequentially repeated protocol, denoted by c-P71, . works as follows:

1. The verifiers collect a certain number of rounds r of c-P,, . that come
back with commitments (ca, cg) # (0,0). Rounds with (ca,cp) = (0,0) are
discarded.

2. Ifin any round the verifiers see different commits, i.e. (ca, cg) = (0,1) or (1,0),
or different protocol answers, they abort immediately.

3. Otherwise, after reaching the required number of (ca,cp) # (0,0) rounds,
they do the security analysis as described in Section 6.4 and accept or reject,
depending on the score I',. of the sample.

6.3 Security of QPV with commitment

Attack model

As discussed in Chapter 3, the most general attack on a l-dimensional QPV
protocol is to place an adversary, who we will call Alice, between Va and the
position where the prover should be and another adversary, who we will call Bob,
between the supposed prover location and Vg. A general attack on a QPV proto-
col Py, ,,» in which the verifiers send quantum and classical information and the
prover responds with classical answers proceeds as follows. Before the protocol,
the attackers prepare a joint (possibly entangled) quantum state o 45. Then Alice
(A) and Bob (B) intercept the information sent from their closest verifier, make
a copy, and broadcast the classical information to their fellow attacker. They
also perform a quantum operation on the intercepted quantum information, keep
a register, and send another register to the other attacker. After one round of
simultaneous communication, they both perform a POVM to obtain a classical
answer, and they send it to their closest verifier, respectively.

3For more basis choices, the range of f would become {0,1,...,m — 1}.
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position

Vg

ye{0,1}" v

time }nP

a a

Figure 6.1: Schematic representation of the c—QPVéB84 protocol. Undulated lines
represent quantum information, straight lines represent classical information. The
slowly traveling quantum system (@ originated from Vp in the past. The novel
aspects are the time delay § > 0 at the prover and the prover commitment
¢ € {0,1}. We show that for the security of this protocol, the transmission 7y
becomes irrelevant.

Denote by w®¥ the quantum state after communication, to which attackers
apply the POVM. Fix a partition into systems AA om B Beom, Where ‘com’ denotes
the subsystems that are communicated. We can write the attackers two-outcome
POVMs as {Hg’g;:, 1- fo’gﬁf } and {Hi’fﬁ:fg, 1- Hi:n%)} respectively, where
we can assume without loss of generality that the first outcome corresponds to the
correct answer. Then, the probability that the attackers give the correct answers

can be written as

1 xr x xT,
Plattack Py, ] = 25 ST (TASY @ MR )l os | (63)
z,Y

Our main result will hold for a class of QPV protocols that have the following
property, which we call state-independent.

6.3.1. DEFINITION. (State-independent protocol). We say that a QPV protocol
P is state-independent if the protocol remains secure independently of the state
oap that the attackers pre-share at the start of the protocol .

4As long as this state does not allow for a perfect attack, for example due to sufficiently
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In a general attack on a c-QPV protocol, Alice and Bob act as follows:

1. The attackers prepare a joint (possibly entangled) quantum state o45.

2. Alice and Bob intercept the quantum information sent from their closest
verifier and each of them performs an arbitrary quantum channel. Both
keep a part of their resulting state and send the rest to their fellow attacker.
Denote by pap their joint state at this stage (before communication).

3. Alice and Bob intercept z and y, make a copy and send it to the other
attacker, respectively. Due to relativistic constraints, they have to commit
before they receive the classical information from the other party. The most
general thing they can do is to use local quantum instruments {Z::n}me{o,l}

and {Igg‘y}%e{m} on their registers of psp to determine the commitments
ca and cg. We will write Z}¥ = Iﬂ‘z ® Iﬁy. To proceed with the protocol,

the attackers will use the state post-selected on commitments ¢4 = 1 and
cp = 1, denoted by Z7"(p) = Z7"(p)/ Tr[Z¥(p)]. Alice can send a share of
her state to Bob and vice versa.

4. Upon receiving the information sent by the other party, each attacker locally
applies a POVM depending on (z,y) to obtain classical answers which will
be sent to Va and Vg, respectively, if ¢4 = 1 and cg = 1. Similarly to
before, define a partition AAqomBBeom and denote the final state on which
they measure by w?t (@),

The attack structure is depicted in Figure 6.2. Then the probability that the
attackers answer the correct values to the verifiers is given by

1 xX xT xT,
Plattack P,y ] = oo > Tr| (04570 @ MG )i | (6)
z,y

6.3.1 Security proof
The intuition

We move on to prove the security of c-QPV. The idea is to reduce the security
of a protocol with commitment c-P,,, ;. to that of the underlying protocol with-
out commitment P,, and (much larger) transmission rate np with 7y becoming
irrelevant. The intuition is as follows.

large pre-shared entanglement, of course. In the regime where security can be shown, it is
independent of the adversarial input state. For such protocols no property other than the
entanglement or dimension of the entangled resource state is relevant for attacks. QPV‘IQB84 is
a state-independent protocol, since it remains secure for any o5 whose dimension is linearly
bounded (in n) [BCS22].
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position

time

'd N
(I 1 - T4y B ke,

Figure 6.2: Schematic representation of a general attack on a c-QPV protocol,
where straight lines represent classical information, and undulated lines represent
quantum information, including = and y.

Ideally, both attackers’ commitment bits are equal, i.e. ¢4 = cg = ¢. Without
loss of generality, as Alice and Bob act on separate registers, we may assume that
Alice applies her quantum instrument {Ii\ |m}0 ae{o,1} first. But then her commit-
ment ¢4 completely fixes Bob’s ¢, which he obtains by applying his instrument
{Ii\y}CBE{O,l}v for any y. Hence, invoking the gentle measurement lemma to-
gether with the fact that any quantum instrument can be decomposed into a
measurement followed by a quantum channel [Hay16, Lemma 7.2], Bob’s mea-
surement (from his instrument) cannot disturb the state after Alice applied her
instrument. This means that the post-commitment state is independent of his in-
put y. By the same argument, assuming that Bob applies his instrument first, the
post-commitment state is independent of Alice’s input x. Both assertions hold
simultaneously, thus the post-commitment state is independent of the classical
input information (z,y). Note that then, after the commitment, the attackers
find themselves in the same situation as for attacking the underlying protocol
QPVQBM, since from that moment on they can apply local quantum channels
(originating from the quantum instrument decomposition) to the state they hold
and make use of one round of simultaneous communication, followed by local
measurements producing their final answer — indeed exactly the same setting as
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attacking the underlying protocol without a commitment step. We needed to use
quantum instruments in the first step, because the extra commitment step allows
Alice and Bob to post-select their states depending on the commitment and z at
Alice and y at Bob, respectively.

We also relax the requirement of ¢4 = cp to hold only approximately for
most input pairs (z,y) and show that the argument is robust. We allow them
to commit differently with small probability ¢, and do not restrict them at all
on a small fraction ¢ of all inputs (z,y). Intuitively, if ¢ is very small relative
to the number of rounds played, with high probability the verifiers will not see
a round with different commitments. Likewise, if attackers choose to play more
risky on the fraction ¢ of inputs (x,y), and ¢ is small, with high probability the
verifiers won’t see that behaviour. However, in principle, such a relaxation could
help the attackers compromise security, so we need to deal with it. By applying
a robust version of our gentle measurement argument and carefully keeping track
of £ and ¢ we prove that only a linear overhead in terms of 1/z, ¢ is added to the
success probability of attackers. We demonstrate that, by running more protocol
rounds, we can build confidence that both ¢ and ¢ are small. Intuitively, if we run
many many rounds, but never see different commitments, then with very high
probability the € and ¢ of the attack strategy must be very small. We can further
replace €, ¢ by a single security parameter k. The verifiers are in control of the
overhead by demanding more rounds.

One subtlety is that the gentle measurement lemma only holds for POV Ms,
but in our setting Alice and Bob act with arbitrary quantum instruments. So
in order to be able to use it as described above, we need to decompose their
instruments into measurements followed by a channel. This is precisely what
Lemma 6.3.3 does.

The tools

We continue by stating the lemmas used in our argument. First, the well-known
gentle measurement lemma, stating that if a measurement identifies a state with
high probability, then it cannot disturb the state by too much.

6.3.2. LEMMA. (Gentle Measurement Lemma [Win99]) Let p be a quantum state
and {M,1 — M} be a two-outcome measurement. If Tr[Mp] > 1 — ¢, then the
post-measurement state

VI
- Tr[Mp]

of measuring M fulfills

llp—p'lls < 2vE. (6.6)
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The following lemma, stating that any quantum instrument can be decomposed
into a measurement followed by a quantum channel, turns out to be a crucial
ingredient in our proof. We include a short proof for convenience.

6.3.3. LEMMA. (E.g. Thin 7.2 in [Hay16]) Let T = {Z;}icq be an instrument and
{M;}; its corresponding POVM, i.e. I;f(]l) = M;. Then, for every i € Q, there
exists a quantum channel & such that

_ 5i(mpM). (6.7)

Proof:

Let {K;}; be a Kraus decomposition of Z;, whose existence is guaranteed by

Lemma 2.1.10. Since
Tr[Zi(p)] = Tr

=Tr = Tr[pM,], (6.8)

> Kpk]

J

Py KK,
i

for any state p, we have M; = Z]. K]T-Kj‘ Denote the pseudo-inverse of v/M;
by (v/M;)~ and let P be the projection onto the support of /M;, ie. P =

V/M;(v/M;) . Then note that
Z(\/M)_K}Kj(\/ﬁi)_ - ( Mi)_Mi(\/M)_ —pPP=P (69

Hence, if we add 1 — P on both sides, we obtain a full Kraus decomposition
{K;(vM;)~,1 - P}j of a map, call it &, that adds up to the identity. Thus,
by Lemma 2.1.10, &; is completely positive and trace preserving, i.e. a quantum
channel. Finally, we see that

&(x/ﬁ-m/ﬂ-)= (1-P \/MP\/MIL*P
+ZK )V Mip/Mi(\/M;) " K

Z K;pK! = T;(p), (6.10)

as desired. The last equation follows from the fact that (1 — P)/M; = /M; —

M;(vM; )v/M; = 0, which is one of the defining properties of the pseudo-
inverse and that K;P = Kj;. This follows via M; = Z]. K}Kj, implying that
ker(M;) C ker(Kj) for all j. In other words, supp(K;) C supp(M;) = supp(v/M;)
for all j, and P projects onto the latter. Hence K,;P = K;. m|

Combining the Stinespring dilation with Lemma 6.3.3 allows us to see the
operations of the attackers after the commit-measurement as a unitary in a larger
space, and yields the following decomposition of quantum instruments.
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6.3.4. COROLLARY. Let T = {Z;}icq be an instrument, and {M,}icq its corre-
sponding POVM. Then, for everyi € S, there exists an environment Hilbert space
Hg and a unitary U; on H ® Hg such that

Ti(p) = Trg [U:(V/Mipy/M; @ 10) (0], ) U] | (6.11)
Jor all p € D(H).

In the case of a commit round of a QPV protocol, the subscript denotes
whether the attackers commit (i = 1) or not commit (i = 0). The unitary U; in
(6.11) is the unitary corresponding to a Stinespring dilation of the channel &; ap-
pearing in Lemma 6.3.3. We denote the POVMs corresponding to the instruments
{Iimc}cA and {ZB yJes of Alice and Bob by {M%, 1 — M3} and {M}, 1 — My},
respectively. Here, the POVM elements M% and MY correspond to the measure-
ment outcome ‘commit’ (c4 =1 and cg = 1). We denoto the post-measurement
state corresponding to Alice and Bob committing to a particular input x,y by

(Ve VIIE) (VTG & /3T

Tr[(M% @ M})pl

P = (6.12)
The observation is now that no two post-commitment states can differ too much
from each other by Lemma 6.3.2. This is due to the fact that both players have to
output the same commitment, at least with high probability, to not be detected.
This will be the case for any two input pairs (z,y) and (z’,3). The following
lemma relates the closeness of states to the probability of answering different
commits, given that one party commits.

6.3.5. LEMMA. Assume that for inputs (z,y), (z',y) and (2',y') in {0,1}*" the
probability that one party does not commit, given that the other party commits, is
upper bounded by some € > 0. Then,

lp™ = o™ ||y < 8VE. (6.13)

Proof:

Consider the attackers Alice and Bob performing the most general attack de-
scribed above and the POVMs {M%,1 — M%} and {M}, 1 — M}} as defined
before. We write

z,(.):(‘/j\/[jf&@ﬂB \/ ®]13 p(')’y ]IA®\/ ]1A®\/

Te[(M5 ® ]lB)p} Tr[(]lA ® M)l

p

(6.14)
for the post measurement states corresponding to only Alice or Bob committing
before applying the quantum channel. By assumption, we have:

Tr[(Ta® (1 — MK~V <e,  Tr[(1- M5 e1p)pVY] <e.  (6.15)
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Similarly, for the inputs (2, y) and (z/,y") we get:

Tr [(nA ®(1— Mg))pm/’('>} <e, Tr[((ﬂ M) e ﬂB)p(‘)’y} <e  (6.16)

Tr[(ILA ® (1 — Mg))pm/’(')} <e, Tr[((ﬂ ~ M) ® ﬂg)p(‘)’y/} <e (6.17)

Therefore, by the gentle measurement lemma, Lemma 6.3.2, we get the following
inequalities:

PO — p™ ||y <2z, [[pPY — p" Yy < 24/,

e Sl (6.18)
1p™ 0 = ™ < 2vE, [Ip"0 = p"V [l < 2V,

which implies the following

1o = o™l = [1p™ = p™ 0 4 p™ O = g7V g Y — pO g pO — g
<o = o Ol + 1™ = p™ s+ (0™ = o[+ [1p = o™

where we used the triangle inequality and (6.18). O

Note that if the probability of answering different commits on the inputs (x, y')
instead of (2,y) was small we would get the same inequality between p™ and
Py

In general, an honest prover will never answer different commit bits back
to the verifiers. Thus, one could argue that the probability of answering ‘no
commit’ when the other party answers ‘commit’ should be zero. In that case, by
Lemma 6.3.5, we see that all post-commit states are equal, and thus independent
of (z,y), so the initial intuition is true. Then, the quantum instrument that
Alice and Bob apply adds no extra power, and their actions are contained in the
actions they could do in attacking an underlying state-independent protocol (cf.
Definition 6.3.1). Thus, the probability of successfully attacking the protocol on
rounds in which the attackers commit is equal to the original protocol. This is
summarised in the following corollary:

6.3.6. COROLLARY. If we demand perfect coordination for the commitments in
attack strategies, then for any state-independent quantum position verification P
its version with commitment c-P becomes fully loss tolerant against transmission
loss. That is,

Plattack c-P,,, ,,,] = Plattack P,,.]. (6.20)

Thus protocols like QPVéB84 become secure against transmission loss.
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However, one can argue that setting the probability to answer ‘no commit’
given that the other party answers ‘commit’ to zero is too restrictive. Also, when
this probability is sufficiently low, with high probability the attackers will not get
detected by answering different commitments. But it could be that this strategy
outperforms the original attack strategy. This stronger setting is not always con-
sidered in QPV protocols, but is nonetheless relevant. We will show that allowing
for this does not help the attackers much, and we can still show security. We give a
continuity statement on the probability of attacking successfully, showing that the
protocols with a commitment round are close to the original protocol depending
on the probability of answering different commitments. Again, the proof strategy
is to show that the post-commit states must be close to each other, depending
on the probability of committing differently, given that one party commits (the
rounds in which no-one commits are discarded).

The statement of Lemma 6.3.5 can be pictured as a connection problem on a
graph. The local inputs z,y are represented as vertices in a bipartite graph, and
we connect two vertices x,y if the probability that the two parties send different
commitments is upper bounded by ¢ for those z,y, as in the proof of the above
lemma. Then, for two pairs of inputs z,y and 2/, ¢ (i.e. edges in the graph) we
have [|p™ — p*¥'||; < 8y/z, if there is an edge in the graph that connects either
2,y or z,y'. This is represented in Figure 6.3.

Figure 6.3: Graphical representation of converting the pair (z,y) (red) to (z/,y')
(green) via (2’,y) (orange). Vertices on the left correspond to possible inputs x,
on the right to possible inputs y. A connection between two strings means that
the probability of committing differently on this input is smaller than e.

The statement of Lemma 6.3.5 only holds if the probability of committing
different commit bits, given that one party commits, is upper bounded by ¢ for
all three pairs of strings. However, this is not something the verifiers can enforce
to be true for every pair of strings. The verifiers can only check for the rounds
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they play whether the commitments are equal, but since there are 2% possible
inputs, they cannot get the commit statistics for all of them.

It could be that allowing the attackers to commit differently on a subset of
strings can outperform attackers that have to behave well on all strings. Since
this subset is unknown to the verifiers (as it is part of the attack strategy) the
probability to detect a wrong commit can be made as small as the relative size
of the subset to the total set.

In Figure 6.3, two vertices are connected if the probability of answering differ-
ent commitments is upper bounded by €. Allowing attackers to answer different
commits with a higher probability is equivalent to removing certain edges in this
graph. We still have a bipartite graph but not all edges are connected then. What
we are now interested in is how many edges can still be reached within two steps
from some other edge. It turns out that even if we allow attackers to commit
differently with probability higher than ¢ on a constant fraction of edges, there
will be an edge that will be connected to at least a constant fraction of other
edges in two steps (as used in Lemma 6.3.5).

6.3.7. LEMMA. Consider a complete bipartite graph whose independent sets are
of equal size 2™. After removing a constant fraction ¢ < % of edges, there exists
an edge such that the number of edges that can be reached from this edge in two
steps is at least (1 — 2¢)22",

Proof:

The number of edges of a complete bipartite graph with 2" nodes in its inde-
pendent sets is 22", as there are 2" edges for any vertex. Now suppose that we
remove ¢ - 22" of these edges. Then there must be a vertex [ on the left with at
least (1 — ¢)2™ connecting edges. Let one of these edges be your starting edge.
Now consider all the vertices on the right that are connected to [. Before we
removed any edges, there were 2" edges connecting each of these vertices to the
left. However, we removed ¢ - 22" of these edges, so the number of edges going
back is now at least (1 —¢)-22" —¢-22" = (1 —2¢)2%". Thus, there are (1 —2¢)2%"
edges that can be reached in two steps from the starting edge. a

Now, let us divide the set of all possible inputs into one set where the prob-
ability of not committing, given that the other party commits, is lower than e,
and its complement. We write

So={z,y | TT[1 @ (1 — ME)p"V] <e ATr[(1 — M%) @ 1)pYY] < e}
= {J;ay | P[CB =0 | CA = laanyB] < 6/\1@[0,4 =0 | Cp = l,fL’A,yB} < 6}7
(6.21)

where the subscript A, B denote that the information about the strings x,y is
only known to player A or B but not both. Using this definition, we can show
the following.
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6.3.8. LEMMA. [f |X¢| < 2% then there is a pair (14, y,) such that there exist
at least (1 — 2¢)2%" pairs (2,y') € . fulfilling

70 — o < 8VE. (6.22)

Proof:

[Z¢] < 2% so at most there are a fraction of ¢ edges removed from the complete
bipartite graph. By Lemma 6.3.7 there is a pair (z,,y,) from which there are at
least (1 — 2¢)2%" edges connected in two steps. Applying Lemma 6.3.5 gives the
desired statement. |

The proof

We can now patch things together for a full security proof of QPV with commit-
ment. The addition of the commitment round opens up a new possible attack.
Attackers can now try to apply some transformation on their state and answer
‘no commit’ (¢ = 0) when it fails. However, they still need to answer the same
commitment to both verifiers. In the following theorem we show that this action
cannot help them much. Because attackers need to give the same commit-bit with
very high probability, the size of 3¢ will be small relative to all possible inputs.
Then a large number of post-commit states will be close to a fixed post-commit
state independent of (z,y) by Lemma 6.3.8.

Then we can bound the probability of success of the protocol with commit-
ment, because the post-commit state can be replaced by a fixed post-commit state
independent of (z,y). Thus, the attackers find themselves in the same situation as
in the underlying protocol. Any underlying protocol that remains secure for any
(constant) adversarial input state as in Definition 6.3.1 thus has a corresponding
commitment-protocol with the same security guarantee (up to a small overhead).
We make this precise in the following theorem. Note that a particular protocol
with the properties considered is QPV{;BM.

6.3.9. THEOREM. Let P be a quantum position verification protocol in which the
verifiers send classical and quantum information and the prover responds with
classical answers. Suppose that for its version with commitment, c-P, we have
[X¢] < @22 for some € < 1/64. If P is state-independent, then, on the rounds
the attackers play, the following bound on the probability of attackers answering
correctly to c-P holds:

Plattack c-P,,, ,,.] < Plattack P,,] 4+ (1 — 2¢)8v/c + 2¢. (6.23)

Proof:
Both attackers need to generate a commitment bit (c4, cp) and send it to the veri-
fiers. The most general operation two attackers can perform to generate these bits
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is a quantum instrument. By Lemma 6.3.3 we can split the quantum instrument
into a measurement followed by a quantum channel. Here, the measurement out-
come corresponds to the commitment bit the attackers generate and the quantum
channel corresponds to the operation they further perform, possibly depending
on their inputs z at Alice and y at Bob. We want to upper bound the attack
probability in the case that both attackers commit to playing (i.e. c4 = cg = 1,
we denote this in the subscript of the instrument). Using the Stinespring dila-
tion theorem we can dilate these quantum channels to unitaries over some larger
quantum system, and we get the following for the (renormalised) post-instrument
state the attackers hold if they both commit to playing:

() 5?((%@® \/@)P(\/J‘T%® JW))

1) = ) = T @ M)
- (™)
= Trg [U™(p™ ® [0)(0] ) U™1]. (6.24)

By assumption we have |¥¢| < ¢22" so we can invoke Lemma 6.3.8, which says
that there must be a reference pair (z4,y,) € . such that there are at least
(1 —2¢)2?" other pairs (z,y) € 3. fulfilling

lp™ = p™l1 < 8Ve. (6.25)

Combining both results, we get from the data processing inequality for the 1-norm
that

1E7(p™) = EF(p™ )L < [|p™ — p™¥|lx
< 8. (6.26)

We define A" to be the set of all quantum states close to some reference state
P
Agz’y) — {(x'7y') eX. | — pa:’y’”l < 8\@}, (6.27)

and write A, = A% for the remainder of this proof. By the previous argument,
we have |[A.] > (1 —2¢)2%", and |A¢| < 262%™

After creating the commitment bit, both attackers exchange a quantum system
and apply some measurement on this. Fix a partition into systems AAqom BBeom,
where ‘com’ denotes the subsystems that are communicated. We can write the
attackers two-outcome POVMs as {Hﬁéﬁf, 1 fﬂﬁgfi)} and {Hifﬁ@g, 1 fﬂiﬁl’g}
respectively, where we assume without loss of generality that the first outcome
corresponds to the correct answer.

Now we have all the ingredients to upper bound the attacking probability of a
round in which both attackers committed. For notational simplicity, denote the
final operation of the attackers by Hﬁ}éfﬁf ® Hiiﬁ:g =T1*¥. Then
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1 -
Plattack c-P,,, ] = S Z Tr [szIf’y(p)}

(z9)
1 X X €T 1 X T LY
= o > TIE(p™)] + Son > TIE (p™)]
(z,y)EAe (zy)EAE
1 Ty X €T X X X T |A§|
< o D TIIVE (p™) — E7 (") + EV(p"0))] + Son
(z,y)€A:
1 Ty oTY ( TY LY ( TxYx 1 TY CTY ([ TxYx |A§|
=3 > DVEN (™) = &) + 5 Y TlIVER ()] + o
(z,y)ehe (zy)€he
1 zy LY ( TY LY (A TxYx 1 TY OTY [ TxYx |AZ
< 5o Z [T €77 (p™) — E77 (0™ )||1+ﬁ Z Te[ITEY (p™! ))]JFQW
(zy)€Ae (w,y)ehe
A A¢ 1 oy
< |22n‘8\/g+ |22n| Jrﬁ Z Te[[TVEY (p™¥+))]
(z,y)€Ae
AC
< |22;‘ (1 —8y/2) + 8y + Plattack P,, ]
< Plattack P, ] + (1 — 28)8+/€ + 2, (6.28)

where we used the triangle inequality, Holder’s inequality for Schatten norms, and
that (1—8y/2) > 0. The fact that 57 >3, ) cn. THITE? (p™¥))] < Plattack P, |
follows from the assumption that the underlying protocol is secure against any
constant input state and the fact that U = U* @ UY since 7Y = Iﬂ‘z ®Ih

iy
The local unitaries can be absorbed into the attack strategy on the underlying
protocol Py, .. O

We can estimate € and ¢ to show that, with increasing numbers of rounds,
Plattack c-P,,, ,,,] becomes ever closer to Plattack P,,]. This should follow from
getting better and better estimates of £ when verifiers keep seeing only equal
commitments.

6.3.10. REMARK. Theorem 6.3.9, applied to the ideal setting of ¢ = 0 = ¢ and
np = 1, shows that state-independent protocols, in particular QPVéBM, can be
made fully loss-tolerant against transmission loss by adding a commitment step.

6.3.2 Parameter estimation
Non-adaptive strategies

However, as we have noted before, we cannot really set ¢ = 0, since a small ¢
might help the attackers, while remaining undetected with high probability. On
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the other hand, if we play a certain number of rounds in which we see a sufficient
amount of committing rounds but never see different commit bits being sent, we
can be quite confident that the probability of one party not committing given that
the other party commits is small. Hence, we want to estimate the conditional
probabilities:

Plea =0lep =1] = 5 Z]P’ ca=0lcg =1,24,y5), (6.29)

T,y
Plep = 0lea = 1] = o, Z]P’ ca=1,24,y8 (6.30)
Ty

These probabilities should be small. Suppose we want to upper bound the maxi-
mum conditional probability of the two in (6.29), (6.30) by some value o > 0 of
our choice by running more and more rounds and checking the sample for rounds
with different commitments. In particular, that will mean ¢ < «. Then we can
do the following. We keep playing until we get r/« rounds in which both parties
commit, where r is some fixed constant. This takes an expected number T
of 1rounds7 where peommit 1S the probability that the honest prover will commit.
Suppose the attack strategy is non-adaptive. If we detect different commit bits
in one of these rounds, we immediately abort, because an honest prover would
never send these. But if the probability of answering different commit bits would
be greater than «, the probablhty of answering equal commit bits consistently
would be smaller than (1 — a)a.

We will now lower bound the probability to detect attackers due to differing
commits. Suppose the maximum of the two probabilities (6.29)7 (6,30) is at least
a and denote the events Clg = {(c¢}}, %) = (0,1) or (1,0)}, Ci. = {(cy, k) =
(0,0) or (1, 1)} Cliyy = {(ch, ) = (1, 1)} and O = {(¢4.¢%) # (0.0)}. Then
fori,7 € {1,...,r/a} attackers are detected due to differing commits with prob-
ability

P[detect attackers | commits # (0,0)] = P[3j with Cq | Vi Cly. (6.31)

Using the complementary probability and the fact that attackers act non-adaptively,
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we can write

P[detect attackers | commits # (0,0)] = 1 — P[Vi CL | Vi Cl]

/o /o

=1 [[PIChy [ Col = 1= TT(1 = PClir | Col)
i=1 i=1
r/a

Z1_H(1_1113X{P[Cfg=O|CQ=1],P[CZ1:O|C§3:1]})

i=1

r/a
>1-J[a-a)=1-(1-a)/"
i=1
>l—e /=1 _¢". (6.32)

In the second equality, we use C, N {C#OVJ} = Cfi 1y = Cfi1y N O and that
the attacks are non-adaptive. The first inequality follows from the followmg
argument. Notice that the event {(c/y, %) # (0,0)} contains {cy =1 or ¢y = 1}.
Consider the case of ¢!y = 1. Then we can write

i i ]P)[(CiAv CjB) - (17 0)}
P[Cig|c =1 = —— : : 6.33
Conl =1 = B G =0 + Bl@p e =) 0%
P[(CfMCiB) - (170)] + ]P)[(Cifh CZB) - (07 1 }
Cig | C L . 6.34
(Casn| o T B((cy,h) = (0.0) (03
Witing a — P[(c}, i) = (0,0)],b = Pl(ciy, c) = (0, 1)], ¢ = P[(chy, k) = (1,0)]
and d = P[(¢y,c) = (1,1)] one can restate these probabilities as 7 and b
respectively, and verify that —; < f*i given that a + b+ ¢+ d = 1. Thus,
P[Ci | Cuo] > P[Clgr | ¢4 = 1] = Plcl = 0]y = 1]. (6.35)

The case ¢y = 1 works the same way. Hence,
P[Clit | Col = max{P[cly = 0|y = 1], P[c; = 0] cjy = 1]} (6.36)

From (6.32) we see that if the probability to commit differently was higher than
a we would detect attackers in the r/a committed rounds with a probability
exponentially close to 1 in r. If we pick » = 20 for example, we would have
P[detect attackers | commits # (0,0)] > 1 — 107% And if we do not see any
different commit bits in 7/« rounds, we can say with very high probability that
the probabilities in (6.29), (6.30) are upper bounded by «. The more rounds we
run, the smaller we can make « (with high probability), thus controlling the role
of £ in Theorem 6.3.9.

We also need to control the dependence on ¢ (which comes from |3¢| < 221,
which we will argue now. Intuitively, if the set X¢ is large, we know that a large
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part of this set must be close to « in order for the average over all probabilities
to still be a. Then, if we would look at 5, for example, we expect the set to be
much smaller than 3¢,

We can make this intuition precise. Suppose that we play k% rounds for some
value a that we fix beforehand. Then by the previous argument we can assume
with high probability that max{P[cy = O|cg = 1], P[cg = 0[ca = 1]} < ¢. Then
consider the set £¢. In the worst case, all the values in this set are very close
to o and, for the average to be ¢, we see that the maximal size is |3 | < %22".
Indeed, from the condition that max{P[cy = Olcg = 1], Plcg = Olca = 1]} < ¢
it follows that in the worst case both probabilities are equal to «/k and have
non-zero values on disjoint pairs of (z,y). More formally, from the definition of
Y, we know that either Plcy = 0|cp = 1, x,y] > « for at least |X¢|/2 pairs (z,y)
in ¢ or Pleg = 0|ca = 1,2,y] > a for at least |E5|/2 pairs (z,y) in X¢. Let us
assume without loss of generality that we are in the former case. Thus, we can
estimate

« 1 1
725 D Plea=0les =Lyl > 5 D7 Plea=0lcp = 1,2,y
z,y (wy)€xg,
1 =g
oL IE 6.37
> (6.37)

Thus, we can set ¢ = % For simplicity of the final statement, note that we have
the freedom to pick « as we like. Picking a to be of the size ﬁ, for a new
security parameter k, we get a clean inequality statement with a single variable
that can be set by the verifiers. Notice that o < 1/64 implies & > 2, but of course
k should be chosen much larger to suppress the additive term 6/k. Plugging this
into Theorem 6.3.9 we get the following corollary for the attack probability on a

single round of the protocol.

6.3.11. COROLLARY. Consider a QPV protocol P, with the properties described
as in Theorem 6.3.9 and security under sequential repetition. Let k > 2 and sup-
pose we play its version with commitment c-P until we have 320k* rounds in which
both parties commit. This takes an expected number of rounds 320k3 /Peommis- If
attackers use a non-adaptive strateqy, then either the attackers are detected with
probability bigger than 1 — 107° by means of a different commitment, or we have
the following bound on the probability of attacking a single round of c-P depending
only on k:

4 4
Plattack c-P,,, .| < Plattack P,,.] + (1 - k>8\/& + %

6
< Plattack P, | + z (6.38)

Thus, by running more rounds of the protocol with commitment, we can
still get the attack success probability to be arbitrary close to the one on the
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underlying protocol, even when allowing attackers £ # 0 # ¢. Each round the
verifiers play gives a better bound on the probability of attack for all the previous
rounds played.

Adaptive strategies

The above proof assumed that attackers use the same strategy in each round. In
general, they could use adaptive strategies, adjusting them each round to how
they responded before. We will now provide a bound for this most general sce-
nario. The statement of Theorem 6.3.9 can also be made for the adaptive setting.
In an adaptive strategy, the measurement that determines whether the attack-
ers will commit or not, given that the other party committed, can now depend
on the information from the previous rounds. This may change the underlying
probabilities of events. However, the proof already considers arbitrary distribu-
tions of commitments, so we can just replace ¢ by its round-dependent version ¢;.
The attackers may replace the quantum state by some state that depends on the
information of the previous rounds, but by the state-independent property this
cannot, change the probability of successfully attacking the protocol. Therefore,
we get the following corollary on the probability of attacking a specific round 1.

6.3.12. COROLLARY. Consider a QPV protocol P, with the properties described
as in Theorem 6.3.9 and security under sequential repetition. Suppose that for its
version with commitment, c-P, for a given round i we have |3¢ | < ¢2%" for some
g; < 1/64. If P is state-independent, then, if the attackers play, the following
bound on the probability of attackers answering correctly on the i-th round of c-P
holds:

Plattack c-P,,, ,,,] < Plattack P, ] + (1 — 26;)8/¢; + 26;. (6.39)

The problem is now to estimate the value of ;, which we cannot estimate for
every i since it can change adaptively from round to round. We will show that if
we run sufficiently many rounds and never see different commits by the attackers,
then at least a large fraction of all the £; must have been sufficiently low.

We can make a similar argument as in the non-adaptive case, carefully includ-
ing that attackers can now condition on the past in each round. We will use the
general property that

P[Ay,. .., Ay = PAP[As | Ar] - - - P[An | Ay, ..., An_i), (6.40)

for events Aj, ..., A,. Consider running r rounds with commitments (ca,cp) #
(0,0). Let 4,5 € {1,...,7}. Then we can bound the probability of being detected
due to differing commits as follows,
P[detect attackers | commits # (0,0)] = 1 — P[Vi Céq | Vi C;O}
=1-PVi Cfy 1) Vi Clyl. (6.41)
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Explicitly, (6.41) reads

P[detect attackers | commits # (0,0)] = 1 =P[C}, ), ..., Cf 1y [ Cly, ., Ol
(6.42)

After using (6.40) and noting that Cf, ) N O, = Cél,l) for any 4, this can be
rewritten as

P[detect attackers | commits # (0, 0)]
— 1= TTP[Cliy | Cliays- Gl Cor - C)
i1

—1-TI(1-P|[Cix

i=1

iy - Ciiy Chn . Cl] ). (6.43)

We can then consider the equations analogous to (6.33), (6.34), but with all the
extra events for rounds 1,...,i—1,i+1,...,r in the conditioning. Again, labelling
these probabilities analogously with a;, b;, ¢;, d; (cf. (6.33), (6.34)) we obtain the

3 ali i citb;
inequality pr el where now

pi=P Cglil),..l,cg;}),ci Cal, . Clyl,s (6.44)

any? 7&0 )

with CZ, . = {(c%4, ¢) = (0,0) or (0,1) or (1,0) or (1,1)}. The inequality can be

verified under the condition that a; 4+ b; + ¢; + d; = p;. This shows

]P[Célff | CV(ll,l)v RS C(Z;})v C;iﬁ[h R C;O]

Z P|:C;hff C(ll,l)a cey C(Zi})a {Cix = 1}a C;&T)la ceey C;é()i|
_ p[cg —0 ‘ Clinyeee s CiTh iy = 1, CH C;o] (6.45)

The same inequality holds for the case with A and B swapped, as before. Thus

P[detect attackers| commits # (0,0)] >

111 (1 —max {Pch = 0| Clyyy,..., Ciph {ch = 11, CHL ... O,
i=1
Plcly = 0| Clyyyn- .. iy fcly = 13, CI1 .,c;o]}).
(6.46)
Define ¢; as the maximum in (6.46). This quantity can be interpreted as follows.

In the i-th round adaptive attackers have the information that in all previous
rounds they committed and that they committed equally, otherwise they would
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have already been caught. They also know that they have to keep playing until
they have reached the required number r of non-(0,0) commitment rounds.

Now there are two cases. Either the probability in (6.46) is > 1 — § for some
security parameter 0 > 0, in which case the verifiers catch an attack with high
probability by means of a different commit ¢4 # cg showing up, or it is < 1 — 4.
In the latter case, we still need to bound the attack success probability. Note
that then

r

1-JJa-e)<1-0 (6.47)

i=1
We can rewrite this condition as
0<o< (1 —a) e Zime, (6.48)
i=1

Equivalently, Y7, &; <1In(1/6). Next, we will need the following lemma, saying
that under such a constraint there must be enough ‘good’ rounds with ¢; not too
large.

6.3.13. LEMMA. Let Z;:l gj < a. Then for any 0 < q < 1 such that gr € N,
there exists a subset R C {e1,...,e,} of size |[R| = qr such that for alle; € R

[e3
we have €; < g
Proof:
Assume you cannot find ¢r elements €; with ¢; < ﬁ, given 22:1 g < o

Then there would be at least (1 — ¢)r elements fulfilling ¢; > ﬁ. But then

Z;Zl €; > a, a contradiction. Thus, we must be able to find ¢r such elements
and let R be the set of those. O

That is, for a fraction ¢ of the r rounds, we have a round-independent upper
bound on the g; of those rounds, namely &; < l'i(jé 52 for ¢; € R. Therefore, a
similar argument can be run as in the proof for Corollary 6.3.11 to argue that
¢ < 2/k for some constant k, while running % times the number of rounds r.

Hence, for a fraction g of the r rounds, we have by Corollary 6.3.12 that

Plattack c-P in round ¢ € R]

nv,np

< Plattack P,,.] + <1 - i)S % + % (6.49)

while k7 rounds are run (similar to Corollary 6.3.11). We are free to pick

(6,q,k,r). Pick for example § = ¢ < 3-107%, ¢ = 1 — § and r = 320k%.
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Then

r/k

< Plattack P, | +

2 4

Plattack c-P,;,, ,, in round ¢ € R] < Plattack P, ] + ( ) —0 +r
6

— 6.50

° (6.50

to obtain a similar bound as in Corollary 6.3.11, while in total we play until we
hit &7 = 320k* rounds in which both parties committed. This takes an expected
number of rounds 320%* /Deommit- In the end, the verifiers can choose k, which will
determine the number of rounds they have to run to guarantee (6.50) on a large
fraction 1 — 1/k of rounds. Again, the condition ¢; < 1/64 necessitates k > 2,
but & shall be chosen much larger to suppress the additive term 6/k (while still
keeping the number of necessary rounds manageable). We summarise our findings
in the following corollary.

6.3.14. COROLLARY. Consider a QPV protocol P, with the properties described
as in Theorem 6.3.9 and security under sequential repetition. Let k > 2 and sup-
pose we play its version with commitment c-P until we have 320k* rounds in which
both attackers commit. This takes an expected number of rounds 320k4/ Peommit -
We call this protocol c-P%*Y. Then either the attackers are detected with a proba-
bility bigger than 1 — 3 -107° by means of a different commitment, or there is a
set R of size 1 — 1/k times the number of rounds such that

Plattack c-P71 in round i} < Plattack P, | + (6.51)

6
K

for all i with e; € R.

6.4 Sequential repetition

For QPV protocols P with the properties mentioned in Theorem 6.3.9 and security
under sequential repetition, we can extend the results of the previous section
to prove security for sequential repetition of its committing version c¢-P. Using
techniques also used in [ES23], which utilises Azuma’s inequality [Azu67], one
can show that the attack success probability of Pi1 — exponentially decays in
the number of rounds. Here we will just briefly summarise the results. For a
detailed treatment and proof we refer to [ABB*23]. We introduce nomenclature
for the different security settings studied: S1 for the ideal setting with e = ¢ = 0,
S2 for non-adaptive strategies and S3 for adaptive strategies. The bounds in
this section apply to the case when attackers are not caught due to a different
commitment, as mentioned in Corollaries 6.3.11 and 6.3.14.
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No loss at the prover

First, for the case of perfect transmission in the prover’s laboratory (np = 1)
Table 6.1 summarises our findings. In scenario S1 this is obtained by simply
upper bounding the probability that attackers get every round correct via the
bounds obtained in the previous section. In scenarios S2 and S3 we can define a
random variable I', representing a ‘score’ over the r rounds run, giving different
points for correct, wrong and ‘signal loss’ answers. The expected score per round
is 1 and § describes a threshold parameter for how far from the expected score
the returned sample is allowed to be. Then a standard Chernoff bound allows
us to lower bound the probability that the honest party achieves the threshold,
while Azuma’s inequality allows us to upper bound the probability that attackers
achieve the threshold (provided their single-round success probability is smaller
than 1 — pey,).

Perr =0 Perr > 0
Honest prover || 1 T
Attackers S1 || (P[attack P])” e~ 5 (1—Plattack P]—perr) (1-4))
Attackers S2 (P[attack P+ 247 ?>T e*%((l—?’[attack P]—24 %71)%0(175))2
Attackers S3 (P[attack P} +12¢ ?) (=2 3)r o E ((1—Plattack P]-12 /Z2)(1-5)— V@)Q

Table 6.1: Overview over the lower bounds for the honest prover’s probability
of answering always correctly (when pe,, = 0) and achieving the threshold (when
Derr > 0), 1e. Pr[I', > rpu(1—09)], versus the upper bounds of their counterparts for
the attackers in the security models S1, S2, and S3, after r sequential repetitions
of ¢-P,, »p With np = 1, i.e. no loss at the prover. Note that with increasing 7,
the honest success probability gets arbitrarily close to 1, while the upper bounds
on the one of attackers get suppressed.

Lossy prover

A similar argument can be made for the most general and practically relevant
scenario of a prover with pe, > 0 and np < 1, taking into account that there is
another ‘signal loss’ answer and single round security is only provided on a large
subset of all rounds as per Theorem 6.3.14.

For security models S1 and S2 (with r = 320k%) we obtain an upper bound
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of
Pr [fi“ > (1 — 5)} < e300, (6.52)
and for security model S3 (with r = 320k*) we get
Pr [F';‘“ > (1 — 5)} < ~5(a0-9-1)", (6.53)

for the probability that attackers achieve the threshold successfully. This holds
as long as 7p is sufficiently high not to allow for a simple lossy guessing attack, as
mentioned in Section 3.2.1, and pe,, is sufficiently low so that the honest success
probability in a single round is strictly larger than the corresponding attack upper
bounds. For more details, see [ABB"23].

6.5 c—QPVéB84 as a practical QPV protocol

Our result makes the practically interesting protocol QPV@B84 a strong candidate
for an implementation of QPV by running its version c-QPV¥ye, with commit-
ment instead.

QPV%B847 and its extensions encoding the qubit ) in m bases, can be attacked
if the transmission of the protocol is nynp < 1/m, by Alice guessing the basis
and claiming ‘signal loss’ whenever the guess was wrong. Previously, the high
transmission loss between the verifiers and the prover would make this condition
always true in practice, making the protocol insecure. Our main result, Theorem
6.3.9, removes this problem, as for C—QPV{;B84 this transmission loss 1 — 7y be-
comes irrelevant for the security of the protocol and only the loss in the prover’s
laboratory 1 —np, which should be much smaller, matters. If one assumes there’s
no loss in the prover’s laboratory, security is recovered applying the upper bound
of Plattack QPV{;BM] in [BCS22|, which also includes errors from the prover. In
addition, considering loss in the prover’s laboratory, security is recovered by ap-
plying the upper bounds on Plattack QPVéBM] in [ES23], but now for arbitrary
large distances. These bounds hold as long as the attackers cannot share a quan-
tum state of larger dimension than Q(n) at the beginning of each round. Notice
that since the time delay ¢ is small, m can remain small®.

All this makes c-QP VL, a protocol that is experimentally feasible to imple-
ment, that can be made loss-tolerant enough for practice, that is robust against
slow quantum communication, and that inherits the desirable trade-off between
the resources of the honest parties and the attackers for an attack. Importantly,
the latter lower bound is in the classical input size. Since sending classical in-
formation is easy from the point of view of verifiers and the honest prover, we
can set the attacking requirements so high that it becomes practically infeasible

5If the loss during time § is below 50%, QPV{;BS , with m = 2 already provides security.
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to attack the protocol with current technology. In the foreseeable future, it is
not possible to store and manipulate the amount of qubits needed to attack the
protocol successfully.

6.6 QPV with commitment in practice

For the protocol with commitment, the honest prover needs a device detecting
the presence of the input quantum state® without destroying it, i.e. a photon
presence detector, also known as quantum non-demolition (QND) measurement.
We will consider two feasible solutions to this. What is important for the security
of c-QPV is how much loss and error this introduces in the prover’s setup.

Transmission in the prover laboratory

The relevant transmission rate for security is the one in the prover laboratory
(np). It strongly depends on the actual setup used, so we will only give rough
estimates of np. Note that

np = P[photon measured | presence detected]

 P[photon measured A presence detected]

6.54
P[presence detected] (6:54)

The presence of a photon is concluded either due to the photon being present
and detected (nyn") or due to a dark count in the presence detection (p&").

Given that the photon is heralded, successful measurement happens if

(i) either the photon survived the presence detection (7syv) and was not lost
before measuring it (7equip) and the measurement detector registered it (7qet)
or

(i) (the measurement detector registered a dark count (pg.) when the photon
did not survive the presence detection or was lost before measurement)
or (the measurement detector registered a dark count when the presence
detection also registered a dark count).

We absorb all losses after the presence detection into one term that denotes the
efficiency of the photon measurement fmeas = Ndetequip/surv- Using the above
reasoning, we can write the probabilities in (6.54) as’

_ (nmcas + pdc)ﬁvﬁggeTD + pdcdecND 6.55
np = QND , QND : (6.55)
VT det + Pyc

SWe will focus on photonic qubits.

“For the event of a dark count it is implicit that the input photon was not detected. In our
notation, the factors of 1 — fyeas Or 1 — nvnng are implicit in the corresponding dark count
variable.
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Notice that
if ny < p?CND : 1P ~ Pdc- (6.56)

If the probability that a photon enters the presence detector (ry/) is much smaller
than the dark count rate deCND then most photon presence detection events, and
thus ¢ = 1 commitments, will be due to dark counts! Then the (e.g. polarisation)
measurement on the photon will not give a click most of the time, making np
very small. In the limit 7, — 0 we obtain np — pg. as expected. Single photon
detectors routinely achieve pg. ~ 1077 or similar per detection window [Had09].
For such small np the usual lossy attack of guessing the prover’s measurement
setting (with probability 1/m) still works because in practice we would not be
able to use a high enough number of measurement settings m such that np > 1/m.
So, introducing the commitment step would not help when 7, < dei\I b

Let us write ny = 'yp?CND for some constant factor v. We define the signal-to-
noise ratio of the presence detection as

nVnQND ’Y”]QND
SNRQND(V) = QNDdet QND = QNdf)t (657)

WNder T Pde Vi 1
We have already argued that in the case 1y < decN P our proposal cannot be used.
Let us therefore focus on the case where 7y is at least the order of magnitude of
p(?CND, corresponding to v > 1. Then, using that pq. is usually negligibly small
compared to the other quantities, we can simplify np to

np ~ SNRQND(V)Wmeas- (658)

The condition that the input transmission must be greater than pf?CN D will limit
the distance between the verifiers and the prover. This, however, is not a charac-
teristic of our protocol — it is an issue for any quantum communication protocol,
as any protocol fails if most signals are noise originating from dark counts.

Distance between verifiers and prover

The transmission law for optical fibres reads n = 107%/1% [SJ09], where « is the
attenuation of the fibre in dB/km and L is the length of the fibre in km. A
standard value for current optical fibres is = 0.2dB/km [SJ09], with the most
sophisticated ones achieving av = 0.14dB/km [HTS"18]. We can solve for L and
insert ny in terms of the presence detection dark count rate to obtain

10 10 ND
L= _EIOgIO(n\/) = _Elo&o (’YP(?C ) (6.59)
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Rate of the protocol

There are several processes that we would like to do at a high rate in our protocol:
generating single photons, modulating their polarisation state, generating EPR
pairs, fast low-loss switching between measurement settings depending on f(z,y),
and detecting single photons. State-of-the-art equipment is able to achieve the
following rates (order of magnitude) today or in the near future:

(i) Single photon generation: MHz, in principle up to GHz [MSSM20],
(ii) Polarisation modulation: up to GHz [LLX"19],

(iii) EPR state generation: up to GHz, depending on pump laser power [LVSL18,
APS*21],

(iv) Switching: up to THz [CHWT17],
(v) Single photon detector count rate: up to GHz [Had09].

Therefore, we expect our protocol can run at least at MHz rate and possibly at
GHz rate with top equipment, albeit we acknowledge that it may be challenging to
run all these processes at high rates simultaneously or with high transmission. The
achievable rate of a setup will strongly depend on the equipment/architectures
used, thus we only state current maximally achievable values here and refer to the
cited articles and reviews for more details. The rate of the protocol will determine
the time required to reach the number of rounds stated in Corollary 6.3.14.

The total number of rounds R that we expect to run to get r = 320k* rounds
with commitment to play (¢ = 1) is R = 320k*/peommis- If the protocol is run at
frequency v, then the expected protocol duration t.p in seconds is therefore

320k*

Pcommit?

tep = (6.60)

Given a choice of security parameter k, a probability to commit peommit from the
prover® and an achievable protocol frequency v, one can then estimate how long
it takes to run the protocol with the security guarantee given in Corollary 6.3.14.

6.6.1 True photon presence detection

Recently, a breakthrough paper [NFLR21| demonstrated true non-destructive de-
tection of photonic qubits. To do so, they prepare a 8"Rb atom in an optical cavity
in the superposition state |[+) = (|0) + [1))/v/2, where |0) and |1) denote certain
energetic states of the atom. The optical cavity is tuned such that a photon
cannot enter the cavity if the atom is in state |0), but is allowed to enter if the

8Which would just be 7y, if the prover had perfect equipment.
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state is |1). In that case, it gets reflected from one wall before leaving the cavity
again, acquiring a /2 phase shift. This interaction adds a phase to the com-
bined photon-atom state, i.e. |¥photon) |1) — — |¥photon) |1), changing the atom
state from |+) to |—). Then a rotation is applied, mapping the atomic state
|[+) — [1) and |—) > |0), after which it is measured. If the result is 0 there was
a photon interacting with the atom, if the result is 1 there was not. This mea-
surement thus heralds the presence of a photon in the output mode of the optical
cavity, which can be sent to a polarisation measurement for example. [NFLR21]
achieves the following relevant experimental parameters for their photon presence
detector, which we can expect to improve in the future:

Photon in output mode given heralding (nsu): ~ 25-55%,

Dark count rate (p"): ~ 3%, (6.61)
Fidelity of photon in output mode: ~ 96%.

Note that 1, depends on the dark count rate and was measured using weak
coherent light in [NFLR21| rather than true single photons. We take the stated
range from their Figure 3b.

Even though this technology is currently not usable for c-QPV due to the high
dark count rate (relative to realistic 7y over longer distances), we can expect the
parameters to improve significantly in the future. A true photon presence detector
such as this could therefore be a clean and viable long-term solution for c-QPV.

6.6.2 Simplified presence detection with a partial Bell mea-
surement

For the near term, we consider a simplified photon presence detection based on a
partial linear-optical Bell measurement. Essentially, the prover has to prepare a
Bell state and teleport the input state to himself when it arrives. A conclusive’
Bell measurement (BSM) heralds the presence of the input state, after which
the prover briefly stores it until he receives the classical information z,y and
measures it with the appropriate setting based on z,y. Note that we do not
require a full Bell measurement. Even just discriminating 1 out of 4 Bell states
via interference at one beam splitter would be enough. The scheme in Figure 6.4
[Wei94, BM95, MMWZ96| can distinguish 2 out of 4 Bell states, doubling the
efficiency, while only using linear-optical equipment. Importantly, this scheme
has first been demonstrated a long time ago [MMWZ96| and is experimentally
feasible today.

First, note that any losses or inconclusive click patterns in the BSM itself will
simply reduce the transmission 7. This will jeopardise security only if it makes

9We will define which click patterns count as successful further in Figure 6.4.



6.6. QPV with commitment in practice 139

D1 D2 D3 D4

PBS PBS

BS

Figure 6.4: Schematically a partial Bell measurement can be implemented via a
50/50 beam splitter (BS), two polarisation beam splitters (PBS) and four single
photon detectors (D;). An input state |¥_) triggers one detector in each arm
(D1, D3 or Dy, Dy), |V,) triggers two detectors in one arm (Dy, Dy or Ds, Dy)
and the states |®,), |®_) could trigger any, but just one, detector. So one can
only conclusively distinguish [¥_) and |W ), giving an efficiency of at most 50%,
which is optimal for linear optics [CLO1]. Any click patterns other than the ones
corresponding to |Wy) are deemed as ‘no-detection’ events.

1y so small that dark counts take over. Moreover, it may be that the teleportation
corrections don’t need to be actively applied but can be classically calculated and
corrected, as is the case when they just flip the measurement result predictably
like in c-QPVéB84 for example. So then only a partial, linear-optical BSM and
(very short) storage of the other EPR qubit would be required experimentally.
The BSM setup also has the beneficial property that it has no false positives in the
ideal case. So detecting some incoming photons with certainty is a much easier
task than detecting all photons that come in. In practice, what matters is the
dark count rate of the QND measurement, as this does introduce false positives
and subsequently introduces errors in the prover’s final measurement.

If we assume that the honest prover can generate entanglement when he ex-
pects the verifiers’ input to arrive, then most of the time there will be one photon
(the one from the EPR pair) going into the BSM setup, and only one dark count
is needed for a false positive event. The relevant photon presence detection dark
count rate would then be just the one of a conventional single photon detector,

ie. pf_fCND ~ paec. The presence detection efficiency n?e]fD for such a BSM would
be the efficiency of detecting both photons if they are present, i.e. nggD =3,

Moreover, the value of Mmeas = 7detTequipsury depends on the equipment post-
presence-detection, but is certainly upper bounded by 74e;. So we have an upper
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bound of

Vet

—. 6.62
Vnglet + 1 ( )

np ~ SNRQND(V)nmeaS S
Easy-to-use single photon detectors have detection efficiencies of up to 20-65%
[Had09], and the most sophisticated detectors reach up to 98%'% [RNN*20|. In
reality, there will also be losses pre-measurement, making the true value in (6.62)
smaller than the upper bound. If these can be kept small enough, however, the
true value of np will be close to the upper bound in (6.62) and secure c-QPV
becomes possible if this value is large enough to prevent lossy attacks.

With regard to the distance L between the verifiers and the prover, we can use
(6.59) to obtain an estimate of what kinds of distances become possible for QPV
with our proposal. As mentioned, with this setup pc?CND ~ Pac ~ 1077, Moreover,
Ny should be at least one (preferably more) order of magnitude larger than pfchD
to obtain a decent signal-to-noise ratio, so say v 2 10. This yields via (6.59) that

L < 400km (6.63)

for the distance between the verifiers and the prover. We summarise our findings
in the following remark.

6.6.1. REMARK. c-QPV makes a class of previously not loss-tolerant QPV pro-
tocols, with QPV{;B84 as a prime example, loss-tolerant even in practice as long
as both the signal-to-noise ratio of the photon presence detection SNRqnp and the
efficiency of the prover measurement 7,.s are sufficiently high such that np is
high enough to prevent lossy attacks'!. The signal-to-noise ratio SNRonp depends
on the transmission 7y, between the verifiers and the prover, the dark count rate
pEPand the detection efficiency n@°. This ultimately limits the maximal dis-
tance between the verifiers and the prover'?. The experimental requirements of
our proposal in the prover laboratory are as follows:

(i) The prover needs to be able to generate an EPR pair on demand.

(ii) Photon presence detection, e.g. via a partial linear-optical BSM (like the
scheme in Figure 6.4).

(iii) A short delay loop, so the prover can store the teleported qubit until the
classical information x,y arrives. This time delay should be as short as
possible.

(iv) The prover needs to be able to do the measurement depending on x,y and
should be able to quickly switch between different measurements based on
the value of f(z,vy).

10Note that detection efficiencies always depend on the wavelength of the photons used.
HFor example as studied in [ES23] for QPVéBM, which carries over to our c—QPVf;BM.
12To much larger distances than previously possible for QPV, however.
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The verifiers need to be able to generate and modulate single-photon states
(e.g. polarisation) with high frequency. All requirements are in principle practi-
cally feasible, or within reach, with state-of-the-art equipment.

6.7 Discussion

The three major roadblocks for practically implementable and secure QPV are:
entangled attackers, slow honest quantum communication, and signal loss. In
addition, the honest protocol must be feasible experimentally. So far, no QPV
protocol has been able to deal with all of these issues. The work in this chapter
presents the first such protocol: c—QPVéBM. This opens up a feasible route to
the first experimental demonstration of a QPV protocol that remains secure in a
practical setting over long distances. We propose two options to do the required
non-demolition photon presence detection: a viable long-term solution [NFLR21],
assuming the non-destructive detector parameters will improve in the future, and
a simpler near-term solution via a partial Bell state measurement [MMWZ96] that
can be implemented with just a few linear-optical components and conventional
click /no-click single-photon detectors. Given a sufficiently low dark count rate in
the photon presence detection and sufficiently low loss in the prover’s laboratory,
secure QPV can be achieved in principle. ¢-QPV}ye, has two further major
advantages: the quantum resources required for an attack scale in the classical
input size (which can easily be made very large) and in case the prover uses
the partial Bell measurement for photon presence detection, he does not need
to actively apply any teleportation corrections, but can passively calculate and
correct them instead, as they predictably flip the measurement outcome. By
analysing the rounds in which both attackers commit, we find that, when we run
enough rounds, attacking the committing version of the protocols becomes as hard
as the underlying protocol. We argue that all the experimental requirements are,
in principle, feasible and that our protocol can be run at reasonably high rates.
These properties taken together make C—QPV{;B84 the first QPV protocol that
can successfully address all the main practical issues of QPV. Our result is not
limited to QPV{;B84 per se, but can be applied to any state-independent QPV
protocol (loosely speaking, protocols that are of the same structure as QPVéB84).






Chapter 7

Quantum Position Verification with
Continuous Variables

Chapter summary. In this chapter we study quantum position verification
with continuous-variable quantum states. In contrast to existing discrete pro-
tocols, we present and analyse a protocol that utilises coherent states and its
properties. Compared to discrete-variable photonic states, coherent states offer
practical advantages since they can be efficiently prepared and manipulated with
current technology. We prove security of the protocol against any unentangled
attackers via entropic uncertainty relations, showing that the adversary has more
uncertainty than the honest prover about the correct response as long as the noise
in the quantum channel is below a certain threshold. Additionally, we show that
attackers who pre-share one continuous-variable EPR pair can break the protocol.

This chapter is based on the following paper:

[AER 23] Rene Allerstorfer, Lloreng Escola-Farras, Arpan Akash Ray, Boris Sko-
ri¢, Florian Speelman, and Philip Verduyn Lunel. Security of a continuous-
variable based quantum position verification protocol. arXiv preprint, 2023.
arXiv:2308.04166

7.1 Introduction

Almost all previously studied QPV protocols have in common that they contain
only finite-dimensional quantum systems. The study of QPV using continuous-
variable (CV) quantum information was first mentioned in [QS15], in which a
general attack was shown in the transmission regime ¢ < 1/2, but the security of
the protocol was not further analysed. Moreover, [LXS"16| studied a practical
implementation of QPVy,, using decoy states.

A well-known example of CV quantum information is the quantised harmonic

143
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oscillator, which is usually described by continuous variables such as position
and momentum. CV quantum systems are particularly relevant for quantum
communication and quantum-limited detection and imaging techniques because
they provide a quantum description of the propagating electromagnetic field. Im-
portant CV states are the eigenstates of the annihilation operator, the so-called
coherent states, and their quadrature squeezed counterparts known as squeezed
coherent states. The main appearance of CV quantum states in a quantum com-
munication protocol was the CV variant of quantum key distribution (CV-QKD).

We extend the ideas of finite-dimensional QPV protocols, and more formally
analyse a QPV protocol very similar to the one mentioned in [QS15]. We provide
a general proof of security against attackers who do not have access to entangle-
ment, taking into account attenuation and excess noise in the quantum channel.
We also show that the attackers can break the scheme if they pre-share one pair
of maximally entangled modes.

In the finite-dimensional case, often the job of the prover is to complete a
task correctly, and attackers are detected by a suspiciously high error rate. This
property of QPV protocols changes in the continuous setting, where even the
honest prover’s answers are drawn from a probability distribution. Therefore,
the verifiers’ job is to distinguish an honest sample from an adversarial one.

Although the generalisation of QPV to CV is interesting in itself, the mo-
tivation here is practical. CV systems are much simpler to handle in practice
and leverage several decades of experience in coherent optical communication
technology. One particular advantage is that no true single-photon preparation
or detection is necessary. Clean creation and detection of single photons is still
expensive and technically challenging, especially if photon number resolution is
desired. In contrast, homodyne and heterodyne measurements are easy to im-
plement and a lot of existing infrastructure is geared towards handling light at
low-loss telecom wavelengths (1310nm, 1550nm), whereas an ideal single pho-
ton source in these wavelength bands still has to be discovered and frequency
up-conversion is challenging and introduces new losses and errors.

7.2 The protocol QPV

coh

7.2.1 Prepare-and-measure version

Consider two spatially separated verifiers Vo and V;, and a prover P somewhere
in between them. Let A be a publicly known set of angles in [0, 27) such that
aeA = a+m7/2€ A Let o be a publicly known parameter with o > 1. A
single round of the protocol QPV_, consists of the following steps:

1. The verifiers draw a random 6 € A and two random variables (r,r*) from
the Gaussian distribution N 2. Verifier Vo prepares a coherent state [¢)



7.2. The protocol QPV 145

coh

with quadratures (zg,pg) = (rcos@ + rtsin, rsin — rtcos@). Then V
sends |¢) to the prover, and V; sends € to the prover.

2. The prover receives 6 and [¢)) and performs a homodyne measurement on
[1)) in the 6 direction, resulting in a value v € R. The prover sends 7’ to
both verifiers.

After n rounds, the verifiers have received a sample of responses, which we denote
as (r})"_,. The verifiers check whether all prover responses arrived at the correct
time, and whether the reported values (r})?, satisfy

1 (7 — /D)’ 2 T 2 1
YL LA LA ith 7 = 1+ —— /1 Sl—. (71
n %+U 7 b 7 * \/ﬁ " €hon N n " €hon ( )

i=1

Here epoy is an upper bound on the honest prover’s failure probability, see Sec-
tion 7.2.3. The ey, is a protocol parameter and can be set to a desired value.
The verifiers reject if not all these checks are satisfied. We refer to the sum in
(7.1) as the score.

position

Vo P
)

Vi
coherent state z—\\"\ja /4
time

Vo Vl

Figure 7.1: Schematic representation of the protocol QPV,_,. Undulated lines
represent quantum information, straight lines represent classical information.

7.2.2 Entanglement based version

In security proofs for qubit-based schemes, it is customary to reformulate a pro-
tocol into an EPR based form. The act of one party (the verifier Vg in our case)
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preparing and sending a qubit state in a particular basis b is equivalent to Vj
preparing a two-qubit EPR pair and then measuring one of the qubits in the
basis b while the other qubit is sent. The act of measuring can also be post-
poned. This has the advantage that in the security analysis the basis choice can
be delayed and it is then possible to base security on the properties of entangled
states.

We will do an analogous reformulation for CV states. We tune the squeezing
parameter ¢ such that sinh( = o, as explained in Chapter 2. Preparing a co-
herent state with Gaussian distributed displacements xg, pg ~ N .2 is equivalent
to preparing a two-mode squeezed state with squeezing parameter ¢ and then

performing a heterodyne (Z,p) measurement on one mode, with measurement
(z0,—po)
V2tanh¢®
In our particular case, the verifier Vo prepares the two-mode squeezed state

pv,p and performs the heterodyne measurement with quadratures rotated by the
angle 6 on the Vj, subsystem. The measurement outcomes are 7/(y/2 tanh ¢) and
—rt/(v/2tanh (), resulting in displacement (r,7+) in the state sent to the prover
(subsystem P). The prover then performs a homodyne measurement under angle
0 to recover r, similar to the prepare-and-measure scheme.

In the security analysis later, we will explicitly write Vy’s heterodyne measure-
ment as a double-homodyne measurement. First, Vo mixes its own mode with
the vacuum using a beam splitter, resulting in a two-mode state. On one of these
modes, Vg then performs a homodyne measurement in the 6 direction, on the
other mode in the 6 + 5 direction.

outcome

7.2.3 Honest prover
Success probability
We show that the honest prover has a failure probability smaller than ey,,,.

7.2.1. LEMMA. (Equ. (4.3) in [LMO00|) Let X be a x? distributed random vari-
able. It holds that
PX —n > 2yna+2a] <e . (7.2)

In round ¢, the honest prover performs a homodyne measurement under an angle
0;, on a coherent state that has displacement r; in the ; direction (and displace-
ment 73 in the 6; + % direction). The measurement outcome R; is Gaussian-
distributed with mean r; and variance 1/2 (shot noise). The (unnormalised)
score random variable Z = """ | (R, —r;v/1)?/(3 +u) then is x2 distributed. The
probability that the honest prover fails to pass verification is given by

1 1
]P’[Z>Tw]—IP{Z>n+21/nln +2In ] (7.3)
€hon €hon

By Lemma 7.2.1 this is upper bounded by &y,0y.
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A posteriori distribution and entropy of R conditioned on measurement

We determine how much uncertainty the honest prover has about the displace-
ments 7;, given the measurement outcomes 75. For notational brevity, we omit
the round index 7. We write the probability density for R as fz. Since 7’ is the
result of a measurement under angle f, conditioning on # is implicit and will be
omitted from the notation.

The prover’s posterior distribution of R, given 7/, is

free(r,r')  fr(r) frr(r|r)
fr(r) fr()

Using fr = Nooz, frip(rIr) = N,yz1,(r') and frr = Nj 2 1, We get, after
some algebra,

frip(rlr’) = (7.4)

fRIR’(T\T/) = NMA,E? (r)

1 t \7"
ith 2 = ( = + ——— ,
b (02 N 1/2+u) ’

r 1
and M = — - ————. (7.5)
Vi o1

For to? >> 1, this tends to a Gaussian distribution centred at r'/+/t, with vari-
ance (3 + u)/t. From the Gaussian probability density function Ny s2(r) we
directly obtain the differential entropy of R given R’,

1
hR|R") = 5 log 2meX?. (7.6)

7.3 Security against LOSQC attackers

In this section, we show security against LOSQC attackers, i.e. general unentan-
gled attackers, by lower bounding their uncertainty higher than the prover’s. This
is captured by the following theorem.

7.3.1. THEOREM. For at least one attacker E participating in an LOSQC at-
tack, the differential entropy of R, given side information held by E, follows the
mequality

A
1 o2
where o is the same as defined in Section 7.2.2. Furthermore, this attacker’s
response 1’ satisfies the inequality

WRIE) > %1 (7.7)

E[(R - )% > (7.8)
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Proof:

In the entanglement-based protocol, the verifiers perform a heterodyne measure-
ment. This is achieved by mixing one half of the TMS state with vacuum (denoted
by O) and then performing a homodyne measurement per mode, in orthogonal
directions 6 and 6 + 7, so

mixing

pvp wit—h>0 PVOP; (7.9)

where the bar represents the modes after mixing. Here, P is the subsystem sent
to the prover and V is the subsystem to which the # measurement will be applied.

In general, Alice performs a quantum operation on the mode P and any local
auxiliary modes she has. We call the subsystem that Alice keeps A, and the one
she sends to Bob B. The resulting state after communication is pyg45. We are
interested in the tripartite state py 45 at this stage. The result of a homodyne
measurement on V under angle 6 is denoted as Uy € R, and we define § = 4 + 5
Lemma 2.3.7 gives

Voe A h(UpA)+ h(Us|B) > log 2r. (7.10)

Averaging over @, and using the fact that averaging over @ is the same as averaging
over 0, gives

Epcah(Up|A) + Epe ah(Ug| B) = Egeah(Up| A) + Egeah(Up| B) > log2m. (7.11)
The last expression can be written as
WMU|A®) + h(U|BO) > log 2, (7.12)

where the angle © is now represented as a random variable. It follows that
1
max{h(U|A@), h(U|B(~))} > = log 2. (7.13)

Finally, we note that R = U+/2tanh ¢ (with sinh ¢ = o) and use Lemma 2.3.3 to
conclude

1 1 2 1 4
h(R|E) > ilog 2 + ilogi = T (7.14)

—log ——.

1+o2 2 %1402

Here, we have set max {h(R|A®), h(R|B@)} = h(R|E). Theresult for E[(R — 17)?]
follows directly from the Fano inequality (Theorem 2.3.8). O

7.3.1 Comparison between LOSQC attackers and honest
prover

Recall that o > 1. The protocol works only if the attackers have more ignorance
about the value R than the honest prover. Note that we assume that the attackers
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are powerful and have access to an ideal channel (¢t = 1,u = 0). For 0 — oo, the
difference between their entropies (7.7) and (7.6) satisfies

h(R|E) — h(R|R) > %log<§ - qu) (7.15)

The argument of the logarithm needs to be larger than 1. This is the case when

t>§%0.680 and ugw.

(7.16)
Note that Fano’s inequality applied to the honest prover’s entropy (7.6) would
yield the expression E[(VIR —1)?] ~ ¥? (as VIR|R' is Gaussian with mean r’
in the large o limit), with ¥? &~ (1/2 + u)/t. On the other hand, the expected
error of the attacker is lower bound by 2/e &~ 0.74, which is strictly greater than
(1/2 + w)/t for certain parameter ranges, as depicted in Figure 7.2. This proves
security of the protocol against a general LOSQC attacks in these parameter
ranges.

1.0f]

0.8¢

0.6

0.4+F

0.2+

0.0k ‘ ‘ n n 3
0.00 0.05 010 0.15 020 0.25

U

Figure 7.2: Security of the proposed CV-QPV protocol QPV_,,. For ¢t < 1/2 it
is insecure (red), as shown in [QS15]. For values in the green region, we prove
security (for LOSQC attacks). No conclusions can be drawn about the grey region
from our results. The axes denote the transmission ¢ and excess noise u.

So as long as equation (7.15) is positive, i.e.

t e
_t e 1
1120 1 (7.17)

there’s a finite gap between the attacker and the honest entropy about R. Then
an attack fails if the score is greater than v (cf. Section 7.2.1). To estimate the
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number of (independent) rounds n we have to run for the attack success probabil-
ity to become vanishingly small, we cannot assume a specific attack distribution
and we have to assume that the attackers have access to an ideal channel. We
know that

E[(R—r")*] = =, (7.18)

N

and E[(VER —1")?] > 2/e for any transmission {. The probability that the
attackers’ score falls below the threshold « is at most the probability that the
score differs from E[(vtR —1")?]/(1/2 + u) by more than the difference A :=
(2/e)/(1/2+u) —~*. Thus, we can use the Chebyshev inequality for the random
variable of the score to get

]P) [
where 62 =V [(\/3%2712)

set nA? = Q(i), where e, is the threshold we accept for the attack success
probability as a parameter of the protocol, then we get

1K (VIR — 1)) E(WVER —1')?
gz( ) ( )

o 1
1/2+u 1/24u ~ nA? O<nA2>’ (7.19)

i=1

} is the variance of the random variable it contains. If we

v [711 ; % = W} < O(att); (7.20)

using that the probability on the left hand side is upper bounded by the proba-
bility in (7.19). The required number of rounds n can be obtained by first setting
the tolerated e, and then solving nA? = Q(i) for n. Then we accept the
honest prover with probability at least 1 — e},,,, While accepting attackers with
probability at most e, after n i.i.d. rounds.

7.4 Entanglement attack

Our protocol can be attacked if Alice and Bob pre-share just one CV EPR pair.
The entanglement attack proceeds as follows:

1. Alice and Bob pre-share an ideal EPR pair.

2. Alice teleports 1) to Bob. She forwards the measured displacement (d,, d,,)
to Bob.

n the regime where A > 0, which is the case for u < 2/e — 1/2 = 0.24 for sufficiently large
n where v &~ 1. This value can also be observed in Figure 7.2 at t = 1.
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3. Bob intercepts 6 and immediately performs a homodyne measurement under
angle ¢ on his own half of the EPR pair, obtaining outcome p € R. He
forwards 0, u to Alice.

4. Alice receives 0, ji. She computes 1’ = p— d, cos 6 — d,sin @ and sends 7’ to
Vo.

5. Bob receives d,, d,. He computes 1’ = 1 — d, cos @ — d,, sin# and sends ' to
.

The state |¢) is a coherent state with displacement (zg,pg). The effect of the
teleportation is that Bob’s half of the EPR pair becomes a coherent state with
displacement (z¢ + d, po + dp). Bob’s homodyne measurement commutes with
the displacement induced by teleportation: the undoing of the displacement can
be done after Bob’s measurement. The noise in r’ with respect to r is just shot
noise, exactly as for the honest prover. Other noises originating from loss or
excess noise can just be simulated by the attacker.

Hence, in the case of an ideal pre-shared EPR pair, the responses from the
attackers are statistically indistinguishable from honest prover responses.

7.5 Discussion

The security analysis of CV-QPV differs from the usual discrete variable case,
since the honest prover now responds with a sample from a probability distribu-
tion. Thus, to prove security (in the setting without pre-shared entanglement),
we needed to show that an attack necessarily produces a different distribution
than the honest one and that the verifiers can distinguish these distributions. We
have shown that this can be done using an entropic uncertainty relation for the
differential entropy together with a continuum version of the Fano inequality. We
included attenuation and excess noise in the honest channel and showed security
for a small range of parameters. We further showed that the considered CV-QPV
protocol is broken if one CV EPR pair is pre-shared between the attackers.

Since continuous-variable systems have some practical advantages over dis-
crete ones, we hope that this work may spur interest into the further study of
QPV in the context of continuous variables, and we hope our techniques can be
useful there.

We have also extended this protocol to the case where the classical information
6 is computed via a function f(z,y) taking inputs z, y from both verifiers, similar
to the discrete variable QPVfBBs4 protocol [BCS22], studied entanglement attacks
on it and further generalised results from discrete variable QPV to CV-QPV. The
results can be found in [AEFR™24].

More generally, one may ask how far results on QPV for discrete variable
protocols generalise or naturally carry over to the CV setting. For example,
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can the recent formulation of CV port-based teleportation [PBP23| be used to
immediately reformalise the general attack on discrete variable QPV [BK11] in
the CV setting? Do the known attacks, which scale with properties of circuit
decompositions of the prover’s unitary [Spel6a, DC22b|, naturally generalise, for
example, to CV equivalents of T-count or T-depth?
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Abstract

Position-based Quantum Cryptography: From Theory towards Prac-
tice. With the possible advent of large-scale fault-tolerant quantum computers
in the next decades, one has to think about the implications very carefully. One
of the most influential task such quantum computers are capable of is breaking
currently widely used asymmetric encryption schemes. So for classical cryptog-
raphers, quantum computers provide a headache. On the other hand, quantum
physics enables new quantum cryptographic protocols that may be able to provide
very strong levels of security. For example, quantum key distribution (QKD) in
theory gives unconditional and everlasting security (up to certain thresholds on
noise) and could therefore make critical processes unhackable, even for quantum
computers.

This thesis deals with such a new quantum-enabled cryptographic primitive:
position-based quantum cryptography (PBQC), and in particular quantum posi-
tion verification (QPV). A comprehensive literature review of the field is provided
in Chapter 3. Whether these types of protocols can achieve a similar security
standard as QKD in practice is still open and beyond the scope of this thesis,
even though much of the research on QPV is motivated by finding such a secure
protocol. If one thinks about actually implementing a QPV protocol, or PBQC,
it is also essential to consider practical aspects, like signal errors and losses, and
check whether the protocol can deal with those or whether it is broken. These
were the main guides in the research of this thesis: better understanding attacks
on QPV, thinking about the practicality of QPV protocols and designing QPV
protocols accordingly. More fundamentally, this led us to study the interplay
between non-locality and interaction in the setting of QPV.

First, regarding practicality, we focus on designing and analysing loss-tolerant
QPYV protocols, mainly thinking about linear-optical hardware for implementa-
tions. A detailed study of a practically versatile QPV protocol is given in Chap-
ter 4. There, we introduce a new QPV protocol based on the SWAP test, or,
more experimentally speaking, on Hong-Ou-Mandel interference which turns out
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to be experimentally feasible and flexible. We study it theoretically, establishing
full loss tolerance, security against unentangled attackers and parallel repetition.
On the negative side, we also provide an efficient entanglement attack. Moreover,
we provide a detailed experimental study, modelling imperfections from source
to detection to see whether realistic noisy honest statistics still retain security
against unentangled attackers, who can take advantage of some of those imper-
fections. The bottom line we found was that QPVgyap is robust to a level of
errors that can be achieved with current technology. However, this protocol can
still be efficiently attacked and is not yet the end of the story.

In Chapter 6 we provide a solution to the last major practical issue of QPV
— signal loss. A minor modification of the standard structure of QPV, namely
introducing a small time delay and a commitment to play from the honest prover,
allows us to provably make the transmission loss between the verifiers and the
honest party irrelevant for security. Our proof holds in the robust and most
general adversarial setting. The idea is to reduce the security of the protocol
with commitment to the underlying one without it. This holds if the underly-
ing QPV protocol is state-independent. In particular, it is true for QPV£B84,
a protocol that can deal with the other two major issues of QPV — slow quan-
tum communication and attackers with bounded pre-shared entanglement — but
is not loss tolerant. The corresponding protocol with commitment, c—QPVfBB847
becomes loss tolerant due to our results in Chapter 6 and thus constitutes the
first practically feasible QPV protocol that can deal with all major issues QPV
faces for security. We further study experimental aspects of a real implementa-
tion and propose a partial linear-optical Bell measurement as the required partial
quantum non-demolition measurement.

Chapter 7 generalises the well known QPVggg, protocol to the continuous
variable setting. Continuous variable quantum states are simpler to handle and
much existing telecommunication infrastructure could be reused for them. We
show security against unentangled attackers for a parameter regime of attenuation
and excess noise, and provide an entanglement attack.

Finally, regarding studying attacks on QPV, we focus on the difference be-
tween quantum and classical communication in Chapter 5. First, we prove a new
bound on unentangled attacks on QP Vg, or in other words, how well one can dis-
tinguish Bell states with local operations and one round of simultaneous quantum
communication. In general, it is a priori not clear whether quantum communica-
tion can give any advantage in the constrained setting of QPV attacks. However,
a separation was first shown for an entangled input ensemble in a co-authored
paper. In Chapter 5 we study the particular task of discriminating an ensemble
of quantum states in the two different settings. We characterise perfect dis-
crimination in each scenario and construct ensembles that are discriminable with
quantum communication, but not locally, from quantum secret sharing schemes.
Moreover, we show an advantage of quantum communication even for a concrete
separable input ensemble. Lastly, we identify a certain structure that leads to a
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necessary condition on the error of the state discrimination, which in turn yields
non-zero error lower bounds for certain concrete product state ensembles like the
domino states. This structure is related to the structure of the BB84 states and,
loosely speaking, any state ensemble that contains four states that look like a
generalisation of the BB84 states is subject to the necessary condition on the
state discrimination error that we derive.






Samenvatting

Positionele Quantum Cryptografie: van Theorie naar Praktijk. Met
de mogelijke komst van grootschalige fout-tolerante quantumcomputers in de
komende decennia moeten we zeer zorgvuldig nadenken over de implicaties. Een
van de meest invloedrijke taken die zulke quantumcomputers kunnen uitvoeren,
is het kraken van de motoestanddiscriminatiefoutymmetrische encryptieschema’s.
Voor klassieke cryptografen zorgen quantumcomputers dus voor hoofdbrekens.
Aan de andere kant maakt de quantumfysica nieuwe quantumcryptografische pro-
tocollen mogelijk die zeer sterke beveiligingsniveaus kunnen bieden. Bijvoorbeeld,
quantum key distribution (QKD) biedt in theorie onvoorwaardelijke en blijvende
veiligheid (tot bepaalde drempels op ruis) en zou daarom kritische processen on-
vervalsbaar kunnen maken, zelfs voor quantumcomputers.

Dit proefschrift behandelt een nieuw quantum-gebaseerde cryptografische prim-
itief: positiebased quantumcryptografie (PBQC), en in het bijzonder quantumposi-
tieverificatie (QPV). Een uitgebreid literatuuroverzicht van het vakgebied wordt
gegeven in Hoofdstuk 3. Of deze soorten protocollen in de praktijk een vergeli-
jkbare veiligheidsstandaard als QKD kunnen bereiken, is nog onduidelijk en valt
buiten het domein van dit proefschrift, hoewel veel van het onderzoek naar QPV
wordt gemotiveerd door het vinden van zo’n veilig protocol. Als men nadenkt
over de daadwerkelijke implementatie van een QPV-protocol, of PBQC, is het ook
essentieel om praktische aspecten te overwegen, zoals signaalfouten en -verliezen,
en te controleren of het protocol daarmee om kan gaan of dat het daardoor wordt
doorbroken. Dit zijn de belangrijkste leidraden in het onderzoek van dit proef-
schrift: een beter begrip krijgen van aanvallen op QPV, nadenken over de prak-
tische toepasbaarheid van QPV-protocollen en het ontwerpen van zulke QPV-
protocollen. Meer fundamenteel leidde dit ons ertoe om de wisselwerking tussen
non-localiteit en interactie in de context van QPV te bestuderen.

Allereerst richten we ons, met betrekking tot de praktische toepasbaarheid,
op het ontwerpen en analyseren van verlies-tolerante QPV-protocollen, waarbij
we voornamelijk denken aan lineair-optische hardware voor implementaties. Een
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gedetailleerde studie van een praktisch veelzijdig QPV-protocol wordt gegeven in
Hoofdstuk 4. Daar introduceren we een nieuw QPV-protocol gebaseerd op de
SWAP-test, of, meer experimenteel gesproken, op Hong-Ou-Mandel-interferentie,
wat experimenteel gezien zeer eenvoudig en flexibel is. We bestuderen het theo-
retisch, waarbij we volledige verlies-tolerantie, veiligheid tegen niet-verstrengelde
aanvallers en parallelle herhaling vaststellen. Aan de negatieve kant presen-
teren we ook een efficiénte verstrengelingsaanval. Bovendien bieden we een gede-
tailleerde experimentele studie, waarbij we onvolkomenheden van bron tot detec-
tie modelleren om te zien of realistische, ruisachtige eerlijke statisticken nog steeds
veiligheid bieden tegen niet-verstrengelde aanvallers, die voordeel kunnen halen
uit enkele van die onvolkomenheden. Het belangrijkste resultaat dat we vonden
was dat QPVgwap robuust is tegen een niveau van fouten dat met de huidige tech-
nologie kan worden bereikt. Dit protocol kan echter nog steeds efficiént worden
aangevallen en is nog niet het einde van het verhaal.

In Hoofdstuk 6 bieden we een oplossing voor het laatste grote praktische
probleem van QPV: signaalverlies. Een kleine aanpassing van de standaardstruc-
tuur van QPV, namelijk het introduceren van een kleine tijdsvertraging en een
toezegging om eerlijk te spelen van de eerlijke prover, stelt ons in staat om aan-
toonbaar het transmissieverlies tussen de verifiers en de eerlijke partij irrelevant
te maken voor de beveiliging. Ons bewijs houdt stand in de robuuste en meest
algemene vijandige omgeving. Het idee is om de veiligheid van het protocol met
toezegging te reduceren tot die van het onderliggende protocol zonder toezeg-
ging. Dit is het geval als het onderliggende QPV-protocol staatsonathankelijk
is. In het bijzonder geldt dit voor QPV%BM, een protocol dat de andere twee
grote problemen van QPV kan oplossen — trage quantumcommunicatie en aan-
vallers met begrensde vooraf gedeelde verstrengeling — maar niet verlies-tolerant
is. Het overeenkomstige protocol met toezegging, c—QPVéB847 wordt verlies-
tolerant dankzij onze resultaten in Hoofdstuk 6 en vormt daarmee het eerste
praktisch haalbare QPV-protocol dat alle belangrijke problemen voor beveiliging
kan oplossen. We bestuderen verder experimentele aspecten van een daadwerke-
lijke implementatie en stellen een gedeeltelijke lineair-optische Bell-meting voor
als de vereiste gedeeltelijke quantum non-demolition meting.

Hoofdstuk 7 generaliseert het welbekende QP Vg, protocol naar het continue
variabelen-scenario. Quantumtoestanden met continue variabelen zijn eenvoudi-
ger te hanteren en veel bestaande telecommunicatie-infrastructuur kan voor hen
worden hergebruikt. We tonen aan dat er veiligheid is tegen niet-verstrengelde
aanvallers voor een parameterregime van verzwakking en overtollige ruis, en we
bieden een verstrengelingsaanval.

Ten slotte, wat betreft het bestuderen van aanvallen op QPV, richten we
ons op het verschil tussen quantum- en klassieke communicatie in Hoofdstuk 5.
Eerst bewijzen we een nieuwe grens op niet-verstrengelde aanvallen op QPVyy,
of met andere woorden, hoe goed men Bell-toestanden kan onderscheiden met
lokale operaties en één ronde van gelijktijdige quantumcommunicatie. Over het
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algemeen is het niet direct duidelijk of quantumcommunicatie enig voordeel kan
bieden in de gecreéerde setting van QPV-aanvallen. Een scheiding werd echter
eerst aangetoond voor een verstrengeld input-ensemble in een co-auteur artikel.
In Hoofdstuk 5 bestuderen we de specifieke taak van het onderscheiden van een
ensemble van quantumtoestanden in de twee verschillende settings. We karak-
teriseren perfecte toestanddiscriminatie in elk scenario en construeren ensembles
die met quantumcommunicatie onderscheidbaar zijn, maar niet lokaal, vanuit
quantumgeheimdelingsschema’s. Bovendien tonen we een voordeel van quan-
tumcommunicatie, zelfs voor een concreet scheidbaar input-ensemble. Ten slotte
identificeren we een bepaalde structuur die leidt tot een noodzakelijke voorwaarde
voor de fout van de toestanddiscriminatie, wat op zijn beurt niet-nul fouton-
dergrenzen oplevert voor bepaalde concrete producttoestandensembles zoals de
domino-toestanden. Deze structuur is gerelateerd aan de structuur van de BB84-
toestanden en, grofweg gesproken, is elke toestandsensemble die vier toestanden
bevat die eruitzien als een generalisatie van de BB84-toestanden onderworpen aan
de noodzakelijke voorwaarde voor de toestanddiscriminatiefout die we afleiden.
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